new usr/src/ cnd/ cnd- crypt o/ crypt oadm’ adm kef . c 1

R R R R

34920 Tue Cct 28 16:45:20 2008
new usr/src/cnd/ cnd- crypt o/ crypt oadm’ adm kef . c
6414175 kcf.conf’s supportedlist not providing much useful ness

R R R R R

1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific | anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.

*

/

26 #include <fcntl. h>

27 #include <stdio. h>

28 #include <stdlib. h>

29 #include <strings. h>

30 #include <unistd. h>

31 #include <locale. h>

32 #include <libgen. h>

33 #include <sys/types. h>

34 #include <sys/stat.h>

35 #include <sys/crypto/ioctladm n. h>
36 #include <signal.h>

37 #include <sys/crypto/elfsign. h>
38 #include "cryptoadm h"

40 static int err; /* to store the value of errno in case being overwitten */
40 static int check_hardware_provider(char *, char *, int *, int *);

42 /*

43 * Display the nechanismlist for a kernel software provider.

44 * This inplenents part of the "cryptoadmlist -nf conmand.

45 *

46 * Paraneters phardlist and psoftlist are supplied by get_kcfconf_info().
47 * If NULL, this function obtains it by calling get_kcfconf_info() internally.
48 */

49 int

50 list_mechlist_for_soft(char *provnane,

51 entrylist_t *phardlist, entrylist t *psoftlist)

47 1ist_mechlist_for soft(char *provnane)

52

53 mechlist_t *prechlist = NULL;

49 mechlist_t *pnechlist;

54 int rc,

56 if (provname == NULL) {

57 return (FAILURE);

58 }
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60 rc = get_soft_info(provnanme, &pnechlist, phardlist, psoftlist);
56 rc = get_soft_info(provname, &pnechlist);

61 if (rc == SUCCESS) {

62 (void) filter_nechlist(&mnechlist, RANDOV;

63 print_mechlist(provnanme, pnechlist);

64 free_nechlist(pmechlist);

65 } else {

66 crypt oerror(LOG STDERR, gett ext (

67 ailed to retrieve the mechanismlist for 9%."),
68 pr ovnarre)

69 }

71 return (rc);

72}

74 |*

75 * Display the mechanismlist for a kernel hardware provider.

76 */Th| s inplements part of the "cryptoadmlist -ni' command.

77 *

78 int

79 list_mechlist_for_hard(char *provnane)

80 {

81 nmechlist_t *pmechli st = NULL;

77 nmechlist_t *pnechlist;

82 char devname[ MAXNAMELEN] ;

83 int i nst_num

84 int count;

85 int rc = SUCCESS;

87 if (provname == NULL) {

88 return (FAI LURE);

89 }

91 /*

92 * Check if the provider is valid. If it is valid, get the number of
93 * mechani sms al so.

94 */

95 if (check_hardware_provider(provnane, devnane, & nst_num &count) ==
96 FAI LURE)

97 return (FAI LURE);

98 }
100 /* Get the mechanismlist for the kernel hardware provider */
101 if ((rc = get_dev_info(devnane, inst_num count, &pnechlist))
102 SUCCESS)
103 (void) filter_mechlist(&mechlist, RANDOM ;
104 print_mechlist(provnane, pnechlist);
105 free_nechlist(pmechlist);
106 }
108 return (rc);
109 }
112 /*
113 * Display the policy information for a kernel software provider.
114 * This inplenments part of the "cryptoadmlist -p" command.
115 *
116 * Parameters phardlist and psoftlist are supplied by get_kcfconf_info().
117 * If NULL, this function obtains it by calling get_kcfconf_info() internally.
118 */
119 int
120 list_policy_for_soft(char *provnane,
121 entrylist_t *phardlist, entrylist_t *psoftlist)
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112 list_policy_for_soft(char *provnane)

122 {

123 int rc;

124 entry_t *pent = NULL;

125 mechlist_t *prmechli st = NULL;

116 mechlist_t *pmechlist;

126 bool ean_t has_random = B_FALSE;

127 bool ean_t has_nmechs = B_FALSE;

128 bool ean_t in_kernel = B_FALSE;

130 if (provname == NULL) {

131 return (FA LURE);

132 }

134 if (check_kernel _for soft(provnarre, NULL, & n_kernel) == FAILURE) {
135 return (FAILU

136 } elseif (| n_kernel == B  FALSE) {

124 if ((pent = getent_kef (provnane)) == NULL)

137 cryptoerror (LOG STDERR, gettext("% does not exist."),
138 provnane) ;

139 return (FA LURE) ;

140 }

141 pent = getent_kef (provnane, phardlist, psoftlist);

143 rc = get_soft_info(provname, &pnechlist, phardlist, psoftlist);
130 rc = get_soft_info(provnanme, &pnechlist);

144 if (rc == SUCCESS)

145 has_random = filter_nechlist(&mechlist, RANDOV);

146 if (prmechlist !'= NULL)

147 has_nmechs = B_TRUE;

148 free_nechlist(pnechlist);

149 }

150 } else {

151 cryptoerror (LOG STDERR, gettext(

152 "failed to retrieve the nmechanismlist for 9%."),
153 provnane) ;

154 return (rc);

155 }

157 print_kef_policy(provname, pent, has_random has_nechs);

144 print_kef_policy(pent, has_random has_nechs);

158 free_entry(pent);

159 return ( SUCCESS);

160 }

164 /*

165 * Display the policy information for a kernel hardware provider.

166 * This inplenments part of the "cryptoadmlist -p" command.

167 *

168 * Paraneters phardlist and psoftlist are supplied by get_kcfconf_info().
169 * If NULL, this function obtains it by calling get_| kcfconf_info() internally.
170 * Paraneter pdevlist is supplied by get_dev_list().

171 * If NULL, this function obtains it by calling get_dev_list() internally.
172 */

173 int

174 list_policy_for_hard(char *provnane,

175 entrylist_t *phardlist, entrylist_t *psoftlist,

176 crypto_get _dev_list_t *pdevlist)

155 list_policy_for_hard(char *provnane)

177 {

178 entry_t *pent = NULL;

179 bool ean_t i n_kernel ;

180 mechlist_t *pnechlist = NULL;

157 entry_t *pent;
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158 bool ean_t is_active;

159 mechlist_t *pmechlist;

181 char devname[ MAXNAVELEN] ;

182 int i nst_num

183 int count;

184 int rc = SUCCESS;

185 bool ean_t has_random = B_FALSE;

186 bool ean_t has_mechs = B_FALSE;

188 if (provname == NULL) {

189 return (FAILURE);

190 }

192 /*

193 * Check if the provider is valid. If it is valid, get the nunber
194 * mechani sns al so.

195 */

196 i f (check_hardware_provi der(provname, devnane, & nst_num &count)
197 FAI LURE)

198 return (FAI LURE);

199 }

201 /* Get the mechanismlist for the kernel hardware provider */
202 if ((rc = get_dev_info(devnane, inst_num count, &nechlist)) ==
203 SUCCESS)

204 has_random = filter_mechlist(&mechlist, RANDOV);

206 if (prmechlist !'= NULL) {

207 has_mechs = B_TRUE;

208 free_mechli st (pmechlist);

209 }

210 } else {

211 cryptoerror (LOG STDERR, gettext(

212 "failed to retrieve the mechanismlist for %."),
213 devnane) ;

214 return (rc);

215 }

217 /*

218 * |f the hardware provider has an entry in the kcf.conf file,
219 * sone of its mechani snms nust have been disabled. Print out
220 * the disabled list fromthe config file entry. GO herw se,
221 * if it is active, then all the nechanisns for it are enabl ed.
222 */

223 if ((pent = getent_kef(provnanme, phardlist, psoftlist)) !'= NULL) {
224 print_kef_policy(provnane, pent, has_random has_nechs);
202 if ((pent = getent_kef(provnane)) != NULL)

203 print_kef_policy(pent, has_random has_nechs);

225 free_entry(pent);

226 return (SUCCESS);

227 } else {

228 if (check_kernel _for_hard(provnane, pdevlist,

229 & n_kernel) == FAILURE) {

207 if (check_active_for_hard(provnanme, & s_active) ==

208 FAI LURE) {

230 return (FAl LURE)

231 } else if (in_kernel == B TRUE) {

210 } else if (is_ act|ve==BTRu3{

232 (voi d) printf(gettext(

233 "O%: all nechanisns are enabled."), provnane);
234 if (has_random

235 /*

236 * TRANSLATI ON_NOTE

237 * "randon? is a keyword and not to be
238 * transl at ed.

239 */

of



new usr/src/ cnd/ cnd- crypt o/ crypt oadm’ adm kef . c

240
241
242
243
244
245
246
247
248
249
250
251

254
255
256
257
258

259
260
261
262
263
264
265
238
239
240
266
267
268
269
270
245
271

273
274
275

277
278
279
280
281
282
283
284

286
287
288
289

291
292
293
294
295
296
270
271
297
298

{

(void) printf(gettext(" % is enabled.\n"),
"randont') ;
el se
(void) printf("\n");
return (SUCCESS);
} else {
cryptoerror (LOG STDERR,
gettext ("% does not exist."), provnane);
return (FAILURE);

Di sabl e a kernel hardware provider.

This inplenents the "cryptoadm di sabl e command for
kernel hardware providers.

/

* ok Ok Ok 3k

nt

i
di sabl e_kef _hardwar e(char *provnane, bool ean_t rndflag, boolean_t allflag,

mechlist_t *dislist)

crypto_| oad_dev_di sabl ed_t
mechlist_t

*pl oad_dev_dis = NULL;
*infolist = NULL;

entry_t *pent = NULL;
crypto_| oad_dev_di sabl ed_t *pl oad_dev_di s;
mechlist_t *infolist;

entry_t *pent ;

bool ean_t new_dev_entry = B_FALSE;
char devnane[ MAXNAMELEN] ;
int inst_num

int count;

int fd =-1;

int fd;

int rc = SUCCESS;

if (provname == NULL) {
return (FAILURE);
}

/*

* Check if the provider is valid. If it is valid, get the nunber of
* mechani sns al so.

*/

if (check_hardware_provider(provnane, devname, & nst_num &count)
== FAI LURE)
return (FA LURE);

}

/* Get the mechanismlist for the kernel hardware provider */

if (get_dev_info(devnane, inst_num count, & nfolist) == FAILURE) {
return (FAILURE);

}

/*

* CGet the entry of this hardware provider fromthe config file.
* |f there is no entry yet, create one for it.

*/
if ((pent = getent_kef(provname, NULL, NULL)) == NULL) {
if ((pent = create_entry(provnane)) == NULL) {
if ((pent = getent_kef(provnane)) == NULL)
if ((pent = malloc(sizeof (entry_t))) == NULL)

{
cryptoerror (LOG STDERR, gettext("out of nenory."));
free_mechlist(infolist);
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299 return (FAILURE);

300 }

301 new _dev_entry = B_TRUE;

277 (void) strlcpy(pent->nane, provnanme, MAXNAMELEN);

278 pent - >suplist = NULL;

279 pent - >sup_count = O;

280 pent - >di sl i st = NULL;

281 pent->di s_count = 0;

302 }

304 /*

305 * kCF treats random as an internal mechanism So, we need to
306 * filter it fromthe nmechanismlist here, if we are NOT disabling
307 * or enabling the random feature. Note that we map random feature at
308 * cryptoadn{1M level to the "randon mechanismin kCF.

309 */

310 if (!'rndflag) {

311 (void) filter_mechlist(&dislist, RANDOM ;

312 1

314 /* Cal culate the new disabled list */

315 if (disable_nmechs(&ent, infolist, allflag, dislist) == FAILURE) {
316 free_nechlist(infolist);

317 free_entry(pent);

318 return (FAI LURE);

319

320 free_nechlist(infolist);

322 /* 1f no nechanisms are to be disabled, return */

323 if (pent->dis_count == 0

324 free_entry(pent);

325 return ( SUCCESS);

326 }

328 /* Update the config file with the new entry or the updated entry */
329 if (new_dev_entry) {

330 rc = updat e_kcf conf (pent, ADD MODE);

331 } else {

332 rc = updat e_kcf conf (pent, MODI FY_MODE) ;

333 1

335 if (rc == FAILURE) {

336 free_entry(pent);

337 return (FAILURE);

338 }

340 /* I nform kernel about the new disabled mechanismlist */

341 if ((pload_dev_dis = setup_dev_dis(pent)) == NULL) {

342 free_entry(pent);

343 return (FAI LURE);

344 }

345 free_entry(pent);

347 if ((fd = open(ADM N_| OCTL_DEVI CE, O RDWR)) == -1) {

348 cryptoerror (LOG STDERR, gettext(“failed to open ¥%: %"),
349 ADM N_| OCTL_DEVI CE, strerror(errno));

350 free(pl oad_dev_dis);

351 return (FAILURE);

352 }

354 if (ioctl(fd, CRYPTO LOAD DEV DI SABLED, pload dev_dis) == -1) {
355 crypt odebug(" CRYPTO LOAD DEV_DI SABLED ioctl failed: %",
356 strerror(errno));

357 free(pl oad_dev_dis);

358 (void) close(fd);

359 return (FAILURE);
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360 }

362 if (pload_dev_dis->dd_return_value != CRYPTO SUCCESS) {
363 crypt odebug(" CRYPTO _LOAD_DEV_DI SABLED i oct| return_val ue
364 "o@", pload_dev_dis->dd_return_val ue);

365 free(pl oad_dev_di s);

366 (void) close(fd);

367 return (FAI LURE);

368 }

370 free(pl oad_dev_di s);

371 (void) close(fd);

372 return (SUCCESS);

373 }

376 /[ *

377 * Disable a kernel software provider.
378 * This inplenments the "cryptoadm di sabl e" command for
379 * kernel software providers.

*/

380

381 int

382 di sabl e_kef _sof tware(char *provnane, bool ean_t rndflag, boolean_t allflag,
383 nmechlist_t *dislist)

384 {

385 crypto_| oad_soft _di sabl ed_t *pl oad_soft _dis = NULL;

386 mechlist_t *infolist = NULL;

387 entry_t *pent = NULL;

388 entrylist_t *phardlist = NULL;

389 entrylist_t *psoftlist = NULL,;

390 bool ean_t in_kernel = B_FALSE;

391 int fd =-1;

392 int rc = SUCCESS;

362 mechlist_t *infolist;

363 entry_t *pent ;

364 bool ean_t is_active;

365 int fd;

394 if (provname == NULL) {

395 return (FAILURE);

396 }

371 /* Get the entry of this provider fromthe config file. */
372 if ((pent = getent_kef(provnane)) == NULL) {

373 cryptoerror (LOG STDERR,

374 gettext ("% does not exist."), provnane);

375 return (FAILURE);

376 }

398 /*

399 * Check if the kernel software provider is currently unl oaded.
400 * If it is unloaded, return FAILURE, because the disable subcommand
401 */ can not performon inactive (unloaded) providers.

402 *

403 if (check_kernel _for_soft(provnane, NULL, & n_kernel) == FAILURE) {
383 if (check_active_for_soft(provnane, & s_active) == FAILURE) {
384 free_entry(pent);

404 return (FAI LURE);

405 } else if (in_kernel == B FALSE) {

386 } else if (is_active == B _FALSE) {

387 /*

388 * TRANSLATI ON_NOTE

389 * "disable" is a keyword and not to be translated.
390 */

406 cryptoerror (LOG _STDERR,
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407 gettext("% is not |oaded or does not exist."),

408 provnane) ;

392 gettext("can not do %4$s on an unl oaded "

393 "kernel software provider -- 9%$s."), "disable", provnane);
394 free_entry(pent);

409 return (FAILURE);

410 }

412 if (get_kcfconf_info(&phardlist, &psoftlist) == FAILURE) {

413 cryptoerror (LOG ERR,

414 "failed to retrieve the providers’

415 "information fromthe configuration file - %."

416 _PATH_KCF_CONF) ;

398 /* Get the mechanismlist for the software provider */

399 if (get_soft_info(provnanme, & nfolist) == FAILURE) {

400 free(pent);

417 return (FAI LURE);

418 }

420 /*

421 * Get the entry of this provider fromthe kcf.conf file, if any.
422 * Otherwi se, create a new kcf.conf entry for witing back to the file.
423 */

424 pent = getent_kef (provnane, phardlist, psoftlist);

425 If (pent == NULL) { /* create a new entry */

426 pent = create_entry(provnane);

427 1 f (pent == NULL)

428 crypt odebug("out of nenory.");

429 rc = FAI LURE;

430 goto out;

431 }

432 1

434 /* Get the mechanismlist for the software provider fromth */
435 if (get_soft_info(provname, & nfolist, phardlist, psoftlist

436 FAI LURE) {

437 rc = FAI LURE;

438 goto out;

439 }

441 if ((infolist != NULL) && (infolist->nane[0] !='\0")) {

442 /*

443 * Repl ace the supportedlist fromkcf.conf with possibly
444 * nore-up-to-date list fromthe kernel. This is the case
445 * for default software providers that had nore nechani sns
446 * added in the current version of the kernel.

447 */

448 free_nechli st (pent->suplist);

449 pent->suplist = infolist;

450 }

452 /*

453 * kCF treats random as an internal mechanism So, we need to

454 * filter it fromthe nechanismlist here, if we are NOT disabling
455 * or enabling the random feature. Note that we map random feature at
456 * cryptoadn{1M level to the "randoni mechanismin kCF.

457 */

404 /* See comments in disable_kef_hardware() */

458 if (!'rndflag) {

459 (void) filter_mechlist(& nfolist, RANDOM ;

460 1

462 /* Cal culate the new disabled list */

463 if (disable_mechs(&ent, infolist, allflag, dislist) == FAILURE) {
464 rc = FAI LURE;

465 goto out;
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out :

free_entry(pent);
free rTEChlIS'[(InfOlIS'[)
return (FA LURE);

}

/* infolist is no |onger needed;
free_nechlist(infolist);

free it */

/* Update the kcf.conf file with the updated entry */
i f (update_kcfconf(pent, MODI FY_MODE) == FAILURE) {
rc = FAI LURE;
goto out;
free_entry(pent);
return (FAILURE);
}

/* Setup argunent to informkernel about the new disabled list. */
/* Inform kernel about the new disabled list. */
if ((pload_soft_dis = setup_soft_dis(pent)) == NULL) {
rc = FAI LURE;
goto out;
free_entry(pent);
return (FAILURE);
}

/* pent is no |onger needed;
free_entry(pent);

if ((fd = open(ADM N_I OCTL_DEVICE, O RDWR)) == -1) {

crypt oerror(LOG STDERR,
gettext("failed to open % for RW 9%"),
ADM N_| OCTL_DEVI CE, strerror(errno));

rc = FAI LURE;

goto out;

free(pl oad_soft_di S);

return (FAILURE);

free it. */

}

/* 1 nform kernel about the new disabled list. */
if (ioctl(fd, CRYPTO LOAD SOFT_DI SABLED, pload_soft_dis) == -1) {
crypt odebug(™ CRYPTO_LOAD SOFT_DI SABLED i octT fail ed %",
strerror(errno));
rc = FAI LURE;
goto out;
free(pl oad_soft_dis);
(void) close(fd);
return (FAI LURE);
}

if (pload_soft_dis->sd_return_value != CRYPTO SUCCESS) {

crypt odebug( CRYPTO LOAD SOFT_DI SABLED ioctl return_value = "

"o@", pload_soft_dis->sd_return_val ue);
rc = FAl LURE
goto out;
free(pl oad_soft_dis);
(void) close(fd);
return (FAILURE);

}
free_entrylist(phardlist);
free_entrylist(psoftlist);
free_nechlist(infolist);

free_entry(pent);
free(pl oad_soft_dis);
if (fd !=-1)
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510 (void) close(fd);

511 return (rc);

460 return ( SUCCESS);

512 }

515 /*

516 * Enable a kernel software or hardware provider.

517 * This inplenments the "cryptoadm enabl e" conmand for kernel providers.
518 */

519 int

520 enabl e_kef (char *provnane, bool ean_t rndflag, boolean_t allflag,

521 nechlist_t *mist)

522 {

523 crypto_|l oad_soft_di sabl ed_t *pl oad_soft _dis = NULL;

524 crypto_|l oad_dev_di sabl ed_t *pl oad_dev_dis = NULL;

525 entry_t *pent = NULL;

470 entry_t *pent ;

526 bool ean_t redo_flag = B_FALSE;

527 bool ean_t in_kernel = B_FALSE;

528 int fd=-1;

472 int fd;

529 int rc = SUCCESS;

532 /* Get the entry of this provider fromthe kcf.conf file, if any. */
533 pent = getent_kef (provname, NULL, NULL);

476 /* Get the entry wth the provider name fromthe kcf.conf file */
477 pent = getent_kef (provnane);

535 if (is_device(pr ovnama)) {

536 if (pent == NULL) {

537 /*

538 * This device doesn’t have an entry in the config
539 * file, therefore nothing is disabled.

540 */

541 cryptoerror (LOG STDERR, gettext(

542 "all mechanisnms are enabled already for %."),
543 provnane) ;

544 free_entry(pent);

545 return ( SUCCESS);

546 }

547 } else { /* a software nodule */

548 if (check_kernel _for_soft(provnane, NULL, & n_kernel) ==
549 FAI LURE)

550 free_entry(pent);

491 if (pent == NULL)

492 cryptoerror (LOG STDERR,

493 gettext ("% does not exist."), provnane);
551 return (FAILURE);

552 } else if (in_kernel == B_FALSE)

553 cryptoerror (LOG STDERR, gettext ("% does not exist."
554 provnane) ;

555 free_entry(pent);

556 return (FAILURE);

557 } else if ((pent == NULL) || (pent->dis_count == 0)) {
495 } else if (pent->dis_count == 0) {

558 /* nothing to be enabled. */

559 cryptoerror (LOG STDERR, gettext(

560 "all mechanisns are enabled already for %."),
561 provnane) ;

562 free_entry(pent);

563 return (SUCCESS);

564 }

565 1

10



new usr/src/cnd/ cnd- crypt o/ crypt oadnt adm kef . ¢ 11 new usr/src/cnd/ cnd- crypt o/ crypt oadnt adm kef . ¢ 12
567 /* 631 crypt odebug( CRYPTO_LOAD _DEV_DI SABLED i octl failed:
568 * KCF treats random as an internal mechanism So, we need to 632 "Us", strerror(errno));

569 * filter it fromthe mechanismlist here, if we are NOT disabling 633 free_entry(pent)
570 * or enabling the random feature. Note that we map random feature at 634 free(pl oad_dev_di s);
571 * cryptoadn(1M level to the "randoni nmechanismin kCF. 635 (void) close(fd);
572 */ 636 return (FAILURE);
573 f (!'rndflag) { 637 }
506 /* See comments in disabl e_kef_hardware() */
574 redo_flag = filter_mechlist(&pent->dislist, RANDOM; 639 if (pload_dev_dis->dd_return_val ue != CRYPTO SUCCESS) {
575 if (redo_flag) 640 crypt odebug( " CRYPTO LOAD_DEV_DI SABLED ioctl *
576 pent - >di s_count - -; 641 "return_val ue = %"
577 } 642 pl oad_dev_di s- >dd return_val ue);
643 free entry(pent)
579 /* Update the entry by enabling mechanisnms for this provider */ 644 free(pl oad_dev di S);
580 if ((rc = enable_nmechs(&pent, allflag, mist)) != SUCCESS) { 645 (void) close(fd);
581 free_entry(pent); 646 return (FAILURE);
582 return (rc); 647 }
583 }
649 } else { /* a software nodule */
585 if (redo_flag) { 578 } else {
586 nechlist_t *tnp; 650 /* LOAD_SOFT_DI SABLED */
651 if ((pload_soft_dis = setup_soft_dis(pent)) == NULL) {
588 if ((tmp = create_nmech(RANDOM) ) == NULL) { 652 free_entry(pent);
589 free_entry(pent); 653 return (FAILURE);
590 ) return (FAILURE); 654 }
591
592 tmp- >next = pent->dislist; 656 if (ioctl(fd, CRYPTO LOAD SOFT_DI SABLED, pl oad_soft_dis)
593 pent->dislist = tnp; 657 == -1) {
594 pent - >di s_count ++; 658 crypt odebug(" CRYPTO_LOAD_SOFT_DI SABLED i octl failed: "
595 } 659 ", strerror(errno));
660 free_ent ry(pent);
597 /* 661 free(pl oad_soft_di s);
598 * Update the kcf.conf file with the updated entry. 662 (void) close(fd);
599 * For a hardware provider, if there is no nore disabled nechanism 663 return (FAILURE);
600 * remove the entire kcf.conf entry. 664 }
533 * the entire entry in the config file should be renoved.
601 */ 666 if (pload_soft_dis->sd_return_value != CRYPTO SUCCESS) {
602 if (is_devi ce( pent - >nane) && (pent->dis_count == 0)) { 667 crypt odebug(" CRYPTO LOAD SOFT_DI SABLED ioctl "
603 rc = update_kcfconf(pent, DELETE IVCD|3, 668 ‘return_val ue = 9%d"
604 } else { 669 pl oad_soft_dis- >sd_r eturn_val ue);
605 rc = updat e_kcf conf (pent, MODI FY_MODE) ; 670 free_entry(pent);
606 } 671 free(pload_soft_dis);
672 (void) close(fd);
608 if (rc == FAILURE) { 673 return (FAILURE);
609 free_entry(pent); 674 }
610 return (FAI LURE); 675 }
611 }
677 free_entry(pent);
678 free(pload_soft _dis);
614 /* I nform Kernel about the policy change */ 679 (void) close(fd);
680 return (SUCCESS);
616 if ((fd = open(ADM N I OCTL_DEVICE, O RDWR)) == -1) { 681 }
617 crypt oerror(LOG STDERR, gettext( fai I ed to open %: %"),
618 ADM N_|I OCTL_DEVI CE, strerror(errno));
619 free_entry(pent); 684 /*
620 return (FAILURE; 685 * Install a software nodule with the specified nechanismlist into the system
621 } 686 * This routine adds an entry into the config file for this software nodul e
687 * first, then makes a CRYPTO LOAD SOFT_CONFIG ioctl call to inform kernel
623 if (is_device(provnane)) { 688 * about the new addition.
624 /* LOAD_DEV_DI SABLED */ 689 */
625 if ((pload_dev_dis = setup_dev_dis(pent)) == NULL) { 690 int
626 free_entry(pent); 691 install _kef(char *provnane, nechlist_t *nlist)
627 return (FAIl LURE); 692 {
628 } 693 crypto_|l oad_soft_config_t *pl oad_soft _conf = NULL;
694 bool ean_t f ound;
630 if (ioctl(fd, CRYPTO LOAD DEV_DI SABLED, pload_dev_dis) == -1) { 695 entry_t *pent = NULL;
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696
697
619
620
621
698
699
700
701
702
703
704
705
629
706
707

709
710
711

713
714
637
715
716
717
718
719

721
722
645
723
724
725

650
726
727
653
654

729
730
731
732
733

735
736
737
738
739
740
741
742
743

745
746
747
748
749
750
751

FI LE *pfile = NULL;
FILE *pfile_tnp = NULL;
entry_t *pent;

FI LE *pfile;

FI LE *pfile_tnp;

char t npfi | e_nane[ MAXPATHLEN ;
char *ptr;

char *str;

char *name

char buf f er [ BUFSI Z] ;
char buf f er 2[ BUFSI Z] ;
int f ound_count ;

int fd=-1;

int fd;

int rc = SUCCESS;

int err;

if ((provname == NULL) || (mist == NULL)) {
} return (FAILURE);

/* Check if the provider already exists */

if ((pent = getent_kef(provname, NULL, NULL)) != NULL) {

if ((pent = getent_kef(provnane)) != NULL)
cryptoerror (LOG STDERR, gettext("% exists already."),

provnane);

free_entry(pent);
return (FAI LURE);

}

/* Create an entry with provnane and mist. */

if ((pent = create_entry(provnane)) == NULL)

if ((pent = malloc(sizeof (entry_t))) == NULL) {
cryptoerror (LOG STDERR, gettext("out of nmenory."));
return (FAILURE);

}

(void) strlcpy(pent->nanme, provnane, MAXNAMELEN);
pent - >sup_count = get_mech_count(nlist);
pent->suplist = mist;

pent - >di s_count = 0;

pent->di slist = NULL;

/* Append an entry for this software nodule to the kcf.conf file. */
if ((str = ent2str(pent)) == NULL) {

free_entry(pent);

return (FAILURE);
}

if ((pfile = fopen(_PATH KCF_CONF, "r+")) == NULL) {

err = errno;

crypt oerror(LOG STDEI
gettext("failed to update the configuration - %"),
strerror(err))

crypt odebug("fail ed to open % for wite.", _PATH KCF_CONF);

free_entry(pent);

return (FAILURE);

}

if (lockf(fileno(pfile), F_TLOCK, 0) == -1) {
err = errno;
cryptoerror (LOG _STDERR,
gettext("failed to lock the configuration - %"),
strerror(err));
free_entry(pent);
(void) fclose(pfile);
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752
753

755
756
757
758
759
760
761
762
763
764
765
766
767

769
770
771
772
773
774
775
776

779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799

801
802
803
804
805
806
807
808
809
810
811
812
813
740
814
815
816

return (FAI LURE);

err = errno;
crypt oerror(LOG STDERR,
gettext("failed to create a tenporary file - %"),
strerror(err));
free_entry(pent);
(voi d) fclose(pflle)
return (FAILURE);
}

if ((pfile_tmp = fopen(tnpfile name, "w')) == NULL) {
err = errno
cryptoerror(LOG STDERR, gettext("failed to open % - %"),
tnpfile_nane, strerror(err));
free_entry(pent);
(voi d) fclose(pfile);
return (FA LURE);

/*
* Loop thru the config file. If the provider was reserved within a
* package bracket, just uncomment it. Oherwi se, append it at

* the end. The resulting file will be saved in the tenp file first.
*/

found_count = O;

rc = SUCCESS;

whi l e (fgets(buffer BUFSI Z, pfile) != NULL) {
found = B_FALSE;
if (buffer[0] =="#) {
(void) strlcpy(buffer2, buffer, BUFSIZ);
ptr = buffer2;

ptr++;

if ((name = strtok(ptr SEP_COLON)) == NULL) {
rc = FAI LU
br eak;

} else |f (strcnp(provnama name) == 0) {
found = B_TRUE;

) f ound_count ++;

}

if (found == B_FALSE)
if (fputs(buffer, pfile_tnp) == EOF) {
rc = FAILURE;

} else {
if (found_count == 1) {
if (fputs(str, pfile_tnp) == EOF) {
rc = FAI LURE;

} else {
/

Found a second entry w th #libnane.
Shoul d not happen. The kcf.conf file
Shoul d not happen. The kcf.conf ffil
is corrupted. Gve a warning and ski
this entry.

/

e
p

* ok ok ok ok ok F

}

/*

* Create a tenporary file in the /etc/crypto directory.

*/

(voi ) strlcpy(tnpfile_ nane, TMPFI LE_TEMPLATE, sizeof (tnpfile_nane));
if ( stenp(trrphle name) == -1) {

14
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817
818
819
820
821

823
824
825
826
827

829
830
831
832
833
834
835
836
837
838
839
840

842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861

863
864
865
866
867
868
869
870

872
873
874
875
876
877
878
879
880
881
882

crypt oerror (LOG_STDERR, gettext (
' (War ni ng) Found an additional reserved "
"entry for 9%."), provnane);

}

if (rc == FAILURE) {
) br eak;

(void) fclose(pfile);

if (rc == FAILURE) {
cryptoerror (LOG STDERR, gettext("wite error."));
(void) fclose(pfile_tnp);
if (unIink(tnpfiIe nams) 1=0) {
err = errno
crypt oerror(Lm STDERR, gettext(
"(Wwarning) failed to renbve %: 9%"),
strerror(err));

free_entry(pent);
return (FAILURE);
}

if (found_count == 0) {
/*

* This |ibname was not in package before,
* end of the tenp file
*/

append it to the

if (fputs(str, pfile_tnp) == EOF) {
cryptoerror (LOG STDERR, gettext(
"failed to wite to %: %"),
strerror(errno));
(void) fclose(pfile_| tnp)
if (unllnk(trrphle narre) 1= 0) {
err = errno
crypt oerror(LOG STDERR, gettext (
"(Warning) failed to renove %: 9%"),
tnpfile_nane, strerror(err));

tmpfil e_nane,

free_entry(pent);
return (FAILURE);

}

if (fclose(pflle trrp) 1= 0) {
= errno
cr ypt oerror ( LOG_STDERR,
gettext("failed to close %: %"),
strerror(err));
free_entry(pent);
return (FAI LURE);

tpfil e_nane,

}

if (rename(tnpfile_nane,
err = errno;
cryptoerror (LOG STDERR,
gettext("failed to update the configuration - %"),
strerror(err));
cryptodebug("failed to renane % to %: %", tnpfile_nane,
_PATH KCF_CONF, strerror(err));
rc = FAILURE;
} el se i f (chmod(_PATH_KCF_CONF,
IRUSR| S_IWISR | SIRGRP| S IROTH) == -1) {
err = errno;

_PATH KCF_CONF) == -1) {

15
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883
884
885
886
887
888
889
890
891

893
894
895
896
897
898
899
900
901
902

907
908
909
910

912
913
914
915
916
917
918

920
921
922
923
924
925
926
927

929
930
931
932
933
934
935
936

938
939
940
941
942

944
945
946
947
948

* Ok Ok k%

crypt oerror(LOG STDERR
gettext("failed to update the configuration - %"),
strerror(err));
crypt odebug("fail ed to chnod to %: %",
strerror(err));
rc = FAI LURE;
} else {
) rc = SUCCESS;

if (rc == FAILURE)
if (unIink(tnpfiIe name) 1=0) {
err = errno
crypt oerror(LCB STDERR, gettext(
"(Warning) failed to renbve %: 9%"),
tnpfile_nane, strerror(err));

_PATH_KCF_CONF,

free_entry(pent);
return (FAILURE);

/* Informkernel of this new software nodule. */

if ((pload_soft_conf = setup_soft_conf(pent)) == NULL) {
free_entry(pent);
return (FAILURE);

if ((fd = open(ADM N_I OCTL_DEVI CE, ORDV\R)) == -1) {
cryptoerror (LOG STDERR, gettext("failed to open %: %"),
ADM N_| OCTL_DEVI CE, strerror(errno));
free_entry(pent);
free(pl oad_soft conf);
return (FATLURE);

if (ioctl(fd, CRYPTO LOAD SOFT_CONFI G pload_soft_conf) == -1) {
crypt odebug( ™ CRYPTO LOAD_SOFT_CONFI G i octT failed: %",
strerror(errno));
free_entry(pent);
free(pl oad_soft_conf);
(void) close(fd);
return (FAILURE);

if (pload_soft_conf->sc_return_val ue != CRYPTO_SUCCESS)
crypt odebug(" CRYPTO LOAD SOFT_CONFI G i oct!| failed,
"return_val ue = %", pl oad_soft_conf->sc_| return _val ue);
free_entry(pent);
free(pl oad_soft_conf);
(void) close(fd);
return (FA LURE);
}

free_entry(pent);
free(pl oad_soft conf)
(void) close(fd);
return (SUCCESS);

Uninstall the software nodule. This routine first unloads the software
module with 3 ioctl calls, then deletes its entry fromthe config file.
Renpving an entry fromthe config file needs to be done last to ensure

that there is still an entry if the earlier unload failed for any reason.

16
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949 */

950 int

951 uninstal |l _kef (char *provnane)

952 {

953 entry_t *pent = NULL;

878 entry_t *pent ;

879 bool ean_t is_active;

880 bool ean_t i n_package;

881 bool ean_t f ound;

882 FI LE *pfile;

883 FI LE *pfile tnp;

884 char tmpfi | e_nane[ MAXPATHLEN] ;

885 char *narme;

886 char str buf [ BUFSI Z] ;

887 char buf f er [ BUFSI Z] ;

888 char buf f er 2[ BUFSI Z] ;

889 char *str;

890 int | en;

954 int rc = SUCCESS;

955 bool ean_t in_kernel = B _FALSE;

956 bool ean_t in_kcfconf = B_FALSE;

957 int fd=-1;

958 crypto_l oad_soft_config_t *pload_soft_conf = NULL;

960 /* Check to see if the provider exists first. */

961 if (check_kernel _for_soft(provname, NULL, & n_kernel) == FAILURE) {
894 /* Checkifitisinthe kcf.conf file first. */

895 if ((pent = getent_kef(provnane)) == NULL) {

896 crypt oerror(LOG STDERR,

897 gettext ("% does not exist."), provnane);

962 return (FAILURE);

963 } else if (in_kernel == B _FALSE)

964 cryptoerror (LOG STDERR, gettext ("% does not exist."),
965 provnane) ;

966 return (FAl LURE;

967 }

969 I*

970 * If it is loaded, unload it first. This does 2 ioctl calls:
971 * CRYPTO_UNLOAD_SOFT_MODULE and CRYPTO_LOAD_SOFT_DI SABLED.
903 * Cet rid of the disabled Iist for the provider and get the converted
904 * string for the entry. This is to prepare the string for a provider
905 * that Is in a package.

972 */

973 if (unload_kef_soft(provnane) == FAILURE) {

907 free_nechlist(pent->dislist);

908 pent - >di s_count = 0;

909 pent->di slist = NULL;

910 str = ent2str(pent);

911 free_entry(pent);

912 if (str == NULL)

913 cryptoerror (LOG STDERR, gettext("internal error."));
914 return (FAI LURE);

915 }

916 (void) snprintf(strbuf, sizeof (strbuf), "%%", "#", str);
917 free(str);

919 /* If it is not |oaded, unload it first */

920 if (check_active_for soft(provnarre & s_active) == FAILURE) {
921 return (FAI LURE)

922 } else if ((is_active == B_TRUE) &&

923 (unl oad_kef _soft (provname, B_TRUE) == FAILURE)) {

974 crypt oerror(LOG STDERR

975 gettext("failed to unload % during uninstall.\n"),
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976 provnane);

925 gettext("failed to uninstall %.\n"), provnane);

977 return (FAI LURE);

978 }

980 /*

981 * Informkernel to renmove the configuration of this software nodul e.
930 * Renove the entry fromthe config file. [If the provider to be
931 * uninstalled is in a package, just comment it off.

982 */

933 if ((pfile = fopen(_PATH KCF_CONF, "r+")) == NULL) {

934 err = errno;

935 crypt oerror(L(IB STDERR,

936 gettext("failed to update the configuration - 9%"),
937 strerror(err));

938 crypt odebug("fail ed to open % for wite.", _PATH KCF_CONF);
939 return (FAI LURE);

940 }

984 /* Setup ioctl () paraneter */

985 pent = getent_kef (provname, NULL, NULL);

986 1f (pent !'= NULL) { /* in kcf.conf */

987 in_kcfconf = B TRUE;

988 free_nechl i st(pent >suplist);

989 pent ->suplist = NULL

990 pent - >sup_count = O;

991 } else if ((pent = create entry(provnama)) == NULL) {

992 yptoerror (LOG STDERR, gettext("out of nermory."));

942 if (Iockf(flleno(pflle) F_TLOCK, 0) == -1) {

943 err = errno;

944 crypt oerror (LOG _STDERR,

945 gettext("failed to lock the configuration - %"),
946 strerror(err));

947 (void) fclose(pfile);

993 return (FAILURE);

994 }

995 if ((pload_soft_conf = setup_soft_conf(pent)) == NULL) {

996 free_entry(pent);

951 /*

952 * Create a tenporary file in the /etc/crypto directory to save
953 * the new configuration file first

954 */

955 (v i d) strlcpy(tnpfil e_name, TMPFILE_TEMPLATE, sizeof (tnpfile_nane));
956 if (mkstemp(tnpfile_nanme) == -1) {

957 err = errno;

958 cryptoerror (LOG STDERR,

959 gettext("failed to create a tenporary file - %"),
960 strerror(err));

961 (void) fclose(pfile);

997 return (FAI LURE);

998 }

1000 /* Open the /dev/cryptoadm device */

1001 if ((fd-open(ADMNIG:TL DEVICE, O RDWR)) == -1) {

1002 int err = errno;

1003 cryptoerror (LOG STDERR gettext("failed to open %: %"),
1004 ADM N_| OCTL_DEVI CE, strerror(err));

1005 free_entry(pent);

1006 free(pl oad_soft_conf);

965 if ((pfiletrrp—fopen(trrpfile name, "w')) == NULL) {

966 err = errno

967 cryptoerror(L(I; STDERR, gettext(“"failed to open % - %"),
968 tnpfile_nane, strerror(err));

969 if (unllnk(tnpflle nane) != 0) {

970 err = errno;
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971 crypt oerror (LOG STDERR, gettext(

972 "(Warning) failed to remove %: %"), tnpfile_nane,
973 strerror(err));

974 }

975 (void) fclose(pfile);

1007 return (FAILURE);

1008 }

1010 if (ioctl(fd, CRYPTO LCAD SOFT_CONFI G

1011 pl oad_soft_conf) == -

1012 crypt odebug(" CRYPTO_LOAD_SO:T_CO\IFI Gioctl failed: %",
1013 strerror(errno));

1014 free_entry(pent);

1015 free(pl oad_soft _conf);

1016 (void) close(fd);

979 /*

980 * Loop thru the config fi
981 * to be uninstalled is in
982 */

983 i n_package = B_FALSE;

984 whil e (fgets(buffer BUFSI Z, pfile) !'= NULL) {

985 found = B_FALSE;

986 if (!(buffer[0] ==" "’ || buffer[0] =="'\n" ||

987 buffer[0] == "\t")) {

988 if (strstr(burfer, " Start ") != NULL) {

989 in package = B _TRUE;

990 } else if (strstr(buffer " End ") !'= NULL) {
991 i n_package = B_FALSE;

992 } else if (buffer[O] 1= #) {

993 (void) strlcpy(buffer2, buffer, BUFSIZ);

| If the kernel software provider

e
a package, just comment it off.

995 /* get rid of trailing "\n */
996 len = strlen(buffer2);

997 if (buffer2[len-1] == "\n") {
998 | en--;

999 }

1000 buffer2[len] ='\0";

1002 if ((name = strtok(buffer2, SEP_COLON))
1003 == NULL)

1004 rc = FAI LURE;

1005 br eak;

1006 } elseif (strcnp(provnane name) == 0) {
1007 found = B_TRUE;

1008 }

1009 }

1010 }

1012 if (found) {

1013 if (in_package) {

1014 if (fputs(strbuf, pfile_tmp) == EOF) {
1015 rc = FAI LURE;

1016 }

1017 }

1018 } else {

1019 if (fputs(buffer, pflle tnp) == EOF) {
1020 rc = FAIL

1021 }

1022 }

1024 if (rc == FAILURE) {
1025 br eak;

1026 }

1027 }

1029 if (rc == FAILURE) {
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1030 cryptoerror (LOG STDERR, gettext("wite error."));

1031 (voird) fclose(pfile);

1032 (void) fclose(pfile_ tnp);

1033 if (unIink(tnpfiIe name) 1=0) {

1034 err = errno

1035 crypt oerror(LCIB STDERR, gettext(

1036 "(Warning) failed to remove %: %"), tnpfile_nane,
1037 strerror(err));

1038 }

1017 return (FAILURE);

1018 }

1020 if (pload_soft_conf->sc_return_value != CRYPTO SUCCESS) ({

1021 crypt odebug(" CRYPTO LOAD_SOFT_CONFI G i oct|l = return_val ue = %",
1022 pl oad_soft _conf->sc_return_val ue);

1023 free_entry(pent);

1024 free(pl oad_soft_conf);

1025 (void) close(fd);

1042 (void) fclose(pfile);

1043 if (f close(pflletnp) 1= 0) {

1044 err = errno

1045 crypt oerror(LOG STDERR,

1046 gettext("failed to close %: %"), tnpfile_nane,
1047 strerror(err));

1026 return (FAI LURE);

1027 }

1029 /* ioctl cleanup */

1030 free(pload_soft_conf);

1031 (void) close(fd);

1051 /* Now update the real config file */

1052 if (rename(t rrpfi le_| nane, _PATH KCF_CONF) == -1) {

1053 err = errno

1054 crypt oerror(LOG STDERR,

1055 gettext("failed to update the configuration - 9%"),
1056 strerror(err));

1057 crypt odebug("fail ed to renane %$s to 9@$s: 9B$s", tnpfile,
1058 _PATH KCF_CONF, strerror(err));

1059 rc = FAI LURE;

1060 } else if (chmod(_PATH KCF_CONF

1061 SIRUSR| S IWUSR | SIRGRP | S IROTH == -1) {

1062 err = errno;

1063 crypt oerror (LOG_STDERR,

1064 gettext("failed to update the configuration - %"),
1065 strerror(err));

1066 crypt odebug(“failed to chnod to %: %", _PATH KCF_CONF,
1067 strerror(err));

1068 rc = FAI LURE;

1069 } else {

1070 rc = SUCCESS;

1071 }

1034 /* Finally, remove entry fromkcf.conf, if present */

1035 if (in_ kcfconf && (pent !'= NULL))

1036 re = updat e_kcf conf (pent, DELETE_MODE) ;

1073 if ((rc == FAILURE) &&(unlmk(trrpflle name) = 0)) {

1074 err = errno;

1075 crypt oerror(Lm STDERR, gettext (

1076 "(Warning) failed to renove %: 9%"), tnpfile_nane,
1077 strerror(err));

1037 }

1039 free_entry(pent);

1040 return (rc);



new usr/src/ cnd/ cnd- crypt o/ crypt oadm’ adm kef . c
1041 }
1044 /*

1045 * Inplenent the "cryptoadm refresh” command for gl obal zones.
1046 * That is, send the current contents of kcf.conf to the kernel via ioctl().

1047 */

1048 int

1049 refresh(void)

1050 {

1088 crypto_get _soft _list_t *psoftlist_kernel = NULL;

1051 crypto_l oad_soft_config_t *pl oad_soft _conf = NULL;

1052 crypto_| oad_soft_di sabl ed_t *pl oad_soft_dis = NULL;

1053 crypto_| oad_dev_di sabl ed_t *pl oad_dev_di s = NULL;

1054 entrylist_t *pdevlist = NULL;

1055 entrylist_t *psof tlist = NULL;

1056 entrylist_t *ptr;

1057 int fd =-1;

1095 bool ean_t f ound;

1096 char *psof t nang;

1097 int fd;

1058 int rc = SUCCESS;

1059 int err;

1099 int i;

1101 if (get_soft_list(&psoftlist_kernel) == FAILURE) {

1102 cryptoerror (LOG ERR, gettext("Failed to retrieve the "
1103 "software provider list fromkernel."));

1104 return (FAI LURE);

1105 }

1061 if (get_kcfconf_info(&devlist, &softlist) == FAI LURE)

1062 cryptoerror(LOG_ERR, "failed to retrieve the providers’ "
1063 "information fromthe configuration file - %."

1064 _PATH_KCF_CONF) ;

1065 return (FAILURE);

1066 }

1114 I*

1115 * |If a kernel software provider is in kernel, but it is not in the
1116 * kcf.conf file, it nmust have been pkgrmni ed and needs to be unl oaded
1117 * now.

1118 */

1119 if (psoftlist_kernel->sl_soft_count > 0) {

1120 psof t name = psoftlist_kernel ->sl _soft_nanes;

1121 for (i =0; I < psoftlist_kernel->sl_soft_count; i++) {
1122 ptr = psoftlist;

1123 found = B_FALSE;

1124 while (ptr !'= NULL) {

1125 if (strcnp(psoftnanme, ptr->pent->nane) == 0) {
1126 found = B_TRUE;

1127 br eak;

1128 }

1129 ptr = ptr->next

1130

1132 if (!found) {

1133 rc = unl oad_kef _soft(psoftnane, B _FALSE);
1134 if (rc == FAI LURE)

1135 cryptoerror (LOG ERR, gettext(
1136 "WARNI NG - the provider % is "
1137 "still in kernel."), psoftnane)
1138 }

1139 }

1140 psoftname = psoftnanme + strlen(psoftnane) + 1;

1141 }
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1142
1143

1068
1069
1070
1071
1072
1073
1074
1075

1077
1078
1079
1155
1156
1080
1081
1082

1158
1159
1084
1085
1086
1161
1087
1088
1089

1091
1092
1093
1094
1095
1096
1097
1098

1100
1101
1102
1103
1104
1105
1106
1107

1109
1110
1111
1112
1113
1114
1115
1116

1118

1120
1121
1122
1123
1124
1125

}
free(psoftlist_kernel);

if ((fd = open(ADM N_I OCTL_DEVICE, O RDWR)) == -1) {
err = errno;
cryptoerror(LOG STDERR, gettext("failed to open %: 9%"),
ADM N_| OCTL_DEVI CE, strerror(err));
free(psoftlist);
free(pdevlist);
return (FAILURE);

}
/*
* For each software provider nodul e, pass two sets of information to
* the kernel: the supported |ist and the disabled |ist.
* For each software npdul e, pass two sets of information to kernel
* - the supported list and the disabled |ist
*
/
for (ptr = psoftlist; ptr !'= NULL; ptr = ptr->next) {
entry_t *pent = ptr->pent;
ptr = psoftlist;
while (ptr != NULL)
/* load the supported list */
if ((pload_soft_conf = setup_soft_conf(pent)) == NULL) {
crypt odebug( " setup soft_conf() faile d)
if ((pload_soft_conf = setup_soft_conf(ptr->pent)) == NULL) {
rc = FAILURE
br eak;
}
if (!'pent->load) { /* unloaded--nmark as |oaded */
pent - >| oad = B_TRUE;
rc = update_kcfconf (pent, MODI FY_MODE);
if (rc !'= SUCCESS)
free(pl oad_soft_conf);
br eak;
}
}
if (ioctl(fd, CRYPTO LOAD SOFT_CONFI G pload_soft_conf)
= -1 {
crypt odebug(" CRYPTO_LOAD_SOFT_CONFI G ioct| failed: %"

strerror(errno));
free(pload_soft_conf);
rc = FAI LURE;
break;

}

if (pload_soft_conf->sc_return_value ! = CRYPTO SUCCESS) {
crypt odebug(" CRYPTO_LOAD_SOFT_CONFI G i oct| "
"return_val ue = %",
pl oad_soft_conf->sc_return_val ue);
free(pl oad_soft_conf);
rc = FAl LURE;
break;

}
free(pl oad_soft_conf);

/* load the disabled list */
if (ptr->pent->di s_count 1= 0)
pl oad_soft_dis = setup_soft_dis(ptr->pent);
if (pload_soft_dis == NULL)
crypt odebug("setup_soft_dis() failed");
free(pl oad_soft_dis);
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1126
1127
1128

1130
1131
1132
1133
1134
1135
1136
1137

1139
1140
1141
1142
1143
1144
1145
1146
1147
1148
1149

1213
1214
1150

1152
1153
1154
1155

1158
1159
1160
1161
1162
1223
1224
1225
1163
1164
1165
1166
1167
1168
1169

1171
1172
1173
1174
1175
1176
1177
1178

1180
1181
1182
1183
1184
1185

rc = FAI LURE
break;

}

if (ioctl(fd, CRYPTO. LCAD SOFT_DI SABLED,
pl oad_soft_dis) == -
crypt odebug(" CRYPTO_LOL\D_SCFT_DI SABLED i oct |
"failed: %", strerror(errno))
free(pl oad_soft_dis);
rc = FAI LURE
break;

}

if (pload_soft_dis->sd_return_value !=
CRYPTO_SUCCESS) {

crypt odebug(" CRYPTO LOAD SOFT_DI SABLED i octl "
"return_val ue = %",
pl oad_sof t_di s->sd_return_val ue);

free(pl oad_soft_dis);

rc = FAI LURE;

br eak;

}
free(pl oad_soft_dis);
}

free(pl oad_soft_conf);
ptr = ptr->next;

}

if (rc !'= SUCCESS) {
(void) close(fd);
return (rc);

/*
* For each hardware provider nobdul e, pass the disabled |ist
information to the kernel.

/
for (ptr = pdevlist; ptr !'= NULL; ptr = ptr->next)
/* Pass the disabledlist information for Device to kernel */
ptr = pdevli st;
while (ptr != NULL)
/* load the disabled list */
if (ptr->pent->dis_count !=0) {
pl oad_dev_dis = setup_dev_di s(ptr->pent);
I f (pload_dev_dis == NULL)
rc = FAI LURE
br eak;

}
if (| octl (fd, CRYPTO_LOAD_DEV_DI SABLED, pl oad_dev_dis)
1) {

crypt odebug(" CRYPTO_LOAD _DEV_DI SABLED i oct! "
"failed: %", strerror(errno));

free(pl oad_dev_di s);

rc = FAI LURE

br eak;

}

if (pload_dev_dis->dd_return_val ue != CRYPTO SUCCESS) {
crypt odebug(" CRYPTO LOAD_DEV_DI SABLED i oct!| "
“return_val ue = %",
pl oad_dev_di s->dd_r etur n_val ue);
free(pl oad_dev_di s);
rc = FAI LURE;
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1186
1187
1188
1189

1254
1190

1192
1193
1194

1196
1197
1198
1199
1200
1201
1202
1203
1204
1263
1264
1265
1266
1267
1205
1206
1207
1270
1208
1209
1273
1210
1211
1212
1213
1276

1215
1216
1217
1218

1220
1221
1283
1222
1223
1285
1224
1225
1226
1227
1290
1291
1292
1293
1294
1228

1230
1231
1232
1233
1234

br eak;
}
free(pl oad_dev_di s);
ptr = ptr->next;
}
(void) close(fd);
return (rc);
}
/*
* Unl oad the kernel software provider. Before calling this function, the
* caller should check to see if the provider is in the kernel.
*
* This routine makes 2 ioctl calls to renmove it conpletely fromthe kernel:
* CRYPTO_UNLOAD_SOFT_MODULE - does a nodunl oad of the KCF nodul e
* CRYPTO_LOAD SOFT_DI SABLED - updat es kernel disabled mechanismli st
*
* This inplenments part of "cryptoadm unl oad" and "cryptoadm uninstall"
* caller should check if the provider is in the config file and if it
* is kernel. This routine makes 3 ioctl calls to renove it from kernel
* conpletely. The argunent do_check set to B _FALSE neans that the
* caller knows the provider is not the config file and hence the check
* is skipped.
*/
int
unl oad_kef _soft (char *provnane)
unl oad_kef _soft (char *provnane, bool ean_t do_check)
{
crypt o_unl oad_sof t _nodul e t *punl oad_soft = NULL;
crypto_| oad_soft_config_t *pl oad_soft _conf = NULL;
crypto_|l oad_soft_di sabi ed_t *pl oad_soft_dis = NULL;
entry_t *pent = NULL;
int fd=-1
int err;
int fd;
if (provname == NULL) {
cryptoerror (LOG STDERR, gettext("internal error."));
return (FAILURE);
}
pent = getent_kef (provname, NULL, NULL);
if (pent == NULL) { /* not in kcf.conf */
if (!do_check) {
/* Construct an entry using the provnane */
pent = create_entry(provnane);
pent = calloc(1, sizeof (entry_t));
if (pent == NULL)
cryptoerror (LOG STDERR, gettext("out of nenory."));

return (FAILURE);
}
(void) strlcpy(pent->nanme, provnanme, MAXNAMELEN);

} else if ((pent = getent_kef(provnanme)) == NULL)
cryptoerror (LOG STDERR, gettext("% does not exist."),
provnane) ;
return (FAI LURE);
}
/* Open the adm n_ioctl _device */
if ((fd = open(ADM N_I OCTL_DEVICE, O RDWR)) == -1) {

err = errno,;

cryptoerror(LOG STDERR, gettext("failed to open %: %"),

ADM N_I OCTL_DEVI CE, strerror(err));
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1235
1236
1237

1239
1240
1241
1242
1243
1244

1246
1247
1248
1249
1250
1251
1252
1253

1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265
1266
1267
1268
1269

1271

1338
1339
1340
1341
1342
1343
1344
1345
1346
1347
1348
1349

1351
1352
1353
1354
1355
1356
1357
1358

1360
1361
1362
1363
1364
1365

free_entry(pent);
return (FAILURE);

}

/* Informkernel to unload this software nodule */

if ((punload_soft = setup_unload_soft(pent)) == NULL) {
free_entry(pent);
(void) close(fd);
return (FAI LURE);

}

if (ioctl(fd, CRYPTO UNLOAD SOFT_MODULE, punload_soft) == -1) {
crypt odebug( ™ CRYPTO_UNLOAD SOFT_MODULE ioct!| failed: %",
strerror(errno));
free_entry(pent);
free(punl oad_soft);
(void) close(fd);
return (FAILURE);
}

if (punload_soft->smreturn_value != CRYPTO SUCCESS) {
crypt odebug( CRYPTO_UNLOAD SOFT_MODULE ioctl return_value = "
"o@", punload_soft->smreturn_val ue);

/*

* |f the return value is CRYPTO UNKNOWN_PROVI DER, it neans
* that the provider is not registered yet. Should just

* continue.

*

if (punload_soft->smreturn_value != CRYPTO UNKNOM_PROVI DER) {
free_entry(pent);
free(punl oad_soft);
(void) close(fd);
return (FAILURE);

}
free(punl oad_soft);

/*

* Informkernel to renpve the configuration of this software
* nodul e.

*/

free_nechli st (pent->suplist);

pent ->supli st = NULL;

pent - >sup_count = O;

I1f ((pload_soft_conf = setup_soft_conf(pent)) == NULL) {
free_entry(pent);
(void) close(fd);
return (FA LURE);

}

if (ioctl(fd, CRYPTO LOAD SOFT_CONFI G pload_soft_conf) == -1) {
crypt odebug( ™ CRYPTO LOAD_SOFT_CONFI G i octT failed: %",
strerror(errno));
free_entry(pent);
free(pl oad_soft_conf);
(void) close(fd);
return (FAILURE);
}

if (pload_soft_conf->sc_return_value != CRYPTO SUCCESS) {
crypt odebug(" CRYPTO LOAD SOFT_CONFI G i oct| return_value = "
"og", pload_soft_conf->sc_return_val ue);
free_ent ry(pent);
free(pl oad_soft _conf);
(void) close(fd);
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1366
1367

1369

1273
1274
1275
1276
1277
1278
1279
1280
1281
1282

1284
1285
1286
1287
1288

1290
1291

1293
1294
1295
1296
1297
1298
1299

1301
1302
1303
1304
1305
1306
1307

1309
1310
1311
1312 }

return (FAI LURE);
}

free(pl oad_soft_conf);

/* Informkernel to renove the disabled entries if any */
if (pent->dis_count == 0)

free_entry(pent);

(void) close(fd);

return ( SUCCESS);
} else {

free_nmechli st (pent->dislist);

pent->di slist = NULL;

pent ->di s_count = O;

}

if ((pload_soft_dis = setup_soft_dis(pent)) == NULL) {
free_entry(pent);
(void) close(fd);
return (FAILURE);

}

/* pent is no |longer needed; free it */
free_entry(pent);

if (ioctl(fd, CRYPTO LOAD SOFT_DI SABLED, pload_soft_dis) == -1) {
crypt odebug( " CRYPTO _LOAD SOFT_DI SABLED i octT failed: %",
strerror(errno));
free(pl oad_soft_di s);
(void) close(fd);
return (FAILURE);
}

if (pload_soft_dis->sd_return_value != CRYPTO SUCCESS) ({
crypt odebug( CRYPTO LOAD_SOFT_DI SABLED i oct| return_value ="
"og", pload_soft _dis->sd_return_val ue);
free(pl oad_soft_dis);
(void) close(fd);
return (FAILURE);
}

free(pload_soft_dis);
(void) close(fd);
return ( SUCCESS);

__unchanged_portion_omtted_
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6414175 kcf.conf’s supportedlist not providing much useful ness

R R R R R

[y
-
*

OCONNOUIOUAWN

* Ok ok R F ok ok ok F ok 3k o Sk O R b ok b 3 Ok 3k b ok k% ok

#pragnma i dent

#i
#i
#i
#i
#i
#i
#i
#i
#i
#i
#i

CDDL HEADER START

The contents of this file are subject to the terms of the
Common Devel opment and Distribution License (the "License").

You may not use this file except in conpliance with the License.
Common Devel opnent and Distribution License, Version 1.0 only
(the "License"). You may not use this file except in conpliance
wi th the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:.opensolaris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy] [nane of copyright owner]

CDDL HEADER END

Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved
Copyright 2004 Sun Mcrosystens, Inc. Al rights reserved
Use is subject to license terns.

/

" %98 % % YEY% SM "

nclude <fcntl. h>

ncl ude <stdio. h>

ncl ude <stdlib. h>

ncl ude <strings. h>

ncl ude <uni std. h>

ncl ude <l ocal e. h>

ncl ude <l ibgen. h>

ncl ude <sys/types. h>

ncl ude <zone. h>

ncl ude <sys/crypto/ioctladmn.h>

ncl ude "cryptoadm h"

#def i ne DEFAULT_DEV_NUM 5
#def i ne DEFAULT_SOFT_NUM 10

st
/*
*
*

cr

provi der pointed by pent.
*
/

atic crypto_get_soft_info_t *setup_get_soft_info(char *, int);

Prepare the argument for the LOAD_SOFT_CONFIG ioctl call for the
Return NULL i f out of nenory.

ypto_| oad_soft_config_t *

setup_soft_conf(entry_t *pent)

crypto_l oad_soft_config_t *pl oad_soft _conf;

mechlist_t *plist;

uint_t sup_count;

size_t extra_mech_size = 0;
int i;
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56
57
58

109

111
112
113
114
115
116

118
119

| *

if (pent == NULL) {
return (NULL);
}

sup_count = pent->sup_count;
if (sup_count > 1) {
extra_mech_si ze = sizeof (crypto_mech_nane_t) *
(sup_count - 1);

}

pl oad_soft_conf = malloc(sizeof (crypto_load_soft_config_t) +
extra_mech_size);
if (pload_soft_conf == NULL)
crypt odebug("out of nenory.");
return (NULL);
}

(void) strlcpy(pload_soft_conf->sc_nane, pent->nane, MAXNAMELEN);
pl oad_soft_conf->sc_count = sup_count;

i =0;
plist = pent->suplist;
while (i < sup_count)
(voi d) strlcpy(pload_soft_conf->sc_list[i++],
plist->name, CRYPTO MAX_MECH NAME);
plist = plist->next;
}

return (pload_soft_conf);

* Prepare the argument for the LOAD_SOFT_DI SABLED ioctl call for the

* provider pointed by pent.

*

Return NULL i f out of nenory.

crypto_|l oad_soft_disabled_t *
setup_soft_dis(entry_t *pent)

crypto_| oad_soft _di sabl ed_t *pl oad_soft _dis = NULL;

mechlist_t *plist = NULL;

crypto_| oad_soft_di sabl ed_t *pl oad_soft_dis;
mechlist_t *plist;

size_t extra_mech_size = 0;

uint_t di s_count;

int i;

if (pent == NULL) {
return (NULL);
}

di s_count = pent->dis_count;
if (dis_count > 1) {
extra_mech_si ze = sizeof (crypto_mech_nane_t)
(dis_count - 1);
}

pl oad_soft_dis = mal |l oc(sizeof (crypto_|load_soft_disabled_t) +
extra_mech_si ze);
if (pload_soft_dis == NULL)
crypt odebug("out of nemory.");
) return (NULL);

(void) strlcpy(pload_soft_dis->sd_nane, pent->nane, MAXNAMELEN);
pl oad_soft_di s->sd_count = dis_count;
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184 return (pload_dev_dis);
121 i =0; 185 }
122 plist = pent->dislist; __unchanged_portion_omtted_
123 while (i < dis_count) {
124 (voi d) strlcpy(pload_soft_dis->sd_list[i++],
125 plist->name, CRYPTO MAX_MECH NAME) ; 213 | *
126 plist = plist->next; 214 * Prepare the calling argument for the GET_SOFT_I NFO call for the provider
127 } 215 * with the nunmber of mechani sns specified in the second argunent.
216 *
129 return (pload_soft_dis); 217 * Called by get_soft_info().
130 } 218 */
219 static crypto_get_soft_info_t *
220 setup_get_soft_info(char *provnane, int count)
133 /* 221 {
134 * Prepare the argunment for the LOAD DEV_DI SABLED ioctl call for the 222 crypto_get_soft_info_t *psoft_info;
135 */provi der pointed by pent. Return NULL if out of nenory. 223 size_t extra_mech_size = O;
136 *
137 crypto_| oad_dev_di sabl ed_t * 225 if (provname == NULL) {
138 setup_dev_dis(entry t *pent) 226 return (NULL);
139 { 227 }
140 crypto_| oad_dev_di sabl ed_t *pl oad_dev_dis = NULL;
141 mechlist_t *plist = NULL; 229 if (count > 1) {
143 crypto_| oad_dev_di sabl ed_t *pl oad_dev_di s; 230 extra_mech_size = sizeof (crypto_nech_nane_t) * (count - 1);
144 mechlist_t *plist; 231 }
142 size_t extra_mech_size = 0;
143 ui nt _t di s_count; 233 psoft_info = mall oc(sizeof (crypto_get_soft_info_t) + extra_nech_size);
144 int i 234 1f (psoft_info == NULL)
145 char pname[ MAXNAVELEN] ; 235 crypt odebug("out of nenory.");
146 int I nst _num 236 return (NULL);
237 }
148 if (pent == NULL) {
149 return (NULL); 239 (void) strlcpy(psoft_info->si_nane, provname, MAXNAMELEN);
150 } 240 psoft_info->si _count = count;
152 /* get the device name and the instance nunber */ 242 return (psoft_info);
153 if (split_hw provname(pent->nane, pnane, & nst_nun) == FAILURE) { 243 }
154 return (NULL);
155 }
246 [ *
157 /* allocate space for pload_dev_des */ 247 * Get the device list fromkernel.
158 di s_count = pent->dis_count; 248 */
159 if (dis_count > 1) { 249 int
160 extra_mech_size = sizeof (crypto_nech_name_t) * 250 get_dev_list(crypto_get_dev_list_t **ppdevlist)
161 (dis_count - 1); 251 {
162 } 252 crypto_get _dev_list_t *pdevli st;
253 int fd=-1;
164 pl oad_dev_dis = mal | oc(sizeof (crypto_l oad_dev_disabled_t) + 254 int fd;
165 extra_mech_s e) 254 int count = DEFAULT_DEV_NUM
166 if (pload_dev d|s == NULL) {
167 crypt odebug("out of nemory."); 256 pdevlist = malloc(sizeof (crypto_get_dev_list_t) +
168 return (NULL); 257 si zeof (crypto_dev_list_entry_t) * (count - 1));
169 } 258 if (pdevlist == NULL)
259 crypt odebug( out of menory.");
171 /* set the values for pload_dev_dis */ 260 return (FAILURE);
172 (void) strlcpy(pl oad_dev_di s->dd_dev_nane, pnane, MAXNAMELEN); 261 }
173 pl oad_dev_di s- >dd_dev_i nstance = inst_num
174 pl oad_dev_di s->dd_count = di s_count; 263 if ((fd = open(ADM N_I OCTL_DEVI CE, O RDONLY)) == -1) {
264 crypt oerror (LOG_STDERR, gettext("fal led to open %: %"),
176 i =0; 265 ADM N_| OCTL_DEVI CE, strerror(errno));
177 plist = pent->dislist; 266 return (FAILURE);
178 while (i < dis_count) { 267 }
179 (void) strlcpy(pload_dev_dis->dd_list[i++],
180 plist->nane, CRYPTO MAX_MECH NAME); 269 pdevl i st->dl _dev_count = count;
181 plist = plist->next; 270 if (ioctl(fd, CRYPTOGEFDEVLIST pdevlist) == -1) {
182 } 271 crypt odebug("CRYPTO GET_DEV_LIST ioctl failed: %",
272 strerror(errno));
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273 free(pdevlist);

274 (void) close(fd);

275 return (FAI LURE);

276 }

278 /* BUFFER is too small, get the nunber of devices and retry it.
279 if (pdevlist->dl _return_value == CRYPTO BUFFER TOO SMALL) {
280 count = pdevlist->dl _dev_count;

281 free(pdevlist);

282 pdevlist = mall oc(sizeof (crypto_get_dev_list_t) +
283 sizeof (crypto_dev_list_entry_t) * (count - 1));
284 if (pdevlist == NULL)

285 crypt odebug("out of menory.");

286 (void) close(fd);

287 return (FAILURE);

288 }

290 if (ioctl(fd, CRYPTO GET_DEV_LIST, pdevlist) == -1) {
291 crypt odebug(" CRYPTO GET_DEV_LI ST ioctl failed:
292 strerror(errno));

293 free(pdevlist);

294 (void) close(fd);

295 return (FAILURE);

296 }

297 }

299 if (pdevlist->dl_return_value != CRYPTO SUCCESS) {

300 crypt odebug( " CRYPTO GET_DEV_LI ST ioctl failed,

301 "return_value = %", pdevlist->dl_return_val ue);
302 free(pdevlist);

303 (void) close(fd);

304 return (FAILURE);

305 }

307 *ppdevl i st = pdevli st;

308 (void) close(fd);

309 return ( SUCCESS);

310 }

313 /*

314 * Get all the nmechani snms supported by the hardware provider.

315 * The result will be stored in the second argunent.

316 */

317 int

318 ?et _dev_info(char *devnanme, int inst_num int count, mechlist_t **ppnechlist)
319

320 crypto_get _dev_info_t *dev_info;

321 mechlist_t *phead;

322 mechlist_t *pcur;

323 mechlist_t *pnech;

324 int fd =-1;

325 int fd;

325 int i;

326 int rc;

328 if (devname == NULL || count < 1)

329 crypt odebug("get _dev_info(): devnane is NULL or bogus count");
330 return (FAI LURE);

331 }

333 /* Set up the argunent for the CRYPTO GET_DEV_INFO ioctl call */
334 dev_info = nalloc(sizeof (crypto_get_dev_info_t) +

335 sizeof (crypto_nech_nane_t) * (count - 1));

336 if (dev_info == NULL) {

337 crypt odebug("out of nenory.");
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338
339
340
341
342

344
345
346
347
348
349
350

352
353
354
355
356
357
358

360
361
362
363
364
365
366

368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383

385
386
387
388
389

391
392
393
394

397
398
399
400
401
402

B

/

return (FAI LURE);

}
(void) strlcpy(dev_info->di _dev_nanme, devnane, MAXNAMELEN);
dev_i nfo->di _dev_i nstance = inst_num

dev_i nf o->di _count = count;

/* Open the ioctl device */

if ((fd = open(ADM N_I OCTL_DEVI CE, O RDONLY)) == -1) {
cryptoerror (LOG STDERR, gettext(“falled to open ¥%: %"),
ADM N_| OCTL_DEVI CE, strerror(errno));

free(dev_info);
return (FA LURE);
}

if (ioctl(fd, CRYPTO GET_DEV_INFO, dev_info) == -1) {
crypt odebug(" CRYPTO GET_DEV_INFO ioctl failed: %",

strerror(errno));
free(dev_info);
(void) close(fd);
return (FAI LURE);
}

if (dev_info->di_return_value != CRYPTO SUCCESS) {
crypt odebug(" CRYPTO GET_DEV_INFO i octl fail ed,

"return_value = %", dev_info->di_return_val ue);

free(dev_info);

(void) close(fd);

return (FA LURE);
}

phead = pcur = NULL;
rc = SUCCESS;

for (i =0; i < dev_info->di_count; i++) {
pnech = create_nech(&dev_info->di _list[i][0]);

1 f (pmech == NULL) {
rc = FAILURE;
br eak;

} else {
if (phead ==

NULL)

phead = pcur = pnech;

} else {

pcur - >next = pnech;

pcur =

}

if (rc == SUCCESS) {

*ppnechl i st = phead;
} else {

free_mechli st (phead);
}

free(dev_info);
(void) close(fd);
return (rc);

pmech;

Get the supported nmechanismlist of the software provider from kernel.

Par anet ers phardlist and psoftlist

are supplied by get_kcfconf_info().

If NULL, this function calls get_kcfconf_info() internally.
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403 int 460 cryptoerror (LOG STDERR, gettext(“failed to open ¥%: %"),
404 get _soft_info(char *provname, mechlist_t **ppnechlist, 461 ADM N_| OCTL_DEVI CE, strerror(errno));
405 entrylist_t *phardlist, entrylist_t *psoftlist) 462 free(psoft_info);
403 get _soft _info(char *provnane, nechlist_t **ppnechlist) 463 return (FAI LURE);
406 { 464 }
407 bool ean_t in_kernel = B_FALSE;
408 crypto_get_soft_info_t *psoft_info; 466 /* make GET_SOFT_INFO ioctl call */
409 nmechlist_t *phead; 467 if ((rc =ioctl(fd, CRYPTO GET_SOFT_I NFO, psoft_info)) == -1) {
410 mechlist_t *pnech; 468 crypt odebug(" CRYPTO GET_SOFT_INFO ioct| failed: %
411 mechlist_t *pcur' 469 strerror(errno));
412 entry_t *pent = NULL; 470 (void) close(fd);
409 entry_t *pent; 471 free(psoft_info);
413 int count; 472 return (FAI LURE);
414 int fd=-1; 473 }
411 int fd;
415 int rc; 475 /* BUFFER is too small, get the nunber of nechanisns and retry it. */
416 int i 476 if (psoft_info->si_return_value == CRYPTO BUFFER TOO SMALL) {
477 count = psoft_info->si_count;
418 if (provname == NULL) { 478 free(psoft_info);
419 return (FAILURE); 479 if ((psoft_info = setup_get_soft_info(provnane, count))
420 } 480 == NULL)
481 (void) close(fd);
422 if (getzoneid() == GLOBAL_ZONEID) { 482 return (FAILURE);
423 /* use kcf.conf for kernel software providers in global zone */ 483 } else {
424 if ((pent = getent_kef(provnane, phardlist, psoftlist)) == 484 rc = ioctl(fd, CRYPTO GET_SOFT_I NFO, psoft_info);
425 NULL) { 485 if (rc == -1)
486 crypt odebug(" CRYPTO_GET_SOFT_I NFO i oct |
427 /* No kcf.conf entry for this provider */ 487 "failed: %", strerror(errno));
428 if (check kernel _for_soft(provnane, NULL, & n_kernel) 488 (void) close(fd);
429 == FAILURE) { 489 free(psoft_info);
421 if ((pent = getent_kef(provnane)) == NULL) { 490 return (FATLURE);
422 crypt oerror (LOG_STDERR, gettext( % does not exist."), 491 }
423 provnane) ; 492 }
430 return (FAI LURE); 493 }
431 } else if (in_kernel == B FALSE) {
432 crypt oerror (LOG STDERR, 495 (void) close(fd);
433 gettext ("% does not exist."), provnane); 496 if (psoft_info->si_return_value != CRYPTO SUCCESS) {
434 return (FAI LURE); 497 crypt odebug(" CRYPTO GET_SOFT_INFO i oct| failed, "
435 } 498 "return_value = %", psoft_info->si_return_value);
499 free(psoft_info);
437 /* 500 return (FAILURE);
438 * Set mech count to 1. It will be reset to the 501 }
439 * correct value later if the setup buffer is too small.
440 */
441 count = 1; 504 /* Build the mechanismlinked list and return it */
442 } else { 486 /* Get the nmechanismlist and return it */
443 count = pent->sup_count; 505 rc = SUCCESS;
444 free_entry(pent); 506 phead = pcur = NULL;
445 } 507 for (i =0; i < psoft_info->si_count; i++) {
446 } else { 508 pnech = create_nech(&psoft_info->si _list[i][0]);
447 1= 509 if (pmech == NULL) {
448 * kcf.conf not there in non-global zone: set nmech count to 1. 510 rc = FAI LURE;
449 * It will be reset to the correct value later if the setup 511 br eak;
450 * pbuffer is too small. 512 } else {
430 * kcf.conf not there in non-global zone, set mech count to 1; 513 if (phead == NULL) {
431 * it will be reset to the correct value later if the setup 514 phead = pcur = pnech;
432 * puffer is too snall 515 } else {
451 */ 516 pcur - >next = pnech;
452 count = 1; 517 pcur = pnech;
453 } 518 }
519 }
455 if ((psoft_info = setup_get_soft_info(provnane, count)) == NULL) { 520 }
456 return (FAI LURE);
457 } 522 if (rc == FAILURE) {
523 free_nechli st (phead);
459 if ((fd = open( ADM N_| OCTL_DEVI CE, O RDONLY)) == -1) { 524 } else {
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525 *ppnechl i st = phead; 590 free(psoftlist);

526 } 591 (void) close(fd);
592 return (FAILURE);

528 free(psoft_info); 593 }

529 return (rc); 594 }

530 }
596 if (psoftlist->sl_return_value != CRYPTO SUCCESS) {
597 crypt odebug(" CRYPTO GET_SOFT_LIST ioctl failed, "

533 /* 598 "return_val ue = %", psoftlist->sl_return_val ue);

534 * Get the kernel software provider list fromkernel. 599 free(psoftlist);

535 */ 600 (void) cl ose(fd);

536 int 601 return (FAILURE);

537 get_soft_list(crypto_get_soft_list_t **ppsoftlist) 602 }

538 {

539 crypto get _soft_list_t *psoftlist = NULL; 604 *ppsoftlist = psoftlist;

540 int count = DEFAULT_SOFT_NUM 605 (void) close(fd);

541 int | en; 606 return ( SUCCESS);

542 int fd =-1; 607 }

524 int fd; __unchanged_portion_onitted_

544 if ((fd = open(ADM N_I OCTL_DEVI CE, ORDO\ILY)) == -1) {

545 cryptoerror (LOG STDERR, gettext("failed to open %: 9%"),

546 ADM N_| OCTL_DEVI CE, strerror(errno));

547 return (FAI LURE);

548 }

550 Il en = MAXNAMELEN * count;

551 psoftlist = malloc(sizeof (crypto_get_soft_list_t) + len);

552 I1f (psoftlist == NULL)

553 crypt odebug("out of nmenory.");

554 (void) close(fd);

555 return (FAILURE);

556 }

557 psoftlist->sl_soft_nanmes = (caddr_t)(psoftlist + 1);

558 psoftlist->sl_soft_count = count;

559 psoftlist->sl_soft_len = len;

561 if (ioctl(fd, CRYPTO GET_SOFT_LIST, psoftlist) == -1) {

562 crypt odebug( " CRYPTO GET_SOFT_LIST ioctl failed: %",

563 strerror(errno));

564 free(psoftlist);

565 (void) close(fd);

566 return (FAILURE);

567 1

569 /*

570 * if BUFFER is too small, get the nunber of software providers and

571 * the mininumlength needed for names and length and retry it.

572 *

573 if (psoftlist->sl_return_value == CRYPTO BUFFER TOO SMALL) {

574 count = psoftlist->sl_soft_count;

575 len = psoftlist->sl_soft_len;

576 free(psoftlist);

577 psoftlist = malloc(sizeof (crypto_get_soft_list_t) + len);

578 if (psoftlist == NULL)

579 crypt odebug("out of nenory.");

580 (void) close(fd);

581 return (FAILURE);

582 }

583 psoftlist->sl_soft_names = (caddr_t)(psoftlist + 1);

584 psoftlist->sl_soft_count = count;

585 psoftlist->sl_soft_len = len;

587 if (ioctl(fd, CRYPTO GET_SOFT_LIST, psoftlist) == -1) {

588 crypt odebug( " CRYPTO GET_SOFT_LI ST ioctl failed:"

589 "os", strerror(errno));
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1/*
2 * CDDL HEADER START
3 *
4 * The contents of this file are subject to the terms of the
5 * Common Devel opnent and Distribution License (the "License").
6 * You may not use this file except in conpliance with the License.
7 *
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.
10 * See the License for the specific | anguage governi ng perm ssions
11 * and limtations under the License.
12 =
13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *
19 * CDDL HEADER END
20 */
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
23 * Use is subject to license terns.

*

/

26 #include <errno. h>

27 #include <fcntl. h>

28 #include <stdio.h>

29 #include <stdlib. h>
30 #include <strings. h>
31 #include <tine.h>

32 #include <unistd. h>
33 #include <l ocal e. h>
34 #include <sys/types. h>
35 #include <zone. h>

36 #include <sys/stat.h>
37 #include "cryptoadm h"

39 static int err; /* To store errno which may be overwitten by gettext() */
40 static int build_entrylist(entry_t *, entrylist_t **);

41 static entry_t *dup_entry(entry_t *);

42 static mechlist_t *dup_nechlist(nechlist_t *);

44 static int interpret(char *, entry_t **);
45 static int parse_sup_dis_list(char *, entry_t *);

c
c
c
c
43 static entry_t *getent(char *, entrylist_t *);
c
c
44 static int parse_dislist(char *, entry_t *);

48 /*
49 * Duplicate the mechanismlist. A null pointer is returned if the storage
50 * space available is insufficient or the input argunment is NULL.

*/

52 static mechlist_t *
53 dup_nechlist(nechlist_t *plist)

54 {

55 mechlist_t *pres = NULL;
56 mechlist_t *pcur;

57 mechlist_t *pt np;

58 int rc = SUCCESS;

60 while (plist !'= NULL) {
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61 if (!(ptnp = create_nmech(plist->nane))) {
62 rc = FAILURE;

63 br eak;

64 }

66 if (pres == NULL) {

67 pres = pcur = ptnp;
68 } else {

69 pcur - >next = ptnp;
70 pcur = pcur->next;
71 }

72 plist = plist->next;

73 }

75 if (rc !'= SUCCESS) {

76 free_nmechlist(pres);

77 return (NULL);

78 }

80 return (pres);

81

____unchanged_portion_onitted_

99 /*

100 * Create one itemof type entry_t with the provider nane.

101 * Return NULL if there’s not enough nmenory or provnanme is NULL.
102 */

103 entry_t *

104 create_entry(char *provnane)

105 {

106 entry_t *pent = NULL;

108 if (provnane == NULL)

109 return (NULL);

110 }

112 pent = calloc(1, sizeof (entry_t));

113 If (pent == NULL) {

114 crypt odebug("out of nenory.");

115 return (NULL);

116 }

118 (void) strlcpy(pent->name, provname, MAXNAMELEN);
119 pent - >supl i st = NULL;

120 pent - >sup_count = O;

121 pent->di slist = NULL;

122 pent->di s_count = 0;

123 pent - >l oad = B_TRUE;

125 return (pent);

126 }

128 /*

129 * Duplicate an entry for a provider fromkcf.conf.

130 * Return NULL if menory is insufficient or the input argument is NULL.
131 * Called by getent().

100 * Duplicate an entry. A null pointer is returned if the storage space

101 * available is insufficient or the input argument is NULL.
132 */

133 static entry_t

134 dup_entry(entry_t *pent1l)

*

135

136 entry_t *pent2 = NULL;
138 if (pentl == NULL) {
139 return (NULL);
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140 }

142 if ((pentz = create_entry(pentl->nane)) == NULL) {

112 if ((pen =ma||oc(5|zeof (entryt))) == NULL) {

143 cryptodebug( out of nmenory.");

144 return (NULL);

145 1

117 (void) strlcpy(pent2->nanme, pentl->nanme, sizeof (pent2->nane));
147 pent 2- >sup_count = pent 1- >sup_count ;

148 pent 2- >di s_count = pent 1->di s_count;

149 pent 2- >l oad = pent 1- >| oad;

120 pent 2- >supl i st = NULL;

121 pent 2- >di sl i st = NULL;

150 1 f (pentl->suplist !'= NULL) {

151 pent 2- >supl i st = dup_nechli st (pent 1->suplist);

152 1 f (pent2->suplist == NULL)

153 free_entry(pent2);

154 return (NULL);

155 }

156

157 1f (pentl->dislist !'= NULL) {

158 pent 2->di sl i st = dup_nechli st (pent1->dislist);

159 1f (pent2->dislist == NULL) {

160 free_entry(pent2);

161 return (NULL);

162 }

163 }

165 return (pent2);

166 }

169 /*

170 * This routine parses the disabledlist or the supportedlist of an entry
171 * in the kcf.conf configuration file.

172 *

173 * Argunents:

174 * buf : an i nput argument which is a char string with the for mat of
175 * "di sabl edl i st =n1, n2, " or "supportedlist=nil, n,.

176 * pent: the entry for the disabledlist. This is an | N OUT ar gunent .
177 *

178 * Return val ue: SUCCESS or FAI LURE.

179 */

180 static int

181 parse_sup_dis_list(char *buf, entry_t *pent)

153 parse_dislist(char *buf, entry_t *pent)

182 {

183 mechlist_t *pmech = NULL;

184 nmechlist_t *phead = NULL;

155 nmechlist_t *pnech;

156 mechl i st_t *phead;

185 char *next _t oken;

186 char *val ue;

187 int count;

188 int supflag = B_FALSE;

189 int di sfl ag = B_FALSE;

190 int rc = SUCCESS;

192 if (strncrrp( buf EF_SUPPORTED, strlen(EF_SUPPORTED)) == 0) {
193 supflag = B_TRUE;

194 } elseif (strncr‘rp(buf EF_DI SABLED, strlen(EF_DI SABLED)) == 0) {
195 disflag = TRUE

196 } else {

197 /* shoul d not come here */

198 return (FA LURE);
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199

201
202
203
204
205
206

208
209
210
211

213
214
215

217
218
219
220
221

223
224
225
226
227
228
229
230
231
232
233
234

236
237
238
239
240
241
242
243
244

246
247

250
251
252
253
254
255
224
256
257
258

259 {

260
229
261

*
*
*
*
*
*
*
*

}

if (value = strpbrk(buf, SEP EQJAL)) {
val ue++, /* get rid of =

} else {
cryptodebug(“"failed to parse the kcf.conf file.");
return (FAI LURE);

}

if ((next_token = strtok(value, SEP_COMMA)) == NULL) {
cryptodebug("failed to parse the kcf.conf file.");
return (FAI LURE);

}

if ((pmech = create_nech(next_token)) == NULL) {
return (FAI LURE);
}

if (supflag) {

pent - >supl i st = phead = pnech;
} else |f (disflag) {

pent ->di sl i st = phead = pnech;
}

count = 1;
whil e (next _token) {
if (next_token = strtok(NULL, SEP_COMWA))

{
if ((pmech = create_nech(next_token)) == NULL)

rc = FAI LURE;
br eak;

count ++;
phead- >next = pnech;
phead = phead- >next;

}

if (rc == SUCCESS) {
if (supflag) {
pent - >sup_count = count;
} else if (disflag) {
pent - >di s_count = count;

} else {
) free_nechli st (phead);

return (rc);

Convert a char string containing a |ine about a provider
fromkcf.conf into an entry_t structure.

See ent2str(), the reverse of this function, for the format of
kcf.conf lines.

This routine converts a char string into an entry_t structure
/

static int
interpret(char *buf, entry_t **ppent)

entry_t *pent = NULL;
entry_t *pent;
char *t okenl;
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262 char *t oken2; 276 * create an entry list with the pent.
263 char *t oken3; 318 */
264 int rc; 319 static int
320 build_entrylist(entry_t *pent, entrylist_t **pplist)
266 /* Get provider nane */ 321 {
267 if ((tokenl = strtok(buf, SEP_COLON)) == NULL) { /* buf is NULL */ 322 entrylist_t *pentlist;
268 return (FA LURE); 323 entrylist_t *pcur = NULL;
269 }; 282 entrylist_t *pcur;
271 pent = create_entry(tokenl); 325 pentlist = malloc(sizeof (entrylist_t));
239 pent = malloc(sizeof (entry_t)); 326 1f (pentlist == NULL) {
272 if (pent == NULL) { 327 crypt odebug("out of nenory.");
273 crypt odebug("out of nmenory."); 328 return (FAI LURE);
274 return (FAILURE); 329 }
275 } 330 pentlist->pent = pent;
244 (void) strlcpy(pent->name, tokenl, sizeof (pent->nane)); 331 pentlist->next = NULL;
245 pent - >supl i st = NULL;
246 pent - >di sl i st = NULL; 333 if (*pplist) {
247 pent - >sup_count = 0; 334 pcur = *pplist;
248 pent - >di s_count = 0; 335 whil e (pcur- >next I'= NULL)
336 pcur = pcur->next;
277 if ((token2 = strtok(NULL, SEP_SEM COLON)) == NULL) { 337 pcur - >next = pentlist;
278 /* The entry contains a provider nane only */ 338 } else { /* enpty list */
279 free_entry(pent); 339 *pplist = pentlist;
280 return (FAI LURE); 340 }
281 }
342 return ( SUCCESS);
283 if (strncnp(token2, EF_UNLQOAD, strlen(EF_UNLOAD)) == 0) { 343 }
284 pent ->l oad = B_FALSE; /* cryptoadm unl oad */
285 if ((token2 = strtok(NULL, SEP_SEM COLON)) == NULL) {
286 /* The entry contains a provider nane:unload only */
287 free_entry(pent); 347 | *
288 return (FAILURE); 348 * Find the entry with the "provname" name fromthe entry list and duplicate
289 } 349 * it. Called by getent_kef().
290 } 308 * it.
350 */
292 /* need to get token3 first to satisfy nested strtok invocations */ 351 static entry_t *
293 token3 = strtok(NULL, SEP_SEM COLON); /* optional */ 352 getent(char *provnane, entrylist_t *entrylist)
257 token3 = strtok(NULL, SEP_SEM COLQN); 353 {
354 bool ean_t found = B_FALSE;
295 /* parse supportedlist (or disabledlist if no supportedlist) */ 355 entry_t *pent1l = NULL;
296 if ((token2 !'= NULL) && ((rc = parse_sup_dis_list(token2, pent)) !=
297 SUCCESS) ) { 357 if ((provname == NULL) || (entrylist == NULL)) {
259 if (token2 & ((rc = parse_dislist(token2, pent)) != SUCCESS)) { 358 return (NULL);
298 free_entry(pent); 359 }
299 return (rc);
300 } 361 while (!found & entrylist)
362 if (strcnp(entryllst >pent - >nanme, provnane) == 0) {
302 /* parse disabledlist (if there’'s a supportedlist) */ 363 found = B_TRUE,
303 if ((token3 !'= NULL) && ((rc = parse_sup_dis_list(token3, pent)) != 364 pentl = entrylist->pent;
304 SUCCESS) ) { 365 } else {
264 if (token3 &% ((rc = parse_dislist(token3, pent)) != SUCCESS)) { 366 entrylist = entrylist->next;
305 free_entry(pent); 367 }
306 return (rc); 368 }
307 }
370 if (!found) {
309 *ppent = pent; 371 return (NULL);
310 return (SUCCESS); 372 }
311 }
374 /* duplicate the entry to be returned */
375 return (dup_entry(pentl));
314 /| * 376 }
315 * Add an entry about a provider fromkcf.conf to the end of an entry list.
316 * If the entry list pplist is NULL, create the linked |list with pent as the
317 * first elenent. 379 /*
275 * Add an entry to the end of an entry list. If the entry list is NULL, will 380 * Free menory in entry_t.
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381 * That is, the supported and disabled lists for a provider

382 * from kcf.conf.

383 */

384 void

385 free_entry(entry_t *pent)

386 {

387 if (pent == NULL) {

388 return;

389 } else {

390 free_nechli st (pent->suplist);

391 free_nechlist(pent->dislist);

392 free(pent);

393

394 }

397 [ *

398 * Free elenments in a entrylist_t linked Iist,

399 * which lists providers in kcf.conf.

400 */

401 void

402 free_entrylist(entrylist_t *entrylist)

403 {

404 entrylist_t *pnext;

406 while (entrylist !'= NULL) {

407 pnext = entrylist->next;

408 free_entry(entrylist->pent);

409 entrylist = pnext;

410 }

411 }

414 | *

415 * Convert an entry to a string. This routine builds a string for the entry
416 * to be inserted in the kcf.conf file. Based on the content of each entry,
417 * the result string can be one of these 6 forns:

367 * to be inserted in the config file. Based on the content of each entry,
368 * the result string can be one of the 4 forns:

369 * - npame

418 * - nane:supportedlist=nl,n2,...,nj

419 * - pane:disabledlist=nl,n2,..., m

420 * - npane:supportedlist=nl,...,nj;disabledlist=m,n2,...,nk

421 *

422 * - nane:unl oad; supportedlist=nl,n2,...,nj

423 * - nane:unl oad; di sabl edl i st=nl, n2,...,nj

424 * - npane:unl oad; supportedlist=ml,...,n;disabledlist=nl,n2,...,nk
425 *

426 * Note that the caller is responsible for freeing the returned string
427 * (with free_entry()).

428 * See interpret() for the reverse of this function: converting a string
429 * to an entry_t.

374 */Note that the caller is responsible for freeing the returned string.
430 *

431 char *

432 ent2str(entry_t *pent)

433 {

434 char *buf ;

435 mechlist_t *pcur = NULL;

436 bool ean_t sem col on_separator = B_FALSE;

380 mechlist_t *phead;

381 bool ean_t supflag = B_FALSE;

439 if (pent == NULL) {
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440
441

443
444
445

447
448
449
450
451

453
398
399
400
401

454
455
456
457

459
460
461
462

464
465

467
468
469
470
471
472
473
474
475

477
478
479
480

482
483
413
414
484
485
486

488
489
419
420
490
491
492
493
494
495
496

return (NULL);
}

if ((buf = malloc(BUFSIZ)) == NULL) {
) return (NULL);

/* convert the provider nane */

if (strlcpy(buf, pent->nanme, BUFSIZ) >= BUFSIZ) {
free(buf);
return (NULL);

}

if (!pent->load) { /* add "unl oad" keyword */
/* convert the supported list if any */
phead = pent->suplist;
If (phead !'= NULL) {

supflag = B_TRUE;

if (strlcat(buf, SEP_COLON, BUFSIZ) >= BUFSIZ) {
free(buf);
return (NULL);

}

if (strlcat(buf, EF_UNLOAD, BUFSIZ) >= BUFSIZ) {
free(buf);
return (NULL);

}

seni col on_separator = B_TRUE;

}

/* convert the supported list if any */
pcur = pent->suplist;
1 f (pcur !'= NULL)
if (strlcat(buf,
seni col on_separator ? SEP_SEM COLON : SEP_COLON,
BUFSI Z) >= BUFSI 2) {
free(buf);
return (NULL);

}

if (strlcat(buf, EF_SUPPORTED, BUFSIZ) >= BUFSIZ) {
free(buf);
return (NULL);

}

while (pcur !'= NULL) {
if (strlcat(buf, pcur->name, BUFSIZ) >= BUFSIZ) {
while (phead != NULL) {
if (strlcat(buf, phead->nane, BUFSIZ) >= BUFSIZ) {
free(buf);
return (NULL);
}

pcur = pcur->next;
if (pcur !'= NULL) {
phead = phead- >next;
i f (phead !'= NULL) {
if (strlcat(buf, SEP_COWRA, BUFSIZ)
>= BUFSI 2) {
free(buf);
return (NULL);
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497 seni col on_separator = B_TRUE; 552 mechlist_t *ptr = NULL;
498 } 553 mechlist_t *pcur = NULL;
481 mechlist_t *ptr;
500 /* convert the disabled list if any */ 482 nmechlist_t *pcur;
501 pcur = pent->dislist; 554 bool ean_t f ound;
502 1f (pcur !'= NULL) {
503 if (strlcat(buf, 556 pent = *ppent;
504 sem col on_separator ? SEP_SEM COLON : SEP_COLON, 557 I f (pent == NULL) {
505 BUFSI Z) >= BUFSI Z) { 558 return (FAILURE);
431 phead = pent->dislist; 559 }
432 if (phead !'= NULL) {
433 if (supflag) { 561 if (allflag) {
434 if (strlcat(buf, ";disabledlist=", BUFSIZ) >= BUFSIZ) { 562 free_mechlist(pent->dislist);
506 free(buf); 563 pent ->di s_count = O;
507 return (NULL); 564 pent - >di sli st = NULL;
508 } 565 ) return ( SUCCESS);
566
510 if (strlcat(buf, EF_DI SABLED, BUFSIZ) >= BUFSIZ) {
438 } else { 568 I*
439 if (strlcat(buf, ":disabledlist=", BUFSIZ) >= BUFSIZ) { 569 * for each nechanismin the to-be-enabled nmechanismlist,
511 free(buf); 570 * - check if it is in the current disabled |ist
512 return (NULL); 571 * - if found, delete it fromthe disabled |ist
513 } 572 * ot herwi se, give a warning.
443 } 573 */
574 ptr = mist;
515 while (pcur !'= NULL) { 575 while (ptr !'= NULL) {
516 if (strlcat(buf, pcur->nanme, BUFSIZ) >= BUFSIZ) { 576 found = B_FALSE;
445 while (phead != NULL) { 577 phead = pcur = pent->dislist;
446 if (strlcat(buf, phead->nane, BUFSIZ) >= BUFSIZ) { 578 while (!found && pcur) {
517 free(buf); 579 if (strcnp(pcur->nane, ptr->nanme) == 0) {
518 return (NULL); 580 found = B_TRUE;
519 } 581 } else {
582 phead = pcur;
521 pcur = pcur->next; 583 pcur = pcur->next;
522 1 f (pcur !'= NULL) { 584 }
451 phead = phead- >next; 585 }
452 if (phead !'= NULL) {
523 if (strlcat(buf, SEP_COMMA, BUFSI Z) 587 if (found) {
524 >= BUFSI 2) { 588 if (phead == pcur) {
525 free(buf); 589 pent - >di sl i st = pent->dislist->next;
526 return (NULL); 590 free(pcur);
527 } 591 } else {
528 } 592 phead- >next = pcur->next;
529 } 593 free(pcur);
530 semi col on_separator = B_TRUE; 594 }
531 } 595 pent - >di s_count --;
596 } else {
533 if (strlcat(buf, "\n", BUFSIZ) >= BUFSIZ) { 597 cryptoerror (LOG STDERR, gettext(
534 free(buf); 598 "(Warning) %$s is either enabled already or not
535 return (NULL); 599 "a valid nechanismfor 9%®$s"), ptr->nane,
536 } 600 pent - >nane) ;
601 }
538 return (buf); 602 ptr = ptr->next;
539 } 603 }
605 if (pent->dis_count == 0) {
542 | * 606 pent - >di slist = NULL;
543 * Enabl e the nmechanisns for the provider pointed by *ppent. |If allflag is 607 }
544 * TRUE, enable all. Qherw se, enable the nechanisns specified in the 3rd
545 * argument "mist". The result will be stored in ppent also. 609 return ( SUCCESS);
546 */
547 int 611 }
548 enabl e_nmechs(entry_t **ppent, boolean_t allflag, mechlist_t *mist)
549 {
550 entry_t *pent ; 614 /*
551 mechlist_t *phead; /* the current and resulting disabled list */ 615 * Determine if the kernel provider nane, path, is a device
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616 * (that is, it contains a slash character (e.g., "nta/0").

617 * If so, it is a hardware provider; otherwise it is a software provider.
618 */

619 bool ean_t

620 is_device(char *path)

621 {

622 if (strchr(path, SEP_SLASH) != NULL) {

623 return (B_TRUE);

624 } else {

625 return (B_FALSE);

626 1

627 }

629 /*

630 * Split a hardware provider nane with the "nane/inst_nuni format into
631 * a name and a nunber (e.g., split "nta/0" into "nta" instance 0).
555 * a name and a nunber.

632 *

633 int

634 {split_hw_provnams(char *provnane, char *pnane, int *inst_nun

635

636 char name[ MAXNAVELEN] ;

637 char *inst_str;

639 if (provname == NULL) {

640 return (FAI LURE);

641 }

643 ( oid) strlcpy(nane, provnane, MAXNAMELEN) ;

644 if (strtok(name, "/") == NULL) {

645 return (FAl LURE,

646 1

648 if ((inst_str = strtok(NULL, "/")) == NULL) {

649 return (FAILURE);

650 1

652 (void) strlcpy(pnanme, name, MAXNAMELEN);

653 *inst_num = atoi (inst_str);

655 return ( SUCCESS);

656 }

659 /*

660 * Retrieve information fromkcf.conf and build a hardware device entry |ist
661 * and a software entry list of kernel crypto providers.

662 *

663 * This list is usually inconplete, as kernel crypto providers only have to
664 * be listed in kcf.conf if a nmechanismis disabled (by cryptoadm or
665 * if the kernel provider nodule is not one of the default kernel providers.
666 *

667 * The kcf.conf file is available only in the gl obal zone.

584 * Retrieve information fromkcf.conf and build a device entry list and
585 * a software entry |ist

668 */

669 int

670 ?et _kcfconf_info(entrylist_t **ppdevlist, entrylist_t **ppsoftlist)
671

672 FI LE *pfile = NULL,;

590 FILE *pfile;

673 char buf f er [ BUFSI Z] ;

674 int I en;

675 entry_t *pent = NULL;

676 int rc = SUCCESS;
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678 if ((pfile = fopen(_PATH KCF_CONF, "r")) == NULL) {

679 crypt odebug("faiTed to open t he kcf conf file for read only");
680 return (FAILURE);

681 }

683 *ppdevl i st = NULL;

684 *ppsoftlist = NULL;

685 while (fgets(buffer, BUFSI Z, pfile) = NULL) {

686 if (buffer[0] =="# || buffer[0] ==" " []

687 buffer[0] == "'\n"|| buffer[0] == "\t")

688 conti nue; /* ignore conment |ines */

689 }

691 len = strlen(buffer);

692 if (buffer[len - 1] =='\n") { /* get rid of trailing "\n" */
610 if (buffer[len-1] =="'\n") { /* get rid of trailing "\n */
693 len--;

694 }

695 buffer[len] ="'\0";

697 if ((rc =|nterpret(buffer &pent)) == SUCCESS) {

698 if (is_device(pent->nane))

699 rc = build_entryli st(pent, ppdevlist);
700 } else {

701 rc = build_entrylist(pent, ppsoftlist);
702

703 } else {

704 cryptoerror (LOG STDERR, gettext(

705 "failed to parse configuration."));

706 }

708 if (rc != SUCCESS) {

709 free_entrylist(*ppdevlist);

710 free_entrylist(*ppsoftlist);

711 free_entry(pent);

712 break;

713 }

714 }

716 (void) fclose(pfile);

717 return (rc);

718 }

720 | *

721 * Retrieve information fromadm n device and build a device entry list and
722 * a software entry list. This is used where there is no kcf.conf, e.g., the
640 * a software entry list. This is used where there is no kcf.conf, e.g.
723 * non-gl obal zone.

724 *

725 int

726 get_admi ndev_info(entrylist_t **ppdevlist, entrylist_t **ppsoftlist)

727 {

728 crypto_get_dev_lis t *pdevli st _kernel = NULL;

729 crypto_get_soft_list_t *psoftlist_kernel = NULL;

730 char *devnane;

731 int inst_num

732 int ncount ;

733 mechlist_t *pmech = NULL;

734 entry_t *pent _dev = NULL, *pent_soft = NULL;
651 mechlist_t *pmech;

652 entry t *pent = NULL;

735 int i;

736 char *psof t nane;

737 entrylist_t *tnmp_pdev = NULL;

738 entrylist_t *tp_psoft = NULL;

739 entrylist_t *phardlist = NULL, *psoftlist = NULL;

12
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741
742
743
744
745
746
747

749
750
751
752

754
755
756
757
758
759
760
761

763
677
764
765
766
767
768
769

771
683
684
685
686
687

689
772
773

693
694
774

776
77

779
780
781
782
783
784
785
786

788
789
790
791

793
794

/*
* CGet hardware providers
*/
if (get_dev_list(&devlist_kernel) != SUCCESS)

cryptodebug(“failed to get hardware provider list from kernel"

return (FAILURE);
}

for (i = 0; i < pdevlist_kernel->dl _dev_count; i++) {
devnanme = pdevlist_kernel ->dl _devs[i].|e_dev_nane;
inst_num = pdevlist_kernel ->dl _devs[i].|e_dev_instance;
ncount = pdevlist_kernel->dl _devs[i].|e_mechani smcount;

pmech = NULL;
if (get_dev_info(devnane,
SUCCESS)
crypt odebug(

inst_num ntount,

&nech) =

13

)

"failed to retrieve the nechanismlist for %/%l.",

devnane, inst_num;
goto fail _out;

if ((pent_dev = create_entry(devnane)) == NULL) {
if ((pent = rralloc(5|zeof (entry_ t))) == MJLL) {
crypt odebug("out of nemory.");
free_nechlist(pnech);
goto fail_out;

pent _dev->suplist = pnech;
pent _dev- >sup_count = ntount;

if (build_entrylist(pent_dev, & np_pdev) != SUCCESS) {
(voi d) strlcpy(pent—>nane devname MAXNAMELEN) ;

pent - >supl i st = pnech;

pent->sup_count = ncount;

pent - >di sl i st = NULL;

pent->di s_count = O;

if (build_ entryllst(pent
goto fail _out;
}

/* because incorporated in tnp_pdev */
pent = NULL;

& np_pdev) != SUCCESS) {

}

free(pdevlist_kernel);
pdevlist_kernel = NULL;

/*

* Cet software providers

*

if (getzoneid() == GLOBAL_ZONEI D)

if (get_kcfconf_info(&phardlist,
goto fail _out;
}

&psoftlist) !'= SUCCESS) {

}
if (get_soft_list(&softlist_kernel) != SUCCESS)

{
cryptodebug("failed to get software provider list fromkernel"

goto fail _out;

}

for (i = 0, psoftname = psoftlist_kernel ->sl_soft_nanes;
i < psoftlist_kernel->sl_soft_count;

)
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795
796
797
798
709
799
800
801
802
803

805
716
806
807
808
809
810
811

813
722
723
724
725
726

728
814
815
816

818
819

821
822

824

826
827
828
829
830
742
743

832
833

835
836
837
838

840
841

843
844
845
846
847
848
849

i ++, psoftnanme = psoftname + strlen(psoftname) + 1) {
pmech = NULL;
1f (get_soft_info(psoftname, &pmech,
SUCCESS)
if (get_soft_info(psoftnanme, &pmech) != SUCCESS) {
crypt odebug(
"failed to retrieve the nmechanismlist for %.",
psof t nane) ;
goto fail _out;

phardlist, psoftlist) !=

}

if ((pent_soft = create entry(psoftnarre)) == NULL) {

if ((pent = malloc(5|zeof (entry_ t))) NULL) {
crypt odebug("out of nemory.");

free_nechlist(pnech);
goto fail _out;

pent _soft->suplist = pmech;
pent _soft->sup_count = get_nech_count ( pnech);

if (build_entrylist(pent_soft, & np_psoft) != SUCCESS) {
(void) strlcpy(pent->nane, psoftnane, MAXNAMELEN);

pent - >supl i st = pnech;

pent - >sup_count = get_nech_count (pnech);

pent->di slist = NULL;

pent->di s_count = 0;

if (build_ entryllst(pent
goto fail _out;
}

& nmp_psoft) !'= SUCCESS) {

}

free(psoftlist_kernel);
psoftlist_kernel = NULL;

*ppdevl i st = tnp_pdev;
*ppsoftlist = tnp_psoft;

return ( SUCCESS);

fail _out:

* Ok kR ko F

if (pent_dev != NULL)
free_entry(pent_dev);

if (pent_soft !'= NULL)
free_entry(pent_soft);

if (pent !'= NULL)
free_entry(pent);

free_entrylist(tnmp_pdev);
free_entrylist(tnmp_psoft);

if (pdevlist_kernel !'= NULL)
free(pdevlist_kernel);
if (psoftlist_kernel = NULL)

free(psoftlist_kernel);

return (FAILURE);

Return configuration information for a kernel provider from kcf.conf.
For kernel software providers return a enabled list and disabled list.
For kernel hardware providers return just a disabled list.

Par aneters phardlist and psoftlist are supplied by get_kcfconf_info().
I'f NULL, this function calls get_kcfconf_info() internally.

14
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757
758
850 */

851 entry_|
852 getent_|
761 getent

853 {
763
764
854
855

857
858
767
859
860
861
862

864
865
772
866
867
868

870
871
777
872
873

875
876 }

878 /*
879
880

881 void
print_nechlist(char *provnane, mechlist_t

882
883 {
884
789

886
887
888

890
891
892
893
894

896
897
898
899
900
901
902
903
904
905
906 }

* Find the entry in the
* Return the entry if found,

* Print
*/

"kcf.conf" file with "provnane"

ot herwi se return NULL.
t *

kef (char *provnane,
_kef (char *provnane)

entrylist_t *phardlist, entrylist_t *psoftlist)

entrylist_t
entrylist_t
entry_t
bool ean_t

if ((phardl i st

if (get_| kcf conf

_kcf conf_i nf o( &devl i st
return (NULL);

*pdevlist = NULL;
*psoftlist = NULL;
*pent = NULL;
nmenory_al | ocated = B_FALSE;

== NULL) || (psoftlist == NULL)) {
_Info(&phardlist, &psoftlist) != {SUCCESS) {

if (get &psoftllst) I = SUCCESS)

}
menory_al | ocated = B_TRUE;
}

if (is_device(provnane)) {
pent getent (provnane, phardlist);
pent getent (provnane, pdevlist);
} else {
) pent = getent(provnanme, psoftlist);

if (menory_allocated) {
free_entrylist(phardlist);
free_entrylist(pdevlist);
free_entrylist(psoftlist);
}

return (pent);

out the provider name and the nechanismlist.

*pmechl i st)

mechlist_t *ptr = NULL;
mechlist_t *ptr;

if (provname == NULL) {
return;
}

(void) printf("%: ",
if (pmechlist == NULL)
(void) printf(gettext("No mechanisns presented.\n"));

provnane) ;

return;
}
ptr = pmechlist;
while (ptr != NULL)

(void) printg(”o/.s",
ptr = ptr->next;
1f (ptr == NUL) {

(void) printf("\n");
} else {
) (void) printf(",");

ptr->nane);

as the provider nare.
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909 /
910
911
912
913
914
815
816
817
818
819
820
915

917
918 {
919
920
827
921
922
923
829
830
924
925
833
926
927
836
928
838
929

931
932
933
934

936
937
938
848
939
940
941
942
850
851
852
853
854

856
943
944
945
946
947
860
948
949
950

I T

*/

916 int
updat e_kcfconf (entry_t

Update the kcf.conf file based on the update node:

If update_node is MODI FY_MODE, nodify the entry with the sane nane.
I f not found,
If update_npde Is DELETE MODE, delete the entry with the sane nane.

I f update_node is ADD MODE, append a new entry to the kcf.conf file.
Update the kcf.conf file based on the specified entry and the update node.
I'f update_node is MODI FY_MODE or DELETE_MODE,
provi der name will
| f update_node i s ADD MODE,
an entry in the kcf.conf file yet.
bracket and insert an entry into the bracket.

append a new entry to the kcf.conf file.

the entry with the sanme
be nodified or del eted.

this nust be a hardware provider wi thout
Need to locate its driver package

*pent, int update_node)

bool ean_t add_it = B_FALSE;

bool ean_t delete_it = B_FALSE;
bool ean_t found_package = B_FALSE;
bool ean_t found_entry = B_FALSE;
FI LE *pfile = NULL,;

FI LE *pfile_tnp = NULL;

FI LE *pfile;

FI LE *pfile_tnp;

char buf f er [ BUFSI Z] ;

char buf f er 2[ BUFSI Z] ;

char devnanme[ MAXNAMVELEN] ;

char tmpfile nane[ MAXPATHLEN] ;
char *nane;

char *str;

char *new_str = NULL;

int inst_num

int rc = SUCCESS;

if (pent == NULL) {
cryptoerror (LOG STDERR, gettext("
return (FAILURE);

internal error."));

}

/* Check the update_node */
switch (update_node) {
case ADD_MODE:
if (update_node == ADD_
add_it = B_TRUE;
/* FALLTHROUGH */
case MODI FY_MODE:
/* Convert the entry a string to add to kcf.conf */
/* Get the hardware provider name first */
if (split_hw provnanme(pent->nane, devnane, & nst_nun) ==
FAI LURE)
return (FAILURE);

}

/* Convert the entry to be a string */
if ((new_str = ent2str(pent)) == NULL) {
return (FAILURE);

}
br eak;
case DELETE_MCDE:
} else if (update_npde == DELETE_MODE) {
delete_it = B_TRUE;
br eak;
defaul t:

16
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862
951
952
953

955
956
957
958
959
960
961
962
963

965
966
967
968
969
970
971
972
973

975
976
977
978
979
980
981
982
983
984
985
986
987

989
990
991
992
993
994
995

997

998

999
1000
1001
1002

916
1003
1004
1005
1006
1007
1008
1009
1010

926
927

} else if (update_npde != MODI FY_MODE) {
cryptoerror (LOG STDERR, gettext("internal error."));
return (FA LURE);

/* Open the kcf.conf file */
if ((pfile = fopen(_PATH_KCF_CO\lF, "r+")) == NULL) {
err = errno;
crypt oerror(LOG STDERR,
gettext("failed to update the configuration - %"),
strerror(err))
crypt odebug("fail ed to open % for wite. _PATH_KCF_CONF) ;
return (FAILURE);

}
/* Lock the kcf.conf file */
if (lockf(fileno(pfile), F_TLOCK, 0) == -1) {
err = errno;
crypt oerror(LOG STDEI
gettext("failed to update the configuration - %"),
strerror(err));
(voi d) fclose(pfile);
return (FA LURE);
}
/*

* Create a tenporary file in the /etc/crypto directory to save
*/updated configuration file first
*
(voi
if (rrksterrp(trrphle name) == -1) {
err = errno
crypt oerror(LOG STDERR,
gettext("failed to create a tenporary file - %"),
strerror(err));
(voi d) fclose(pfile);
return (FAI LURE);
}

if ((pfile_ tnp = fopen(tnpfile_name, "w')) == NULL) {
err = errno;
cryptoerror(LOG STDERR, gettext("failed to open % - %"),
tnpfile_nane, strerror(err));
(voi d) fclose(pflle)
) return (FAI LURE);

*

* Loop thru the entire kcf.conf file, insert, nodify or delete
* an entry.
*

while (fgets(buffer, BUFSIZ, pfile) !'= NULL) {
if (add_it) {
/* al ways keep the current line */
if (fputs(buffer, pfile_tnmp) == EOF) {
err = errno;
cryptoerror (LOG STDERR, gettext(
"failed to wite to a tenp file: %."),
strerror(err));
rc = FAI LURE;
br eak;

}
/*

d) strlcpy(tnpfile nane, TMPFI LE_TEMPLATE, sizeof (tnpfile_nane));

17
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928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
1012
1013

1015
1016
1017
1018
1019
1020
1021
1022
1023
1024
1025
1026
1027
1028
1029

1031
1032
1033
1034

1036
1037
1038
1039
1040
1041
1042
972
973
974
975
976
977
1043
979

1045
1046
1047
1048
1049
1050
1051
1052
1053
1054

*/
if

package and if the driver nane matches the hardware
provi der name, then we want to insert the entry
here.

((strstr(buffer, HWDR VER STRING) 1= NULL) &&
(strstr(buffer, devname) T= NULL)) {
found_package = B_TRUE;
if (fputs(newstr pfile_tnp) == EOF) {
err = errno;
cryptoerror(LOG STDERR, gettext(
"failed to wite to a tenp file:
"9%."), strerror(err));
rc = FAI LURE;
br eak;

}

} else { /* nodify or delete */
found_entry = B_FALSE;

if

}
if

}
}

if

(!(buffer[0] =="# || buffer[0] ==" " ||
buffer[O] =='\n"|| buffer[0] == "\t")) {
/*
* Cet the provider nanme fromthis line and
* check if this is the entry to be updated
* or deleted. Note: can not use "buffer”
* directly because strtok will change its
* val ue.
*/
(void) strlcpy(buffer2, buffer, BUFSIZ);
if ((nane = strtok(buffer2, SEP_COLON)) ==
NULL)
rc = FAI LURE;
br eak;
}
if (strcnp(pent->nanme, nanme) == 0) {
found_entry = B_TRUE;
}

(found_entry && !delete_it) {
/*

* This is the entry to be updated; get the
* updated string and place into buffer.
*/

(void) strlcpy(buffer, new.str, BUFSIZ);
free(new_str);
if ((str = ent2str(pent)) == NULL) {
rc = FAI LURE;
br eak;
} else {
(void) strlcpy(buffer, str, BUFSIZ);
free(str);

(!'(found_entry &% delete_it)) {
/* This is the entry to be updated/reserved */
if (fputs(buffer, pfile_tnmp) == EOF)
err = errno;
cryptoerror (LOG STDERR, gettext(
"failed to wite to a tenp file:
"9%."), strerror(err));
rc = FAI LURE;
br eak;

18
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1055
1056
1057

1059
1060
1061
1062
995
996
997

999
1000
1001
1002
1003
1004

1006
1007
1008
1063
1064
1065
1066
1067
1011
1012
1068
1069
1014
1070
1071

1073
1074
1075
1076
1077
1078
1079
1080

1082
1083
1084
1085
1086
1087
1088
1089
1090
1091
1092
1093
1094
1095
1096
1097
1098
1099
1100
1101
1102

}
}
}
if ((!delete_it) & (rc !'= FAILURE)) {
if (add_it || !found_entry) {
“/* append new entry to end of f|Ie */
if (fputs(new.str, pfile_tnp) == EOF) {
if (add_it)
free(new_str);
}

if ((add_it && !found_package) || (rc == FAILURE)) {
if (add_it && !found_package) {
cryptoerror (LOG _STDERR,
gettext("failed to updat e conflguratlon - no
"driver package information.

}

(void) fclose(pfile);

(void) fclose(pfile_t ;

if (unlink(tnpfile_nanme) != 0) {
err = errno;

cryptoerror (LOG STDERR, gettext(
"failed to wite to a tenp file:
strerror(err));
rc = FAI LURE
"(Warning) failed to renove %: %"),
tpfile_name, strerror(err));

free(new str);
return (FAILURE);
}

}
(void) fclose(pfile);
if (f close(pflle trrp) 1=0) {
err = errno;
crypt oerror (LOG_STDERR,
gettext("failed to close %: %"), tnpfile_nane,
strerror(err));
return (FAI LURE);
}
/* Copy the tenporary file to the kcf.conf file */

if (renanE(terfiIe_nanE,
err = errno;
crypt oerror(LOG STDERR,
gettext("failed to update the configuration - %"),
strerror(err))
crypt odebug(” failed to renane % to %: %", tnmpfile,
_PATH KCF_CONF, strerror(err));
rc = FAI LURE
} else if (chnmod(_PATH KCF_CONF
SIRUSR| S IWSR | S IRGRP | S_IROTH ==
err = errno;
crypt oerror(LOG STDERR,
gettext("failed to update the configuration - %"),
strerror(err));
crypt odebug(“fail ed to chnod to %: %s",
strerror(err));
rc = FAI LURE;
} else {
rc = SUCCESS;
}

_PATH_KCF_CONF) == -1) {

-1 A

_PATH_KCF_CONF

%."),

19
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1104
1105
1106
1107
1108
1109

1111
1112

1115
1116
1117
1118
1119
1120
1121
1122

*
*
*
*
*

*/
i nt

di sabl e_nmechs(entry_t **ppent,

if ((rc == FAILURE) && (unlink(tmpfile_name) !'=0)) {

}

err = errno

cryptoerror(LOG STDERR, gettext (
"(Warning) failed to renove ¥%:
tmpfile_nane, strerror(err));

%" )

return (rc);

Di sabl e the nechani sns for the provider pointed by *ppent.
TRUE, disable all.
dislist argument. The "

If allflag is
di sabl e the nechani sns specified in the
"infolist" argunent contains the mechanismlist

Ohervvl se,

supported by this provider.

nechlist_t *infolist, boolean_t allflag,

1123 mechlist_t *dislist)

1124 {

1125 entry_t *pent ;

1126 mechlist_t *plist = NULL;

1127 mechlist_t *phead = NULL;

1128 nmechlist_t *pmech = NULL;

1070 mechlist_t *plist;

1071 mechl i st_t *phead;

1072 mechlist_t *pnech;

1129 int rc = SUCCESS;

1131 pent = *ppent;

1132 if (pent == NULL) {

1133 return (FAILURE);

1134 }

1136 if (allflag) {

1137 free_nmechli st (pent->dislist);

1138 pent->di s_count = get_nech_count (infolist);

1139 1f (!(pent->dislist = dup_nechlist(infolist))) {

1140 return (FAI LURE);

1141 } else {

1142 return (SUCCESS);

1143 }

1144 1

1146 /*

1147 * Not disable all. Now loop thru the mechani snms specified in the
1148 * dislist. |f the mechanismis not supported by the provider,
1149 * ignore it with a warning. |f the mechanismis disabled already,
1150 * do nothing. Otherwi se, prepend it to the beginning of the disabled
1151 * |list of the provider.

1152 */

1153 plist = dislist;

1154 while (plist !'= NULL) {

1155 if (lis_in_list(plist->nanme, infolist)) {

1156 cryptoerror (LOG STDERR, gettext (" (Warning)

1157 "04$s is not a valid nmechanismfor %@$s."),
1158 plist->nanme, pent->nane);

1159 } elseif (lis_in_list(plist->nanme, pent->dislist)) {
1160 /* Add this nechanisminto the disabled |ist */
1161 if ((pmech = create_nech(plist->nanme)) == NULL) {
1162 rc = FAI LURE;

1163 br eak;

1164 }

1166 if (pent->dislist == NULL) {
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1167
1168
1169
1170
1171
1172
1173
1174
1175
1176

1178
1179 }

pent - >di slist = prech;
} else {

phead = pent->dislist;

pent->di slist = prech;

pnech- >next = phead;

pent - >di s_count ++;

}
plist = plist->next;

}

return (rc);

____unchanged_portion_onitted_

1224 |
1225
1226
1227
1228
1229
1230
1231
1232
1233

*
*
*
*
*
*
*
*
*

*/
1234 voi d

out the mechanismpolicy for a kernel provider that has an entry

in the kcf.conf file.

The flag has_randomis set to B TRUE if the provider does random

nunbers. The flag has_nechs is set by the caller to B TRUE if the provider
has some mechani sns.

If pent is NULL, the provider doesn't have a kcf.conf entry.

1235 print_kef_policy(char *provnane, entry_t *pent, bool ean_t has_random

236

bool ean_t has_nechs)

1177 print_kef_policy(entry_t *pent, bool ean_t has_random bool ean_t has_nechs)

1237 {
1238
1179
1239

1241
1182
1183
1184

1242
1243
1244

1246
1189

1248
1249
1250
1251
1252
1253
1254
1255
1256
1257
1258
1259
1260
1261
1262
1263
1264
1265

mechlist_t *ptr = NULL;
nmechlist_t *ptr;
bool ean_t rnd_di sabl ed = B_FALSE;

if (pent !'= NULL) {

if (pent == NULL) {
return;

}

rnd_di sabled = filter_nechlist(&ent->dislist, RANDOV);
ptr = pent->dislist;

(void) printf("%:",
(void) printf("%:",

provnane);
pent - >nane) ;

if (has_nechs == B_TRUE) {
/*

* TRANSLATI ON_NOTE
* This code block nay need to be nodified a bit to avoid
* constructing the text nessage on the fly.
*
/
(void) printf(gettext(" all nechanisns are enabled"));
if (ptr !'= NULL)

(void) printf(gettext(", except "));
while (ptr !'= NULL)

(void) printf("%", ptr->nane);

ptr = ptr->next;

if (ptr !'= NULL)

(void) printf(",");

i}f (ptr == NULL)
(void) printf(".");

new usr/src/cnd/ crd- crypt o/ crypt oadm adm kef _util.c

1267
1268
1269
1270
1271
1272
1273
1274
1275
1276 }

1279 /
1280
1281
1282
1283
1284
1285
1286
1287

1288 int

* ok Gk ok R % ¥

*

/*
* TRANSLATI ON_NOTE
* "random is a keyword and not to be translated.
*
if (rnd_di sabl ed)
(void) printf(gettext(" % is disabled."), "randont);
else if (has_random
(void) printf(gettext(" % is enabled."), "randont);
(void) printf("\n");

Check if a kernel software provider is in the kernel.

Par anet er s:
provnane
psoftlist_kernel

Provi der name

Optional software provider list. If NULL, it wll
obtai ned fromget_soft_list().
in

i n_kernel Set to B TRUE if device is

22

the kernel, else B _FALSE

1289 check_kernel _for_soft(char *provname, crypto_get_soft_list_t *psoftlist_kernel,

1290

bool ean_t *in_kernel)

1225 check_active_for_soft(char *provnane, boolean_t *is_active)

1291 {
1227
1292
1293
1294

1296
1297
1298
1299

1301
1302
1303
1304
1237
1238
1305
1306
1307
1308

1310
1242
1311
1312
1313
1314
1246
1315
1316
1317
1318

1320
1321

1323
1324 }

crypto_get_soft_list_t *psoftlist_kernel = NULL;

char *ptr;
int i;
bool ean_t psoftlist_allocated = B_FALSE;

if (provnane == NULL) {
cryptoerror (LOG STDERR, gettext("internal error."));
return (FAILURE);

}

if (psoftlist_kernel == NULL)
if (get_soft_list(&softlist_kernel) == FAILURE) {

crypt odebug("failed to get the software provider |ist"

" fromkernel.");

crypt odebug(“failed to get the software provider list front

"kernel .");
return (FAILURE);

}
psoftlist_allocated = B_TRUE;
}

*in_kernel = B_FALSE;
*is_active = B_FALSE;
ptr = psoftlist_kernel->sl_soft_nanes;
for (i = 0; i < psoftlist_kernel->sl_soft_count; i++) {
if (strcnp(provnane, ptr) == 0)
*In_kernel = B_TRUE;
*is_active = B_TRUE;
break;

}

ptr = ptr + strlen(ptr) + 1;
if (psoftlist_allocated)

free(psoftlist_kernel);

return ( SUCCESS);
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1327
1328
1329
1330
1331
1332
1333
1334
1335
1336
1337
1338
1261
1339
1263
1340
1341
1342
1343

1345
1346
1347
1348

1350
1351
1352

1354
1355
1356
1357
1358
1359
1360

1362
1282
1363
1364
1365
1366
1286
1367
1368
1369

1371
1372

1374
1375
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/*

* Check if a kernel hardware provider is in the kernel.

*

* Parameters:

* provnane Provi der nane

* pdevli st Optional Hardware Crypto Device List. If NULL, it will be
* obtained fromget_dev_list().

* in_kernel Set to B TRUE if device is in the kernel, otherw se B _FALSE
*/

int

check_kernel _for_hard(char *provnane
crypto_get_dev_list_t *pdevlist, boolean_t *in_kernel)
check_active_for_hard(char *provnane, boolean_t *is_active)

{
crypto_get _dev_list_t *pdevlist = NULL;
char devname[ MAXNAVELEN] ;
int i nst_num
int i;
bool ean_t dev_list_allocated = B_FALSE;

if (provname == NULL) {

cryptoerror (LOG STDERR, gettext("internal error."));
return (FA LURE);

}

if (split_hw provname(provnane, devnane, & nst_nun) == FAILURE) {
return (FA LURE);

}

if (pdevlist == NULL)
if (get_dev_list(&devlist) == FAI LURE)
cryptoerror (LOG STDERR, gettext("internal error."));
return (FAILURE);

}
dev_list_allocated = B_TRUE;
}

*in_kernel = B_FALSE;
*is_active = B_FALSE;
for (i = 0; i < pdevlist->dl _dev_count; i++) {
if ((strcnp(pdevlist->dl _devs[i].le_dev_nane, devname) == 0)
(pdevl i st->dl _devs[i].le_dev_instance == inst_num) {

*in_kernel = B _TRUE;
*is_active = B_TRUE;
br eak;

}

if (dev_list_allocated)
free(pdevlist);

return ( SUCCESS);
}

__unchanged_portion_omtted_
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__unchanged_portion_onitted_

248 | *

249 * Get the provider type. This function returns

250 * - PROV_UEF_LIB if provnane contains an absol ute path nanme

251 * - PROV_KEF_SOFT if provnane is a base nane only (e.g., "aes").

251 * - PROV_KEF_SOFT if provnanme is a base nane only

252 * - PROV_KEF_HARD if provnane contains one slash only and the slash is not
253 * the 1st character (e.g., "nta/0").

253 * the 1st character.

254 * - PROV_BADNAME ot herwi se.

255 */

256 static int
257 get _provi der _type(char *provnane)

258 {

259 char *pslashi;

260 char *psl ash2;

262 if (provname == NULL) {

263 return (FAI LURE);

264 }

266 if (provname[0] == "/") {

267 return (PROV_UEF_LIB);

268 } else if ((pslashl = strchr(provnanme, SEP_SLASH)) == NULL) {
269 /* no slash */

270 return (PROV_KEF_SOFT);

271 } else {

272 pslash2 = strrchr(provname, SEP_SLASH);
273 1f (pslashl == psl ash2)

274 return (PROV_KEF_HARD);

275 } else {

276 return ( PROV_BADNAME) ;

277 }

278 }

279 }

__unchanged_portion_onitted_

532 /| *

533 * The top level function for the "cryptoadmlist" subcommand and opti ons.
533 * The top level function for the |ist subcommand and options.

534 */

535 static int

536 do_list(int argc, char **argv)

537 {

538 bool ean_t nflag = B_FALSE;
539 bool ean_t pflag = B_FALSE;
540 bool ean_t vflag = B_FALSE;
541 char ch;

542 crypt oadm provi der _t *prov = NULL;

543 int rc = SUCCESS;

545 argc -= 1;

546 argv += 1;

548 if (argc == 1) {

549 rc = list_sinple_for_all(B_FALSE);
550 goto out;

551 }

553 I*

554 * cryptoadmlist [-v] [-n] [-p] [provider=<>] [nechanism<>]

554 * [-v] [-m [-p] [provider=<>] [nechanismr<>]
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555 */

556 if (argc > 5) {

557 usage();

558 return (rc);

559 }

561 while ((ch = getopt(argc, argv, "npv")) != EOF) {
562 switch (ch) {

563 case 'm:

564 nflag = B_TRUE;

565 if (pflag) {

566 rc = ERROR_USAGE;

567 }

568 break;

569 case 'p':

570 pflag = B_TRUE;

571 if (nflag || vflag) {

572 rc = ERROR_USAGE;

573 }

574 br eak;

575 case 'V’

576 vilag = B_TRUE;

577 if (pflag)

578 rc = ERROR_USAGE;

579 br eak;

580 defaul t:

581 rc = ERROR_USAGE;

582 br eak;

583 }

584 }

586 if (rc == ERROR USAGE) {

587 usage();

588 return (rc);

589 }

591 if ((rc = process_feature_operands(argc, argv)) != SUCCESS) {
592 goto out;

593 }

595 prov = get_provider(argc, argv);

597 if (nflag || vflag) {

598 if (argc > 0) {

599 rc = process_nech_operands(argc, argv, B_TRUE);
600 if (rc == FAI LURE)

601 goto out;

602 /* "-m' is inplied when a mechanismlist is given */
603 if (mecharglist !I'= NULL || allflag)
604 nflag = B_TRUE;

605 }

606 }

608 if (prov == NULL) {

609 if (nflag) {

610 rc = list_mechlist_for_all(vflag);
611 } else if (pflag)

612 rc = list_policy_for_all();

613 } else if (vflag) {

614 rc = list_sinmple_for_all(vflag);
615 }

616 } else if (prov->cp_type == METASLOT) {

617 if ((!nflag) & (!vflag) && (!'pflag)) {
618 /* no flag is specified, just list nmetaslot status */
619 rc = list_metaslot_info(nflag, vflag, mecharglist);
620 } elseif (nflag || vflag) {
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621
622
623
624
625
626
627
628
629
630
631
632
633
634

636
637
638
639
637
640
641
642
643
640
641
642
644
645
646
647
645
648
649
650
648
651
652
653
654
655
656
657
658
659
657
660
661
662
663
664
661
662
665
666
667
668
669
670
671
672
673
674
675
676
677

= list_metaslot_info(nflag, vflag, nmecharglist);

rc
} else if (pflag)

rc = list_metaslot_policy();

/* error message */
usage()
rc = ERRCR USAGE;

}
} elseif (prov >cp_type == PROV_BADNAME) {
(
RROR USAGE;

gto
} else { /* do the listing for a provider only */

*provnane = prov->cp_nane;

if (nflag || vflag) {
if (vfl

ag)
(void) printf(gettext("Provider: %\n"),
provnane) ;
prov->cp_nane) ;
switch (prov- >cp type)
case PROV_UEF
rc =Ti st_rrechl ist_for_lib(provnane,

mecharglist, NULL, B_FALSE, vflag, nflag);

rc = list_mechlist_for_lib(prov->cp_nane,
mecharglist, NULL, B_FALSE,
vflag, nflag);
br eak;
case PROV_KEF_SOFT:
rc = list_mechlist_for_soft(provnang,
NULL, “NULL) ;
rc = list_mechlist_for_soft(prov->cp_nane);
br eak;
case PROV_KEF_HARD:
rc = list_mechlist_for_hard(provnane);
rc = list_mechlist_for_hard(prov->cp_nane);
br eak;
default: /* should not come here */
rc = FAILURE;
break;

} else |% (pflag) {

swi tch (prov- >cp type) {
case PROV_ UEF

rc = Ilst _policy_for_lib(provnane);
rc = list_policy_for_lib(prov->cp_ nane);
br eak;

case PROV_KEF_SOFT:
i (getzonel d() == GLOBAL_ZONEID) {

rc = list_policy_for_soft(provnane,
NULL, NULL);

rc = list_policy_for_soft(
prov->cp_nane) ;

} else {

/*

* TRANSLATI ON_NOTE

* "global" is keyword and not to

* be transl ated.
*/

cryptoerror(LOG STDERR, gettext(
po icy information for Kkernel
"providers is available "
"in the % zone only"),
rc = FAI LURE;

br eak;

"gl obal ");
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678
679
680
681
679
682
683
684
685
686
687
688
689
690
691
692
693

695
696
697
698
699
700
701
702
703
704
705

707
708
709

711
712
713
714

717
718
716
719
720
721

723
724
725

727
728
729
730

732
733
734
735
736
737
738
739

741

out:
if (prov
if (mech

return (

/*

* The top |evel
* The top |evel
*

/

static int

case PROV_KEF_HARD:
if (getzonel d() == GLOBAL_ZONEID) {
rc = list_policy_for_hard(

provname, NULL, NULL, NULL);

prov->cp_nane);
} else {
/*

* TRANSLATI ON_NOTE

* "global" is keyword and not to

* be transl ated.

*/

cryptoerror(L(IB STDERR, gettext(
pol icy information for kernel

"providers is available "
"gl obal "

"In the % zone only"),
rc = FAI LURE;
}

br eak;

default: /* should not come here */
rc = FAI LURE;
br eak;

} else {
/* error message */
usage();
rc = ERROR_USAGE;

I'= NULL)
free(prov);

arglist !'= NULL)
free_nechlist(necharglist);
re);

function for the "cryptoadm di sabl e" subconmmand.
function for the di sabl e subcommand.

do_di sabl e(int argc, char **argv)
722 {

crypt oad
int
bool ean

if ((arg

}

prov = g
i1 f (prov

}
if (prov-

}
if ((rc

t aut o_key_m g’rat e flag =

m provi der _t *prov = NULL;
rc = SUCCESS;

B_FALSE;
C < 3) Il (arge > 5)) {

return (ERRO? USAGE) ;

et _provider(argc, argv);

== NULL) {

usage();

return (ERROR_USACE);

>cp_type == PROV_BADNAME) {

return (FA LU ) ;

= process_feature_operands(argc, argv)) != SUCCESS)

)
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742
743

745
746
747
748
749
750
751
752
753
754
755
756
757
758
759

761
762
763
764
765
766
767
768
769
770
771
772
773
774
775
776
777
778
779
780
781
782
783
784
785
786
787
788
789
790
791
792
793
794
795
796
797
798
799
800
801
802
803
804
805
806
807

goto out;

}

*

* |f allflag or rndflag has already been set there is no reason to
* process nech=
*/

if (prov->cp_type == METASLOT) {
if ((argc > 3) &&
(rc = process_net asl ot _operands(argc, argv,
NULL, NULL, NULL, &auto_key mgrate_flag)) != SUCCESS) {
usa e()
return (rc);

}
} elseif (lallflag & !rndflag &&
(rc = process_nech_operands(argc, argv, B FALSE)) != SUCCESS) {
return (rc);

}

switch (prov->cp_type) {
case NETASLOT
rc = disabl e_nmetasl ot (mecharglist, allflag,
auto_key_mgrate_flag);
br eak;
case PROV_UEF_LI B:
rc = disable_uef_lib(prov->cp_nane, rndflag, allflag,
nmecharglist);
br eak;
case PROV_KEF_SOFT:
i (rndflag && lallflag) {
if ((mecharglist = create_mech(RANDOM)) == NULL) {
rc = FA LURE;
br eak;

}

}
1f (getzoneid() == GLOBAL_ZONEID) {
rc = di sable kef software(prov >cp_nane, rndflag,
al | flag, necharglist);
} else {
/*
* TRANSLATI ON_NOTE
* "disable" could be either a literal keyword
* and hence not to be translated, or a verb and
* translatable. A choice was nade to viewit as
* aliteral keyword. "global" is keyword and not
*/to be transl ated.
*
cryptoerror (LOG STDERR, gettext("%$s for kernel
"providers is supported in the %$s zone only"),
"di sabl e", "global");
rc = FAI LURE;

br eak;
case PROV_KEF_HARD:
if (rndflag & 'allflag) {
if ((mecharglist = create_mech(RANDOM)) == NULL) {
rc = FAILURE;
br eak;

}

}
1f (getzoneid() == GLOBAL_ZONEID) {
rc = di sabl e_kef _hardwar e(prov->cp_nane, rndflag,
al |l flag, necharglist);
} else {
/*

* TRANSLATI ON_NOTE
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808
809
810
811
812
813
814
815
816
817
818
819
820
821
822
823

825
826
827
828
829
830
831

834
835
833
836
837
838

840
841
842
843
844
841

846
847
848
849

851
852
853
854
855
856
857
858
859
860
861
862
863

866
867
868
869
870
871

* "disable" could be either a literal keyword
* and hence not to be translated, or a verb and
* translatable. A choice was nade to viewit as
* aliteral keyword. "global" is keyword and not
* to be transl ated.
*

/

cryptoerror (LOG STDERR, gettext("%$s for kernel
"providers is supported in the %2%$s zone only"),
"di sabl e", "gl obal")

rc = FAILURE;

br eak;
default: /* should not conme here */
rc = FAI LURE;

break;
}
out:
free(prov);
if (mecharglist !'= NULL) {
free_nmechlist(mecharglist);
return (rc);
}
/*

* The top level function for the "cryptoadm enabl e" subcommand.
* The top level function fo the enabl e subconmmand.
*/

static int
do_enabl e(int argc, char **argv)
crypt oadm provi der _t *prov = NULL;
int rc = SUCCESS;
char *alt_token = NULL, *alt_slot = NULL;
bool ean_t use_default = B_FALSE;
bool ean_t auto_key_mgrate_flag = B_FALSE;

bool ean_t use_default = B_FALSE, auto_key_nigrate_flag = B_FALSE;

if ((argc < 3) || (argc > 6)) {
usage();
) return ( ERROR_USAGE);

prov = get_provider(argc, argv);
i f (prov == NULL) {

usage();

return (ERRCR USAGE) ;

}

if ((prov->cp_type != METASLOT) && (argc != 4)) {
usage();
return (ERRCR USAGE) ;

}

if (prov->cp_type == PROV_BADNAME) {
rc = FAILURE;
goto out;

if (prov->cp_type == METASLOT) {
if ((rc = process_netasl ot _operands(argc, argv, &alt_token,
&alt_slot, &use_default, &auto_key_nmigrate_flag))
1= SUCCESS) {
usage();
goto out;
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872
873
874
875
876
877
878
879
880
881

883
884
885
886
887
888
889
890
891
892

894
895
896
897
898
899
900
901
902
903
904
905
906
907
908
909
910
911
912
913
914
915
916
917
918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937

out :

}

1f ((alt_slot || alt_token) && use_default) {
usage() ;
rc = FAILURE;
goto out;

} else {

if ((rc = process_feature_operands(argc, argv)) != SUCCESS) {
goto out;

}

*

* |f allflag or rndflag has already been set there is
* no reason to process nmech=
*
/
if (lallflag & !'rndflag &&
rc = process_nech_operands(argc, argv, B _FALSE))
I = SUCCESS) {
goto out;

}

switch (prov->cp_type) {
case METASLOT:
rc = enabl e_netasl ot (alt_token, alt_slot, use_default,
nmecharglist, allflag, auto_key_migrate_flag);
br eak;
case PROV_UEF LIB:
rc = enabl e_uef _|ib(prov->cp_nanme, rndflag, allflag,
mecharglist);
br eak;
case PROV_KEF SOFT:
case PROV_KEF_HARD:
if (rndflag & 'allflag) {
if ((mecharglist = create_mech(RANDOM)) == NULL) {
rc = FAILURE;
br eak;

}

}
1f (getzoneid() == GLOBAL_ZONEID) {
rc = enabl e_kef (prov->cp_nane, rndflag, allflag,
necharglist);
} else {
/*
* TRANSLATI ON_NOTE
* "enabl e" could be either a literal keyword
* and hence not to be translated, or a verb and
* translatable. A choice was nade to viewit as
* a literal keyword.
*/to be transl ated.
*
cryptoerror (LOG STDERR, gettext("%$s for kernel
"providers is supported in the %2%s zone only"),
"enabl e", "global");
rc = FAI LURE;

"global" is keyword and not

}
br eak;
default: /* should not come here */
rc = FAI LURE;
br eak;

}

free(prov);

if (mecharglist !'= NULL) {
free_nechlist(necharglist);

}
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938 if (alt_token !'= NULL) {

939 free(alt_token);

940 }

941 if (alt_slot !'= NULL)

942 free(alt_slot);

943

944 return (rc);

945 }

949 [ *

950 * The top level function for the "cryptoadminstall" subcommand.

947 * The top level function fo the install subconmand.

951 */

952 static int

953 do_install (int argc, char **argv)

954 {

955 crypt oadm provi der _t *prov = NULL;

956 int rc;

958 if (argc < 3) {

959 usage();

960 return ( ERROR_USAGE);

961 }

963 prov = get_provider(argc, argv);

964 if (prov == NULL ||

965 prov; >cp_type == PROV_BADNAME || prov->cp_type == PROV_KEF_HARD)
966 *

967 * TRANSLATI ON_NOTE

968 * "install" could be either a literal keyword and hence
969 * not to be translated, or a verb and translatable. A
970 * choice was made to viewit as a literal keyword.

971 */

972 cryptoerror (LOG STDERR,

973 gettext("bad provider nanme for %."), "install");
974 rc = FAI LURE;

975 goto out;

976 1

978 if (prov->cp_type == PROV_UEF_LIB) {

979 rc = install _uef_lib(prov->cp_nane);

980 goto out;

981

983 /* 1t is the PROV_KEF_SOFT type now */

985 /* check if there are mechani sm operands */

986 if (argc < 4) {

987 /*

988 * TRANSLATI ON_NOTE

989 * "mechani sm could be either a literal keyword and hence
990 * not to be translated, or a descriptive word and

991 * translatable. A choice was nade to viewit as a literal
992 * keyword.

993 */

994 cryptoerror (LOG STDERR,

995 gettext("need % operands for installing a"

996 kernel software provider."), "mechanisni);

997 rc = ERROR_USAGE;

998 goto out;

999 }

1001 if ((rc = process_nech_operands(argc, argv, B FALSE)) != SUCCESS) {
1002 goto out;
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1003 } 1068 if (prov->cp_type == PROV_UEF_LI B)
1069 rc = uninstall _uef_|ib(prov->cp_nane);
1005 if (allflag == B_TRUE) {
1006 /* 1071 } else if (prov->cp_ type == PROV_KEF_SOFT) {
1007 * TRANSLATI ON_NOTE 1072 if (getzoneid() = GLGBAL _ZONEI D)
1008 * "all", "mechanisn, and "install" are all keywords and 1073 /* unl oad and renove from kcf.conf */
1009 * not to be translated. 1074 rc = uninstall_kef (prov->cp_nane);
1010 */ 1075 } else {
1011 cryptoerror (LOG STDERR, 1076 /*
1012 gettext("can not use the %4$s keyword for 9%@2%s " 1077 * TRANSLATI ON_NOTE
1013 "in the 98%$s subcommand."), "all", "mechanisn, "install"); 1078 * "uninstall" could be either a literal keyword and
1014 rc = ERROR_USAGE; 1079 * hence not to be translated, or a verb and
1015 goto out; 1080 * translatable. A choice was nade to viewit as a
1016 } 1081 * literal keyword. "global" is keyword and not to
1082 * be transl ated.
1018 if (getzoneid() == GLOBAL_ZONEID) { 1083 */
1019 rc = |nst aII _kef (prov->cp_nane, necharglist); 1084 cryptoerror (LOG STDERR, gettext("%$s for kernel "
1020 } else { 1085 "providers is supported in the %$s zone only"),
1021 /* 1086 "uninstall", "global");
1022 * TRANSLATI ON_NOTE 1087 rc = FAI LURE;
1023 * "install" could be either a literal keyword and hence 1088 }
1024 * not to be translated, or a verb and translatable. A 1089 }
1025 * choice was nade to viewit as a literal keyword.
1026 * "global" is keyword and not to be transl ated. 1091 free(prov);
1027 */ 1092 return (rc);
1028 cryptoerror (LOG STDERR, gettext("%i$s for kernel providers " 1093 }
1029 "is supported in the 9%2%s zone only"), "install", "global");
1030 rc = FAILURE;
1031 } 1096 /*
1032 out: 1097 * The top level function for the "cryptoadm unl oad" subcommand.
1033 free(prov); 1092 * The top level function for the unload subcommand.
1034 return (rc); 1098 */
1035 } 1099 static int
1100 do_unl oad(int argc, char **argv)
1101 {
1102 crypt oadm provi der _t *prov = NULL;
1039 /* 1103 entry_t *pent = NULL;
1040 * The top level function for the "cryptoadm uninstall" subconmand. 1104 bool ean_t in_kernel = B _FALSE;
1037 * The top level function for the uninstall subconmand. 1098 entry_t *pent;
1041 */ 1099 bool ean_t is_active;
1042 static int 1105 int re = = SUCCESS;
1043 do_uninstall (int argc, char **argv) 1106 char *provname = NULL;
1044 {
1045 crypt oadm pr ovi der _t *prov = NULL; 1108 if (argc !'= 3) {
1046 int rc = SUCCESS; 1109 usage();
1110 return (ERROR_USAGE);
1048 if (argc !'= 3) { 1111 }
1049 usage();
1050 return (ERRCR USAGE) ; 1113 /* check if it is a kernel software provider */
1051 } 1114 prov = get_provider(argc, argv);
1115 if (prov == NULL)
1053 prov = get_provider(argc, argv); 1116 crypt oerror(LOG STDERR,
1054 1f (prov == NULL || 1117 gettext("unable to determ ne provider nane."));
1055 prov->cp_type == PROV_BADNAME || prov->cp_type == PROV_KEF_HARD) { 1118 goto out;
1056 I* 1119 }
1057 * TRANSLATI ON_NOTE 1120 provname = prov->cp_nane;
1058 * "uninstall" could be either a literal keyword and hence 1121 1f (prov->cp_type I= PROJ KEF_SOFT) {
1059 * not to be translated, or a verb and translatable. A 1122 cryptoerror (LOG STDERR,
1060 * choice was made to viewit as a literal keyword. 1123 gettext ("% is not a valid kernel software provider."),
1061 */ 1124 provnane) ;
1062 cryptoerror (LOG STDERR, 1117 prov->cp_nane) ;
1063 gettext("bad provider name for %."), "uninstall"); 1125 rc = FAILURE;
1064 free(prov); 1126 goto out;
1065 return (FAILURE); 1127 }
1066 1
1129 if (getzoneid() != GLOBAL_ZONEID) {
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1130 1= 1181 free_entry(pent);
1131 * TRANSLATI ON_NOTE 1182 return (rc);
1132 * "unl oad" could be either a literal keyword and hence 1183 }
1133 * not to be translated, or a verb and translatable.
1134 * A choice was made to view it as a literal keyword.
1135 * "global" is keyword and not to be transl ated.
1136 */ 1187 /*
1137 crypt oerror (LOG_STDERR, gettext("%$s for ker nel providers " 1188 * The top level function for the "cryptoadmrefresh" subcommand.
1138 "is supported in the 9%2%$s zone only"), "unload", "global"); 1172 * The top level function for the refresh subcommand.
1139 rc = FAILURE; 1189 */
1140 goto out; 1190 static int
1141 } 1191 do_refresh(int argc)

1192
1143 if (check_kernel _for_soft(provnane, NULL, & n_kernel) == FAILURE) { 1193 if (argc !'=2) {
1144 crypt odebug("internal error"); 1194 usage();
1145 rc = FAI LURE; 1195 return (ERROR_USACGE);
1146 goto out; 1196 }
1147 } else if (in_kernel == B FALSE) {
1136 /* Check if it is in the kcf.conf file first */ 1198 if (getzoneid() == GLOBAL_ZONEID) {
1137 if ((pent = getent_kef(prov->cp_nane)) == NULL) { 1199 return (refresh());
1148 cryptoerror (LOG STDERR, 1200 } else { /* non-global zone */
1149 gettext("provider % is not |oaded or does not exist."), 1201 /*
1150 provnane) ; 1202 * Note: in non-global zone, this nust silently return SUCCESS
1139 gettext("provider % does not exist."), prov->cp_nane); 1203 * due to integration with SMF, for "svcadmrefresh cryptosvc"
1151 rc = FAI LURE; 1204 *
1152 goto out; 1186 if (getzoneid() != GLOBAL_ZONEI D)
1153 } 1205 return ( SUCCESS);
1143 free_entry(pent); 1206 }
1155 /* Get kcf.conf entry. |f none, build a new entry */ 1189 return (refresh());
1156 if ((pent get ent _kef (provnanme, NULL, NULL)) == NULL) { 1207 }
1157 if ((pent = create_entry(provnane)) == NULL) {
1158 cryptoerror (LOG STDERR, gettext("out of menory."));
1145 /* If it is unloaded already, return */ 1210 /*
1146 if (check_active_for_soft(prov->cp_nane, & s_active) == FAILURE) { 1211 * The top level function for the "cryptoadm start" subconmand.
1147 crypt odebug("internal error"); 1194 * The top level function for the start subcommand.
1148 cryptoerror (LOG STDERR, 1212 */
1149 gettext("failed to unload %."), prov->cp_nane); 1213 static int
1159 rc = FAI LURE; 1214 do_start(int argc)
1160 goto out; 1215 {
1161 } 1216 int ret;
1162 }

1218 if (argc !'=2) {
1164 /* 1f it is unloaded already, return */ 1219 usage();
1165 if (!pent->load) { /* unloaded already */ 1220 return (ERRO? USACE) ;
1166 cryptoerror (LOG STDERR, 1221 }
1167 gettext("failed to unload %."), provnane);
1168 rc = FAI LURE; 1223 ret = do_refresh(argc);
1154 if (is_active == B_FALSE) { /* unloaded already */ 1224 if (ret != SUCCESS)
1155 rc = SUCCESS; 1225 return (ret);
1169 goto out;
1170 } else if (unl oad kef _soft(provname) != FAILURE) { 1227 return (start_daenon());
1171 /* Mark as unloaded in kcf.conf */ 1228 }
1172 pent - >l oad = B_FALSE;
1173 rc = updat e_kcf conf (pent, MODI FY_MODE) ; 1230 /*
1174 } else { 1231 * The top level function for the "cryptoadm stop" subconmand.
1157 } else if (unload_kef_soft(prov->cp_name, B_TRUE) == FAILURE) { 1214 * The top level function for the stop subcommand.
1175 cryptoerror (LOG _STDERR, 1232 */
1176 gettext("failed to unload %."), provnane); 1233 static int
1159 gettext("failed to unload ¥%."), prov->cp_nane); 1234 do_stop(int argc)
1177 rc = FAI LURE; 1235 {
1161 } else { 1236 if (argc !'=2) {
1162 rc = SUCCESS; 1237 usage();
1178 } 1238 return (ERRCR USAGE) ;
1179 out: 1239 }
1180 free(prov);
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1241 return (stop_daenon()); 1291 entrylist_t *psoftlist_conf = NULL;
1242 } 1276 /* use kcf.conf for kernel software providers in global zone */
1277 pdevlist_conf = NULL;
1278 psoftlist_conf = NULL;
1246 /* 1293 if (get_soft_list(&softlist_kernel) == FAILURE) {
1247 * Print a | | st all the the providers. 1294 cryptoerror (LOG ERR, gettext("Failed to retrieve the "
1248 * Called f "cryptoadmlist" or "cryptoadmlist -v" (no -mor -p). 1295 "software provider |list fromkernel."));
1230 * List all the provi ders. 1296 rc = FAI LURE;
1249 */ 1297 } else {
1250 static int 1298 sl _soft_count = psoftlist_kernel ->sl_soft_count;
1251 list_sinmple_for_all (bool ean_t verbose) 1280 if (get_kcfconf_info(&devlist_conf, &psoftlist_conf) !=
1252 { 1281 SUCCESS)
1253 uentrylist_t *pliblist = NULL; 1282 crypt oerror (LOG _STDERR,
1254 uentrylist_t *plibptr = NULL; 1283 gettext (" failed to retrieve the "
1255 entry_t *pent = NULL; 1284 "list of kernel software providers.\n"));
1235 uentrylist_t *pliblist; 1285 rs = FAI LURE;
1236 uentrylist_t *plibptr; 1286 }
1237 entrylist_t *pdevl i st _conf;
1238 entrylist_t *psoftlist_conf; 1300 if (get_kcfconf_info(&pdevlist_conf, &psoftlist_conf)
1239 entrylist_t *pdevl i st_zone; 1288 ptr = psoftlist_conf;
1240 entrylist_t *psoftlist_zone; 1289 while (ptr !'= NULL)
1241 entrylist_t *ptr; 1290 if (check_active_ for_soft(ptr->pent->nane, & s_active)
1256 crypto_ get _dev_list t *pdevlist_kernel = NULL; 1301 == FAI LURE)
1257 int rc = SUCCESS; 1302 cryptoerror(LOG ERR,
1243 bool ean_t is_active; 1303 "failed to retrieve the providers’
1244 int ru = SUCCESS; 1304 “"information fromfile kcf.conf - %s.",
1245 int rs = SUCCESS; 1305 PATH_KCF_CONF) ;
1246 int rd = SUCCESS; 1306 free( psoftl i st_ker nel );
1258 int i; 1307 rc = FAI LURE;
1308 } else {
1260 /* get user-|evel provi ders */ 1292 rs = FAI LURE;
1261 (void) printf(gettext("\nUser-level providers:\n")); 1293 cryptoerror(LOG STDERR, gettext("failed to "
1262 if (get_pkcsllconf_info(&pliblist) != SUCCESS) { 1294 "get the state of a kernel software "
1263 crypt oerror (LOG STDERR, gettext( 1295 "providers.\n"));
1264 "failed to retrieve the |ist of user-level providers.")); 1296 br eak;
1265 rc = FAI LURE; 1297 }
1254 ru = FAI LURE;
1266 } 1310 for (i =0,
1311 psof t name = psoftlist_kernel->sl _soft_nanes;
1268 for (plibptr = pli bl ist; plibptr !'= NULL; plibptr = plibptr->next) { 1312 I < sl_soft_count;
1256 plibptr = pliblist 1313 ++i, psoftname += strlen(psoftnanme) + 1) {
1257 while (plibptr != NULL) { 1314 pent = getent_kef (psoftnane,
1269 if (strenp(plibptr->puent->name, METASLOT_KEYWORD) != 0) { 1315 pdevlist_conf, psoftlist_conf);
1270 (void) printf(gettext(" Provi der: s\ n"), 1316 (void) pri ntf("\t%l’/s\ n", psoftnama
1271 pl i bptr->puent - >nane) ; 1317 (pent == NULL) || (pent—>| oad) ?
1272 if (verbose) { 1318 : gettext(" (inactive)"));
1273 (void) list_mechlist_for_lib( 1299 (void) printf(" \t%; ptr->pent - >nane) ;
1274 pli bptr->puent - >nanme, necharglist, NULL, 1300 if (is_active == B FALSE) {
1275 B_FALSE, verbose, B FALSE) 1301 (void) printf(gettext(" (inactive)\n"));
1276 (void) printf("\n"); 1302 } else {
1277 } 1303 (void) printf("\n");
1278 } 1319 }
1268 plibptr = plibptr->next; 1320 free_entrylist(pdevlist_conf);
1279 } 1321 free_entrylist(psoftlist_conf);
1280 free_uentrylist(pliblist); 1305 ptr = ptr->next;
1322
1282 /* get kernel software providers */ 1323 free(psoftlist_kernel);
1283 (void) printf(gettext("\nKernel software providers:\n")); 1324 }
1285 if (getzoneid() == GLOBAL_ZONEID) { 1308 free_entrylist(pdevlist_conf);
1286 /* get kernel software providers fromkernel ioctl */ 1309 free_entrylist(psoftlist_conf);
1287 crypto_get_soft_list_t *psoftlist_kernel = NULL; 1326 } else {
1288 uint _t sl _soft _count; 1327 /* kcf.conf not there in non-global zone, use /dev/cryptoadm */
1289 char *psof t nane; 1328 entrylist_t *pdevl i st _zone = NULL;

1290 entrylist_t *pdevlist_conf = NULL; 1329 entrylist_t *psoftlist_zone = NULL;
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1330 entrylist_t *ptr; 1368 entrylist_t *pdevl i st_zone;
1312 pdevlist_zone = NULL; 1369 entrylist_t *psoftlist_zone;
1313 psoftlist_zone = NULL; 1370 entrylist_t *ptr;
1371 nmechlist_t *pmechl i st;
1332 if (get_adm ndev_info(&pdevlist_zone, &psoftlist_zone) != 1372 bool ean_t is_active;
1333 SUCCESS) { 1382 char pr ovnanme[ MAXNAVELEN] ;
1334 cryptoerror (LOG STDERR, 1383 char devname[ MAXNAMVELEN] ;
1335 gettext("failed to retrieve the " 1384 int inst_num
1336 "list of kernel software providers.\n")); 1385 int count;
1337 rc = FAI LURE; 1386 int i;
1320 rs = FAI LURE; 1387 int rv;
1338 } 1388 int rc = SUCCESS;
1340 ptr = psoftlist_zone; 1390 /* get user-level providers */
1341 while (ptr != NULL) { 1391 (void) printf(gettext("\nUser-level providers:\n"));
1342 (void) printf("\t%\n", ptr->pent->nane); 1392 /*
1343 ptr = ptr->next; 1393 * TRANSLATI ON_NOTE
1344 } 1394 * Strictly for appearance’s sake, this |line should be as |ong as
1395 * the length of the translated text above.
1346 free_entrylist(pdevlist_zone); 1396 */
1347 free_entrylist(psoftlist_zone); 1397 (void) printf(gettext(" \n"))
1348 } 1398 if (get_pkcsllconf_info(&pliblist) != SUOCESS)
1399 cryptoerror(LOG STDERR, gettext (" falled to retrieve "
1350 /* get kernel hardware providers */ 1400 "the list of user-level providers.\n"));
1351 (void) printf(gettext("\nKernel hardware providers:\n")); 1401 rc = FAI LURE;
1352 if (get_dev_list(&devlist_kernel) == FAILURE) { 1402 }
1353 cryptoerror (LOG STDERR, gettext("failed to retrieve "
1354 "the list of kernel hardware providers.\n")); 1404 plibptr = pliblist;
1355) rc = FAI LURE; 1405 while (plibptr !'= NULL)
1338 rd = FAI LURE; 1406 /* skip metaslot entry */
1356 } else { 1407 if (strenp(plibptr->puent->name, METASLOT KEYWRD) 1=0) {
1357 for (i = 0; i < pdevlist_kernel->dl _dev_count; i++) { 1408 (void) printf(gettext(" {nProvi derT %\n" ),
1358 (v0| d) printf("\ tus/ %\ n", 1409 pI i bptr->puent - >nane) ;
1359 pdevl i st _kernel - >dI devs[ i].le_dev_nane, 1410 rv = list_mechlist_for_li b(pl i bptr - >puent - >nane,
1360 pdevl i st _kernel ->dl _devs[i].le_dev_instance); 1411 mecharglist, NULL, B _FALSE, verbose, B TRUE);
1361 } 1412 if (rv == FAILURE) {
1362 } 1413 rc = FAI LURE;
1363 free(pdevlist_kernel); 1414 }
1415 }
1365 return (rc); 1416 plibptr = plibptr->next;
1348 if (ru== FAl LURE || rs == FAILURE || rd == FAILURE) { 1417
1349 return (FAI LURE); 1418 free_uentrylist(pliblist);
1350 } else {
1351 return ( SUCCESS); 1420 /* get kernel software providers */
1352 ) } 1421 (void) printf(gettext("\nKernel software providers:\n"));
1366
1423 /*
1424 * TRANSLATI ON_NOTE
1425 * Strictly for appearance’s sake, this line should be as |ong as
1370 /* 1426 * the length of the translated text above.
1371 * List all the providers. And for each provider, list the nmechani sm i st. 1427 */
1372 * Called for "cryptoadmlist -nm' or "cryptoadm list -m" . 1428 (void) pri ntf(gettext( \n"));
1373 */ 1429 if (getzoneid() == GLOBAL_ZONEID) {
1374 static int 1430 /* get kernel software providers fromkernel ioctl */
1375 list_mechlist_for_all (bool ean_t verbose) 1431 crypto_get_soft_list_t *psoftlist_kernel = NULL;
1376 { 1432 uint_t sl _soft_count;
1377 crypto_get _dev_list_t *pdevl i st _kernel = NULL; 1433 char *psof t nane;
1378 uentrylist_t *pliblist = NULL; 1434 int i;
1379 uentrylist_t *plibptr = NULL; 1435 entrylist_t *pdevlist_conf = NULL;
1380 entry_t *pent = NULL; 1436 entrylist_t *psoftlist_conf = NULL,;
1381 mechlist_t *prmechl i st = NULL; 1420 /* use kcf.conf for kernel software providers in global zone */
1363 crypto_get _dev_list_t *pdevl i st _kernel ; 1421 pdevlist_conf = NULL;
1364 uentrylist_t *pliblist; 1422 psoftlist_conf = NULL;
1365 uentrylist_t *plibptr;
1366 entrylist_t *pdevl i st _conf; 1438 if (get_soft_list(&softlist_kernel) == FAILURE) {
1367 entrylist_t *psoftlist_conf; 1439 cryptoerror(LOG ERR, gettext("Failed to retrieve the "
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1440
1441
1424
1425
1426
1427
1428
1442
1443

1445
1446
1447
1448
1449
1450
1451
1452
1453

1455
1456
1457
1458
1459
1460
1461
1462
1431
1432
1433
1434
1435
1436
1437
1463
1464
1465
1466
1467
1468
1442
1443
1444
1469
1446
1447
1448
1449
1450
1451
1470
1453
1454

1472
1473
1474

1476
1477
1478
1479
1480
1460
1461

"software provider |list fromkernel."));
return (FAI LURE);
if (get_kcfconf_info(&pdevlist_conf, &psoftlist_conf) !=
SUCCESS)
cryptoerror(LG} STDERR, gettext("failed to retrieve "
"the list of kernel software providers.\n"));
rc = FAI LURE;

}
sl _soft_count = psoftlist_kernel->sl_soft_count;

if (get_kcfconf_info(&devlist_conf, &psoftlist_conf)
== FAI LURE)
cryptoerror (LOG ERR,
"failed to retrieve the providers’
"information fromfile kcf.conf - %.",
_PATH_KCF_CONF) ;
free(psoftlist_kernel);
return (FAILURE);
}

for (i =0, psoftname = psoftlist_kernel->sl_soft_nanes;
i < sl_soft_count;
++i, psoftname += strlen(psoftnane) + 1)
pent = getent_kef (psoftnanme, pdevlist_conf,
psoftlist_conf);
if ((pent == NULL) || (pent->load))
rv = list_mechlist_for_soft(psoftnang,
NULL, NULL);
ptr = psoftlist_conf;
while (ptr !'= NULL)
if (check_active_for_soft(ptr->pent->nane, & s_active)
== SUCCESS)
if (is_active) {
rv = |list_mechlist_for_soft(
ptr->pent - >nane) ;
if (rv == FAILURE) {
rc = FAl LURE;

} else {
(void) printf(gettext("%: (inactive)\n"),
psof t nane) ;
(void) printf(gettext(

"%: (inactive)\n"),
ptr->pent - >nane) ;

}

} else {

/* shoul d not happen */
(void) printf(gettext(
"Us: failed to get the mechanismlist.\n"),
ptr->pent->nane);
rc = FAI LURE
}

}

free(psoftlist_kernel);
free_entrylist(pdevlist_conf);
free_entrylist(psoftlist_conf);

ptr = ptr->next;

/* kcf.conf not there in non-global zone, use /dev/cryptoadm */

entrylist_t *pdevl i st _zone = NULL;
entrylist_t *psoftlist_zone = NULL;
entrylist_t *ptr;

pdevlist_zone = NULL;
psoftlist_zone = NULL;
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1482
1483
1484
1485
1486
1487

1489
1490
1491
1470
1471
1472
1492
1493
1494
1495
1496
1497
1479
1498

1500
1501
1502

1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516

1518
1519
1520
1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538 }

1541 /*
1542 *

if (get_adm ndev_info(&pdevlist_zone, &psoftlist_zone) !=
SUCCESS) {
cryptoerror (LOG STDERR, gettext("failed to retrieve "
"the list of kernel software providers.\n"));
rc = FAILURE

}

for (ptr = psoftllst zone; ptr !'= NULL; ptr = ptr->next) {
rv = list nechllst _for_soft(ptr->pent->name,
pdevl i'st_zone, psoftlist_zone);
ptr = psoftlist_zone;
Wnlle (ptr !'= NOLL)
rv = |ist_mechlist_for_soft(ptr->pent->nane);
if (rv == FAI LURE)
(v0|d) prlntf(gettext(
®: failed to get the nechanismlist.\n"),
ptr >pent >nane) ;
rc = FAI LURE

}
ptr = ptr->next;

}

free_entrylist(pdevlist_zone);
free_entrylist(psoftlist_zone);

}

/* Get kernel hardware providers and their mechanismlists */
(void) printf(gettext("\nKernel hardware providers:\n"));

/*

* TRANSLATI ON_NOTE

* Strictly for appearance’s sake, this line should be as |long as
* the length of the translated text above.

*/

id) printf(gettext(" \n"));
(get_dev_list(&devlist_kernel) != SUCCESS)
cryptoerror (LOG STDERR, gettext("failed to retrieve "
"the list of hardware providers.\n"));
return (FAILURE);

(vo
if

}

for (i =0; i < pdevlist_kernel->dl _dev_count; i++) {
(void) strlcpy(devnane,
pdevlist_kernel ->dl _devs[i].|e_dev_name, MAXNAMELEN);
inst_num = pdevlist_kernel ->dl devs[ il le dev_inst ance;
count = pdevlist_kernel ->dl _devs[i].|e_nmechani sm count;
(void) snprintf(provname, sizeof (provnane), "9%s/%", devnane,
inst_num;
if (get _dev)_i ?f o(devnane, inst_num count, &pnechlist) ==
S

(void) filter_mechlist(&mechlist, RANDOM ;
print_mechlist(provnanme, pnechlist);
free_nechlist(pmechlist);
} else {
(void) printf(gettext("%: failed to get the mechanisnf
" list.\n"), provnane);
rc = FAI LURE

}

}
free(pdevlist_kernel);
return (rc);

List all the providers. And for each provider, list the policy information.

18
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1543 * Called for "cryptoadmlist -p". 1598 if (getzoneid() == GLOBAL_ZONEI D)
1544 */ 1599 /* get kernel software providers fromkernel ioctl */
1545 static int 1600 crypto_get_soft_list_t *psoftlist_kernel = NULL;
1546 |ist_policy_for_all(void) 1601 uint_t sl _soft_count;
1547 { 1602 char *psof t nane;
1548 crypto_get _dev_list_t *pdevl i st _kernel = NULL; 1603 int i;
1549 uentrylist_t *pliblist = NULL; 1580 /* use kcf.conf for kernel software providers in global zone */
1550 entrylist_t *pdevlist_conf = NULL; 1581 psoftlist_conf = NULL;
1551 entrylist_t *psoftlist_conf = NULL;
1552 entrylist_t *ptr = NULL; 1605 if (get_soft_list(&softlist_kernel) == FAILURE) {
1553 entrylist_t *phead = NULL; 1606 cryptoerror(LOG ERR, gettext("Failed to retrieve the "
1554 bool ean_t found = B _FALSE; 1607 "software provider list fromkernel."));
1529 crypto_get_dev_list_t *pdevl i st_kernel; 1608 rc = FAl LURE;
1530 uentrylist_t *pliblist; 1609 } else {
1531 uentrylist_t *plibptr; 1610 sl _soft_count = psoftlist_kernel ->sl_soft_count;
1532 entrylist_t *pdevl i st _conf; 1583 if (get_kcfconf_info(&devlist_conf, &psoftlist_conf) ==
1533 entrylist_t *psoftlist_conf; 1584 FAI LURE)
1534 entrylist_t *ptr; 1585 cryptoerror (LOG STDERR, gettext (
1535 entrylist_t *phead; 1586 "failed to retrieve the list of kernel
1536 bool ean_t f ound; 1587 "providers.\n"));
1555 char provnanme[ MAXNAMELEN] ; 1588 return (FAILURE);
1556 int [N 1589 }
1557 int rc = SUCCESS;
1612 for (i = 0, psoftnanme = psoftlist_kernel ->sl_soft_nanes;
1559 /* Get user-level providers */ 1613 i < sl_soft_count;
1560 (void) printf(gettext("\nUser-|evel providers:\n")); 1614 ++i, psoftname += strlen(psoftname) + 1) {
1561 /* 1615 (void) list_policy_for_soft(psoftnang,
1562 * TRANSLATI ON_NOTE 1616 pdevlist_conf, psoftlist_conf);
1563 * Strictly for appearance’s sake, this line should be as |ong as 1591 ptr = psoftlist_conf;
1564 * the length of the translated text above. 1592 while (ptr !'= NULL)
1565 */ 1593 (void) list_policy_for_soft(ptr->pent->nane);
1566 (void) printf(gettext(" \n")); 1594 ptr = ptr->next;
1567 if (get_pkcsllconf_info(&pliblist) == FAILURE) { 1617
1568 cryptoerror (LOG STDERR, gettext(“failed to retrieve " 1618 free(psoftlist_kernel);
1569 "the list of user-level providers.\n")); 1619
1570 rc = FAI LURE;
1571 } else { 1597 free_entrylist(psoftlist_conf);
1572 uentrylist_t *plibptr = pliblist; 1621 } else {
1622 /* kcf.conf not there in non-global zone, no policy info */
1553 plibptr = pliblist;
1574 while (plibptr !'= NULL) { 1624 /*
1575 /* skip nmetaslot entry */ 1625 * TRANSLATI ON_NOTE
1576 if (strcnp(plibptr->puent->nane, 1626 * "global" is keyword and not to be transl ated.
1577 METASLOT_KEYWORD) != 0) { 1627 */
1578 if (print_uef_policy(plibptr->puent) 1628 cryptoerror (LOG STDERR, gettext(
1579 == FAILURE) { 1629 "policy information for kernel software providers is "
1580 rc = FAI LURE; 1630 "available in the % zone only"), "global");
1581 } 1631 }
1582 }
1583 plibptr = plibptr->next; 1633 /* Kernel hardware providers */
1584 } 1634 (void) printf(gettext("\nKernel hardware providers:\n"));
1585 free_uentrylist(pliblist); 1635 /*
1586 } 1636 * TRANSLATI ON_NOTE
1637 * Strictly for appearance’s sake, this line should be as |ong as
1588 /* kernel software providers */ 1638 * the length of the translated text above.
1589 (void) printf(gettext("\nKernel software providers:\n")); 1639 *
1590 /* 1640 (void) printf(gettext(" \n"));
1591 * TRANSLATI ON_NOTE
1592 * Strictly for appearance’s sake, this line should be as |ong as 1642 if (getzoneid() != GLOBAL_ZONEID) {
1593 * the length of the translated text above. 1643 /*
1594 */ 1644 * TRANSLATI ON_NOTE
1595 (void) printf(gettext(" \n")); 1645 */”gl obal" is keyword and not to be transl ated.
1646 *
1597 /* Get all entries fromthe kernel */ 1647 cryptoerror (LOG STDERR, gettext(
1577 /* Get all entries fromthe kcf.conf file */ 1648 "policy information for kernel hardware providers is "
1578 pdevlist_conf = NULL; 1649 "available in the % zone only"), "global");
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1650 return (FAI LURE);
1651 1
1653 /* Get the hardware provider list fromkernel */
1654 if (get_dev_list(&devlist_kernel) != SUCCESS) {
1655 cryptoerror (LOG _STDERR, gettext(
1656 "failed to retrieve the list of hardware providers.\n"));
1634 free_entrylist(pdevlist_conf);
1657 return (FAI LURE);
1658 }
1660 if (get_kcfconf_info(&pdevlist_conf, &softlist_conf) == FAI LURE) {
1661 cryptoerror(Lm ERR, "failed to retrieve the providers "
1662 ‘information fromfile kcf.conf - %.",
1663 _PATH_KCF_CONF) ;
1664 return (FAILURE);
1665 }
1668 /*
1669 * For each hardware provider fromkernel, check if it has an entry
1670 * in the config file. |If it has an entry, print out the policy from
1671 * config file and renpve the entry fromthe hardware provider |ist
1672 * of the config file. |If it does not have an entry in the config
1673 * file, no nechanisnms of it have been disabled. But, we still call
1674 * list_policy_for_hard() to account for the "randont feature.
1675 */
1676 for (i = 0; i < pdevlist_kernel->dl _dev_count; i++) {
1677 (void) snprintf(provname, sizeof (pr ovnama) "Us/ %",
1678 pdevl i st_kernel ->dl _devs[i].|e_dev_nane,
1679 pdevl i st _kernel ->dl _devs[i].le_dev_instance);
1681 found = B_FALSE;
1682 phead = ptr = pdevlist_conf;
1683 while (!found && ptr)
1684 if (strcnp(ptr->pent->nanme, provnanme) == 0) {
1685 found = B_TRUE;
1686 } else {
1687 phead = ptr;
1688 ptr ptr->next;
1689 }
1690 }
1692 if (found) {
1693 (void) list_policy_for_hard(ptr->pent->nane,
1694 pdevlist_conf, psoftlist_conf, pdevlist_kernel);
1662 (void) list_policy_for_hard(ptr->pent->nane);
1695 if (phead == ptr) {
1696 pdevl i st _conf = pdevlist_conf->next;
1697 } else {
1698 phead- >next = ptr->next;
1699 }
1700 free_entry(ptr->pent);
1701 free(ptr);
1702 } else {
1703 (void) list_policy_for_hard(provnane, pdevlist_conf,
1704 psoftlist_conf, pdevlist_kernel);
1671 (void) list_policy_for_hard(pr ovnama)
1705 }
1706 }
1708 /*
1709 * |f there are still entries left in the pdevlist_conf list from
1710 * the config file, these providers nmust have been detached.
1711 * Should print out their policy information also.
*

1712 /
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1713 for (ptr = pdevlist_conf; ptr !'= NULL; ptr = ptr->next) {
1714 print_kef_policy(ptr->pent->nane, ptr->pent, B FALSE, B TRUE);
1680 ptr = pdevlist_conf;

1681 while (ptr !'= NULL) {

1682 print_kef_policy(ptr->pent, B _FALSE, B_TRUE);
1683 ptr = ptr->next;

1715 }

1717 free_entrylist(pdevlist_conf);

1718 free_entrylist(psoftlist_conf);

1719 free(pdevlist_kernel);

1721 return (rc);

1722 }

__unchanged_portion_onitted_
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1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific | anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.

22 * Copyright 2006 Sun M crosystens, Inc. Al rights reserved.

23 * Use is subject to |license terns.

24 =/

26 #ifndef _CRYPTOADM H
27 #define _CRYPTOADM H

29 #include <sys/types. h>

29 #pragne ident " %Y Y % %EY% SM "
30 #include <sys/crypto/ioctladm n. h>

31 #include <cryptoutil.h>

32 #include <security/cryptoki.h>

34 #ifdef __cplusplus
35 extern "C' {
36 #endif

38 #define _PATH _KCF_CONF
39 #define _PATH KCFD
40 #define TMPFI LE TEMPLATE

"/ etc/cryptol/ kcf.conf"
“lusr/liblcryptolkcfd"
"/ etc/ crypt o/ admXXXXXX"

42 #define ERROR_USAGE 2

44 | *

45 * Common keywords and delinmiters for pkcsll.conf and kcf.conf files are
46 * defined in usr/lib/libcryptoutil/comon/cryptoutil.h. The following is
47 * the extra keywords and delimters used in kcf.conf file.

48 */

49 #define SEP_SLASH e

50 #define EF_SUPPORTED "supportedlist="

51 #define EF_UNLOAD "unl oad"
52 #define HW DR VER STRI NG "driver_nanes"
52 #defi ne RANDOM "randont

53 #define UEF_FRAME_LI B "lusr/lib/libpkcsll.so"

55 #define ADD_MODE 1
56 #define DELETE_MODE 2
57 #define MODI FY_MODE 3
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59 typedef char prov_nane_t [ MAXNAMELEN] ;
60 typedef char mech_name_t [ CRYPTO MAX_ VECH 1 NAVE] ;

62 typedef struct nmechlist {

63 mech_nane_t nane;
64 struct nechlist *next;
65 } mechlist_t;

68 typedef struct entry {
69

prov_name_t name;
70 nmechlist_t *supl ist; /* supported list */
71 uint_t sup_count
72 mechlist_t *dislist; /* disabled list */
73 uint_t di s_count;
74 bool ean_t | oad; /* B_FALSE after cryptoadm unload */
75 } entry_t;

__unchanged_portion_onitted_
88 extern int errno;

90 /* admutil */

91 extern bool ean_t is_i
92 extern mechlist_t *cr
93 extern void free_nmech

n_list(char *, nechlist_t *);
eate_nech(char *);
list(mechlist_t *);

95 /* adm kef _util */

96 extern boolean_t is_device(char *);

97 extern char *ent2str(entry_t *);

98 extern entry_t *getent_kef(char *provnane,
99 entrylist_t *pdevlist, entrylist_t *psoftlist);
100 extern int check_kernel _for_soft(char *pr ovnane,
101 crypto_get_soft_list_t *psoftlist, boolean_t *in_kernel);
102 extern int check_kernel for. hard(char *provnane
103 crypto_get _dev_list_t *pdevlist, boolean_t *in_kernel);

98 extern entry_t *getent_kef (char *);

99 extern int check_active_for soft(char *, bool ean_t *);
100 extern int check_active for_hard(char *, boolean_t *);
104 extern int disable_mechs(entry t ** nechlist_t *, boolean_t,

106 extern int get_kcfconf_info(entrylist_t **, entrylist_t **);
107 extern int get_adm ndev_info(entrylist_t ** entrylist_t **);
108 extern int get_mech_count (mechlist_t *);

109 extern entry_t *create_entry(char *provnane);
110 extern int insert_kcfconf(entry_t *);
*
*

i
i
i

105 extern int enable _mechs(entry t **, boolean_t, nechlist_t *);
i
i
i

111 extern int split_hw provnanme(char
112 extern int update_kcfconf(entry_t
113 extern void free_entry(entry_t *);
114 extern void free_entrylist(entrylist_t *);

115 extern void print_nechlist(char *, nechlist_t *);

116 extern void print_kef_policy(char *provnane, entry_t *pent,
117 bool ean_t has_random bool ean_t has_nechs);
112 extern void print_kef_policy(entry_t *, boolean_t, boolean_t);
118 extern boolean_t filter_mechlist(mechlist_t **, const char *);
119 extern uentry_t *getent_uef(char *);

char *, int *);
int);

122 /* adm uef */

123 extern int list_mechlist_for_lib(char *, mechlist_t *, flag_val _t
124 bool ean_t, bool ean_t, boolean_t);

125 extern int list_policy_for_lib(char *);

126 extern int disable_uef _|ib(char *, bool ean_t, bool ean_t,

127 extern int enable_uef Tib(char *, boolean_t, boolean t, nechlist_t
128 extern int install_uef_lib(char *);

129 extern int uni nstall _uef_lib(char *);

*
’

mechlist_t

nechlist_t *);

*)s

*)s
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130 extern int print_uef_policy(uentry_t *);

131 extern void display_token_flags(CK_FLAGS fl ags);

132 extern int convert_nechlist(CK_MECHANI SM TYPE **, CK_ULONG *, nechlist_t
133 extern void display_verbose_nech_header();

134 extern void display_nmech_i nfo( CK_MECHANI SM I NFO *);

135 extern int display_policy(uentry t *);

136 extern int update_pkcsllconf(uentry_t *);

137 extern int update_policylist(uentry_t *, nmechlist_t *, int);

139 /* adm kef */

140 extern int |ist_mechlist_for_soft(char *provnane,

141 entrylist_t *phardlist, entrylist_t *psoftlist);
135 extern int list_nmechlist_for_soft(char *);

142 extern int |ist_mechlist_for_hard(char *);

143 extern int list_policy for soft(char *provnarre

144 entrylist_t *phardlist, entrylist_t *psoftlist);
145 extern int list_policy_for_hard(char *provnama

146 entrylist_t *phardlist, entrylist_t *psoftlist,
147 crypto_ get _dev_list_t *pdevlist);

137 extern int list_policy_for_soft(char *);

138 extern int list_policy_for_hard(char *);

148 extern int disabl e_kef_software(char *, boolean_t, boolean_t, nechlist_t
149 extern int disabl e_kef_hardware(char *, boolean_t, boolean_t, nechlist_t
150 extern int enable_kef(char *, boolean_t, boolean_t, nmechlist_t *);

151 extern int install_kef(char *, mechlist_t *);

152 extern int uninstall_kef(char *);

153 extern int unl oad_kef_soft(char *provnane);

144 extern int unl oad_kef_soft(char *, boolean_t);

154 extern int refresh(void);

155 extern int start_daenon(void);

156 extern int stop_daenon(void);

158 /* adm.ioctl */

159 extern crypto_|load_soft_config_t *setup_soft_conf(entry_t *);

160 extern crypto_| oad_soft_disabled_t *setup_soft dls(entry t *)
161 extern crypto_| oad_dev_di sabl ed_t *setup_dev_dis(entry *);

162 extern crypto_unl oad_soft_nodul e_t *setup_unl oad_soft(entry_t *);
163 extern int get_dev_info(char *, int, int, nechlist_t **);

164 extern int get dev_llst(crypto get _| dev list_t **),

165 extern int get_: soft |nfo(char provnane mechl i st _t **ppmechli st,
166 ntrylist_t *phardlist, entrylist_t *psoftlist);
156 extern int get_ soft _info(char *, rTECh|iSt_t **);

167 extern int get_soft_list(crypto_get_soft_list_t **);

169 /* adm netaslot */

170 extern int |ist_netaslot_info(boolean_t, boolean_t, nmechlist_t *);
171 extern int |ist_netaslot_policy();

172 extern int disable_netaslot(mechlist_t *, boolean_t, boolean_t);

173 extern int enable_netaslot(char *, char *, boolean_t, nmechlist_t *, boolean_t,

174 bool ean_t);

176 #ifdef __cplusplus
177 }
__unchanged_portion_omtted_

*)s

*)s
*)s
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54

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END
Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.

Copyright 2007 Sun Mcrosystems, Inc. Al rights reserved.
Use is subject to |license terns.

i dent " 9%Z%Wo % % %% SM "
/etcl/cryptol kcf. conf

Do NOT edit this file by hand. An admi ni strator should use cryptoadn(1m

to adm nister the cryptographic franmework.

to adm nister the cryptographic framework. A devel oper for a kernel software
provi der package or a cryptographic provider device driver(s) package shoul d
provide an input file and use the {i,r}.kcfconf class action scripts to
update this file during the installation and renpval of the package.

Thi s docunent does not constitute an API. The /etc/crypto/ kcf.conf file may
not exist or may have a different content or interpretation in a future

rel ease. The existence of this notice does not inply that any other
docunentation that |acks this notice constitutes an API.

HHFHHFHHHHFHHHF B HFH R H TS TS

Start SUNWEsr

des: supportedl i st =CKM_DES_CBC, CKM DES_ECB, CKM DES3_CBC, CKM DES3_ECB

aes: support edl i st =CKM_AES_ECB, CKM_AES_CBC, CKM_AES_CTR

arcf our : support edl i st =CKM_RC4

bl owf i sh: supportedl i st =CKM_BLOWFI SH_ECB, CKM BLOWFI SH_CBC

ecc: support edl i st =CKM EC_KEY_PAlI R_GEN, CKM ECDH1_DERI VE, CKM ECDSA, CKM_ECDSA_SHA1

shal: supportedl i st =CKM SHA 1, CKM SHA 1 HMAC_GENERAL, CKM SHA 1_HMAC

sha2: supportedlist =CKM_ SHA256 CKM _SHA256_HMAC, CKM_SHA256_HMAC_GENERAL, CKM SHA384
md4: support edl i st =CKM VD4

nd5: suppor t edl i st =CKM_MD5, CKM_MD5_HMVAC_GENERAL, CKM_MD5_HVAC

rsa: support edl i st =CKM_RSA_PKCS, CKM_RSA_X_509, CKM MD5_RSA_PKCS, CKM SHA1_RSA_PKCS,
swr and: support edl i st =random

# End SUNWEsr
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1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved.
23 # Use is subject to license terns.
24 #
25 # This required package information file contains a |ist of package contents.
26 # The 'pkgnk’ command uses this file to identify the contents of a package
27 # and their location on the devel opnent machi ne when buil ding the package.
28 # Can be created via a text editor or through use of the ’pkgproto conmmand.
30 #!search <pat hnane pathnanme ...> # where to find pkg objects
31 #linclude <fil enane> # include another ’'prototype’ file
32 #!default <nmpde> <owner > <group> # default used if not specified on entry
33 #! <par anp=<val ue> # puts paraneter in pkg environnent
35 # packaging files
36 i pkginfo
37 i copyright
38 i depend
39 i postinstall
40 i prerenove
39 #
40 # source locations relative to the prototype file
41 #
42 # SUNWrypt oi nt
43 #
44 # CRYPT DELETE START
45 d none etc 755 root sys
46 d none etc/certs 755 root sys
47 f none etc/certs/ SUN\Wsnet Sol ari s 644 root sys
48 f none etc/certs/ SUN\Wsnet SE 644 root sys
49 d none etc/crypto 755 root sys
50 d none etc/crypto/certs 755 root sys
51 f none etc/crypto/certs/ SU\Wsnet 644 root sys
52 f none etc/crypto/certs/ SUN\Wsnet Li mited 644 root sys
53 f none etc/crypto/certs/ SU\snet CF 644 root sys
54 f none etc/crypto/certs/ SU\snet CFLi mited 644 root sys
55 # CRYPT DELETE END
56 d none kernel 755 root sys
57 d none kernel/crypto 755 root sys
d

none kernel/drv 755 root sys
59 f none kernel/drv/dprov.conf 644 root sys
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1 #!' /bin/sh
2 #
3 # CDDL HEADER START
4 #
5 # The contents of this file are subject to the terms of the
6 # Conmmon Devel opment and Distribution License (the "License")
7 # You may not use this file except in conpliance with the License
8 #
9 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
10 # or http://ww. opensol aris.org/os/licensing
11 # See the License for the specific | anguage governing perni ssions
12 # and limtations under the License
13 #
14 # When distributing Covered Code, include this CDDL HEADER in each
15 # file and include the License file at usr/src/ OPENSOCLARI S. LI CENSE
16 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
17 # fields enclosed by brackets "[]" replaced with your own identifying
18 # information: Portions Copyright [yyyy]l [nane of copyright owner]
19 #
20 # CDDL HEADER END
21 #
23 #
24 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved
24 # Copyright 2006 Sun M crosystens, Inc. Al rights reserved
25 # Use is subject to |license terns
26 #
27 #pragma i dent " %98 % % YE% SM "
28 #
28 #
29 # install the Sun Crypto Accel erator 1000 device drivers
#

32 PATH="/usr/bin:/usr/sbin: ${ PATH "
33 export PATH

37 # Add hardware provider section for the dca driver
38 # to /etc/cryptol/ kcf. conf

40 pkg_start="# Start $PKG NST'

41 pkg_end="# End $PKG NST'

42 kcfconf=${BASEDI R}/ et c/ crypt o/ kcf. conf
43 tnpfil e=/tnp/ $$kcf conf

44 error=no

#
47 # If [etc/crypto/ kef.conf doesn’t exist, bail inmmediately
#

49 if [ ! -f "$kcfconf" ]

50 then

51 echo "$0: ERROR - $kcfconf doesn’t exist”
52 exit 2

53 fi

55 #
56 # If the package has been already installed, renpve old entries
#

58 start=0
59 end=0
60 egrep -s "$pkg_start" $kcfconf && start=1

new
61

usr/ src/ pkgdef s/ SUN\Wdcar / posti nst al
egrep -s "$pkg_end" $kcfconf && end=1

if [ $start -ne $end ] ; then
echo "$0: nissing Start or End delinmiters for $PKA NST in $kcfconf."
echo "$0: $kcfconf may be corrupted and was not updated."
error=yes
exit 2
f

# to preserve the gid
cp -p $kcfconf $tnpfile || error=yes
if [ $start -eq 1]
then
sed -e "/ $pkg_start/,/$pkg_end/ d" $kcfconf > $tnpfile || error=yes
f

#

# Append the delimters for this package

#

echo "$pkg_start driver_names=dca" >> $tnpfile || error=yes

echo "$pkg_end" >> $tnpfile || error=yes

#
# Install the updated config file and clean up the tnp file
#

if [ "$error" = no ]
t hen
mv $tnpfile $kcfconf || error=yes
f
rm-f $tnpfile

# Al done, if any of the steps above fail, report the error
#
if [ "$error" = yes ]
then
echo "$0: ERROR - failed to update $kcfconf."
exit 2
f
NAVEMAJ OR="${ BASEDI R}/ et ¢/ name_t o_maj or "

#
# |s the hardware there?

#
check_har dwar e()

for i in "pcil4ed, 5820" "pcilded, 5821" "pci 14e4,5822" "pci 14e4, 5825"
g "pci 108e, 5454" "pci 108e, 5455" "pci 108e, 5456" "pci 108e, 5457"
o

prtconf -pv | egrep -s "$i"

if [ $?2 -eq 0]

then

return 1

f
done
return 0

____unchanged_portion_onitted_
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#! [ bin/sh
CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opnent and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific |anguage governing pernissions

and limtations under the License.

When di stributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

If applicable, add the follow ng below this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
Copyri ght 2006 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to |license terns.

pragma i dent " %Y U % %Y SM "

Prerenpve script for SUNWcar.

This script renpves the driver with remdrv(1M if necessary.
This script renpves the hardware provi der section for the dca
driver from/etc/cryptol/kcf.conf

HEHHFHBTHHFHT HHHHH HHHFHBHHHHHFHHHFHF TR

DRV=dca
NAVEMAJOR="${ BASEDI R}/ et ¢/ name_t o_nmj or "

#
# Determine if we are on an alternate BASEDI R
#
if [ "${BASEDIR =/}" = "/" ]
then
REM DRV="/usr/sbhin/remdrv"
el se

REM DRV="/usr/sbin/remdrv -b ${BASED R}"

#
# Renpve the driver, but only if this has not already been done.
#
g
i

ep -w "${DRV}" ${NAVEMAJOR} > /dev/null 2>&1
[ $2 -eq 0 ]; then

£ ${REM DRV} ${DRV} || exit 1

i

pkg_start="# Start $PKG NST"
pkg_end="# End $PKG NST"

new usr/ src/ pkgdef s/ SUN\Wicar / pr er enove

59
60
61

kcf conf =${ BASEDI R}/ et ¢/ cr ypt o/ kcf . conf
tnpfil e=/tnp/ $$kcf conf

error=no
#
# I f /etc/crypto/ kcf.conf doesn’t exist, bail imrediately
#
if [ ! -f "$kcfconf" ]
then
echo "$0: ERROR - $kcfconf doesn’'t exist"
exit 2
f
#
# Strip all entries belonging to this package
#
start=0
end=0
egrep -s "$pkg_start" $kcfconf && start=1

egrep -s "$pkg_end" $kcfconf && end=1

if [ $start -ne $end ] ; then

fi

echo "$0: nmissing Start or End delinmters for $PKA NST in $kcfconf."

echo "$0: $kcfconf may be corrupted and was not updated.”
error=yes
exit

if [ $start -eq 1]

then

el se

fi
if[
then

exit

cp -p $kcfconf $tnpfile

sed -e "/ $pkg_start/,/$pkg_end/ d" $kcfconf > $tnpfile || error=yes
if [ "$error” = no ]

then

# To preserve the gid
i

nv $tnpfile $kcfconf || error=yes
fi
rm-f $tnpfile

echo "$0: WARNING - no entries to be renmoved from $kcfconf”
exit O

"$error” = yes ]

0

echo "$0: ERROR - failed to update $kcfconf."
exit 2
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1 #!' /bin/sh

2

3 # CDDL HEADER START

4 #

5 # The contents of this file are subject to the terms of the

6 # Common Devel opnent and Distribution License (the "License").

7 # You may not use this file except in conpliance with the License.
8 #

9 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
10 # or http://ww. opensol aris.org/os/licensing.

11 # See the License for the specific | anguage governing perni ssions
12 # and limtations under the License.

13 #

14 # When distributing Covered Code, include this CDDL HEADER in each
15 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE.
16 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
17 # fields enclosed by brackets "[]" replaced with your own identifying
18 # information: Portions Copyright [yyyy]l [nane of copyright owner]
19 #

20 # CDDL HEADER END

21 #

23 #

24 # Copyright 2008 Sun M crosystens, Inc. All rights reserved.

24 # Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.

25 # Use is subject to |license terns.

26 #

27 # ident "%Z%4Wo6 % % YE% SM "

28 #

28 #

29 #

install the UtraSPARC-T2 Crypto Provider device driver
#

32 PATH="/usr/bin:/usr/sbin: ${ PATH "
33 export PATH

37 # Add hardware provider section for the n2cp driver
38 # to /etc/cryptol/ kcf. conf

40 pkg_start="# Start $PKG NST"

41 pkg_end="# End $PKG NST"

42 kcfconf=${BASEDI R}/ et c/ crypt o/ kcf. conf
43 tnpfil e=/tnp/ $$kcf conf

44 error=no

#
47 # If [etc/crypto/ kef.conf doesn’t exist, bail inmmediately
#

49 if [ ! -f "$kcfconf" ]

50 then

51 echo "$0: ERROR - $kcfconf doesn’t exist”
52 exit 2

53 fi

55 #
56 # If the package has been already installed, renpve old entries
#

58 start=0
59 end=0
60 egrep -s "$pkg_start" $kcfconf && start=1

new usr/ src/ pkgdef s/ SUNWh2cp. v/ postinstal |
61 egrep -s "$pkg_end" $kcfconf && end=1
63 if [ $start -ne $end ] ; then

64 echo "$0: nissing Start or End delinmiters for $PKA NST in $kcfconf."
65 echo "$0: $kcfconf may be corrupted and was not updated."

66 error=yes

67 exit 2

68 fi

70 if [ $start -eq 1 ]

71 then

72 cp -p $kcfconf $tnpfile || error=yes

73 sed -e "/ $pkg_start/,/$pkg_end/ d" $kcfconf > $tnpfile || error=yes
74 el se

75 cp -p $kcfconf $tnpfile || error=yes

76 fi

78 #

79 # Append the delimters for this package

80 #

81 echo "$pkg_start driver_nanes=n2cp" >> $tnpfile || error=yes

82 echo "$pkg_end" >> $tnpfile || error=yes

#
85 # Install the updated config file and clean up the tnp file
#

87 if [
88 t hen
89 nv $tmpfile $kcfconf || error=yes
90 fi

91 rm-f $tnpfile

“$error” = no ]

93 #
94 # Al done, if any of the steps above fail, report the error
#

if [ "$error" = yes ]
97 then
98 echo "$0: ERROR - failed to update $kcfconf."
99 exit 2
100 fi

34 NAMEMAJOR="${ BASEDI R}/ et c/ nane_t o_ngj or"

36 if [ "${BASEDIR =/}" = "/" ]

37 then

38 ADD_DRV="/usr/sbin/ add_drv"

39 el se

40 ADD_DRV="/usr/sbin/add_drv -b ${BASED R}"
41 fi

43 grep -w n20p ${ NAMVEMAJOR} > /dev/null 2>&1

44 if [ $? -ne

45 then

46 ‘ $ADD_DRV -i ' "SUNWn2-cwg" "SUNWvf-cwg"’ n2cp || exit 1
47 fi

49 exit O
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1425 Tue Cct 28 16:46:07 2008 60 tnpfil e=/tnp/ $$kcfconf
new usr/ src/ pkgdef s/ SUNWh2cp. v/ prer enpove 61 error=no
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LEEE R SRR EE SRR EEEE R EEEEEREEEEEEEEEEEERREEEEEEREREEEEEEEEESEE] 63 #
1 #! /bin/sh 64 # If /etc/crypto/ kcf.conf doesn't exist, bail imediately
2 # 65 #
3 # CDDL HEADER START 66 if [ ! -f "$kcfconf" ]
4 # 67 then
5 # The contents of this file are subject to the terms of the 68 echo "$0: ERROR - $kcfconf doesn’'t exist"
6 # Common Devel opnent and Distribution License (the "License"). 69 exit 2
7 # You may not use this file except in conpliance with the License. 70 fi
8 #
9 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 72 #
10 # or http://ww. opensol aris.org/os/licensing. 73 # Strip all entries belonging to this package
11 # See the License for the specific | anguage governing perni ssions 74 #
12 # and limtations under the License. 75 start=0
13 # 76 end=0
14 # When distributing Covered Code, include this CDDL HEADER in each 77 egrep -s "$pkg_start" $kcfconf && start=1
15 # file and include the License file at usr/src/ OPENSCLARI S. LI CENSE. 78 egrep -s "$pkg_end" $kcfconf && end=1
16 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
17 # fields enclosed by brackets "[]" replaced with your own identifying 80 if [ $start -ne $end ] ; then
18 # information: Portions Copyright [yyyy]l [nane of copyright owner] 81 echo "$0: missing Start or End delimters for $PKA NST in $kcfconf."
19 # 82 echo "$0: $kcfconf may be corrupted and was not updated.”
20 # CDDL HEADER END 83 error=yes
21 # 84 exit 2
85 fi
23 #
24 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved. 87 if [ $start -eq 1]
24 # Copyright 2006 Sun M crosystens, Inc. Al rights reserved. 88 t hen
25 # Use is subject to |license terns. 89 cp -p $kcfconf $tnpfile || error=yes
26 # 90 sed -e "/ $pkg_start/,/$pkg_end/ d" $kcfconf > $tnpfile || error=yes
91 if [ "$error” = no ]
27 # ident "9%&Z%84W6 % % %E% SM " 92 then
28 # 93 nv $tnpfile $kcfconf || error=yes
29 # 94 fi
29 # Prerenove script for SUNWh2cp.v. 95 rm-f $tnpfile
30 # 96 el se
31 # This script renpves driver with remdrv(1M if necessary. 97 exit O
32 # This script renpves the hardware provider section for the n2cp 98 fi
33 # driver from/etc/cryptolkcf.conf
32 # 100 if [ "$error" = yes ]
33 DRV=n2cp 101 then
102 echo "$0: ERROR - failed to update $kcfconf."
34 NAMEMAJOR="${ BASEDI R}/ et ¢/ nane_t o_nmj or" 103 ; exit 2
104 fi
36 # 54 exit O
37 # Determine if we are on an al ternate BASEDI R
38 #
39 if [ "${BASEDIR =/}" = "/" ]
40 then
41 REM DRV="/usr/sbhin/remdrv"
42 el se
43 REM DRV="/usr/sbin/remdrv -b ${BASED R}"
44 fi
46 #
47 # Renove the driver, but only if this has not already been done.
48 #
49 grep -w "${DRV}" ${NAMEMAJOR} > /dev/null 2>&1
50 if [ $? -eq O ]; then
51 ${REM DRV} ${DRV} || exit 1
52 fi
57 pkg_start="# Start $PKG NST"
58 pkg_end="# End $PKG NST"
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1

/ *
CDDL HEADER START

The contents of this file are subject to the ternms of the
Conmmon Devel opment and Distribution License (the "License").
You may not use this file except in conpliance with the License.

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww. opensol aris.org/os/licensing.

See the License for the specific | anguage governing perm ssions

and limtations under the License.

When distributing Covered Code, include this CDDL HEADER in each
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.

I f applicable, add the follow ng bel ow this CDDL HEADER, with the
fields enclosed by brackets "[]" replaced with your own identifying
information: Portions Copyright [yyyy]l [nane of copyright owner]

CDDL HEADER END

* Ok ok Rk Rk ok Ok b ok b 3k Ok 3k Ok R % k% %
-~

Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
Use is subject to license terns.

/

" %986 % Y%

#pragna ident %E% SM "

*

* Core KCF (Kernel Cryptographic Franework).
* the cryptoadmentry points.
*

/

This file inplenents

#i ncl ude <sys/systm h>

#i ncl ude <sys/errno. h>

#i ncl ude <sys/cmm_err. h>

#i ncl ude <sys/rw ock. h>

#i ncl ude <sys/kmem h>

#i ncl ude <sys/nodctl . h>

#i ncl ude <sys/sunddi . h>

#i ncl ude <sys/door. h>

#i ncl ude <sys/crypto/ cormon. h>
#i ncl ude <sys/crypto/ api.h>

#i ncl ude <sys/crypto/spi.h>

#i ncl ude <sys/crypto/inpl.h>
#i ncl ude <sys/crypto/sched_i npl . h>

/* protects the the soft_config_list. */
knut ex_t soft_config_nutex;

/
This linked list contains software configuration entries.

Addi tional entries may appear for bot h hardwar e and sof tware providers
fromkcf.conf. These cone from"cryptoadm start", which reads file kcf.conf
and updates this table using the CRYPTO LOAD SOFT_CONFI G i oct | .

This list is protected by the soft_config_nutex.

This linked I'ist contains software configuration entries that
are | oaded into the kernel by the CRYPTO LOAD SOFT_CONFI G ioctl .
It is protected by the soft_config_mnutex.

R I

The initial list is just software providers |oaded by kcf_soft_config_init().

Further cryptoadm commands nodify this file and update this table with ioctl.

new usr/src/ uts/ comon/crypto/ core/ kcf _cryptoadm c

57

kcf _soft_conf_entry_t *soft_config_list;

static int add_soft_config(char *, uint_t, crypto_nech_name_t *);

static int dup_mech_names(kcf_provi der desc _t crypto_nech_nane_t **,
uint_t *, int);

static void free_ sof t _config_entry(kcf_soft_conf_entry_t *);

#def i ne KCF_MAX_CONFI G ENTRIES 512 /* nmaxi mumentries in soft_config_list */

#i f DEBUG

extern int kcf_frmwk_debug;

static void kcf_soft_config_dunp(char *nessage);
#endi f /* DEBUG */

/*
* Count and return the nunber of mechanisns in an array of crypto_nech_nane_t
* (excluding final NUL-character string el enent)
*/
static int
count _mechani sns(crypt o_nech_nane_t nechs[]) {
int count;
for (count = 0; mechs[count][0] !="'\0"; ++count);
return (count);
}
/*
* Initialize a nutex and popul ate soft_config_list with default entries
* of kernel software providers.
* Called fromkcf nodule _init().
*/
voi d
kcf _soft_config_init(void)

typedef struct {
char *nane;
crypt o_nmech_nane_t *mechs;
} initial _soft_config entry t;

/
This provides initial default values to soft_config_list.
It is equivalent to these lines in /etc/cryptolkcf. conf
(without line breaks and indenting):

# [ etc/cryptol/ kcf. conf

des: support edl i st =CKM DES_CBC, CKM _DES_ECB, CKM _DES3_CBC, CKM DES3_ECB
aes: support edl i st =CKM_AES_ECB, CKM_AES_CBC, CKM_AES_CTR, CKM AES_CCM
ar cf our : support edl i st =CKM_RC4

bl owf i sh: supportedl i st =CKM BLOWFI SH_ECB, CKM BLOWFI SH CBC

ecc: supportedl i st =CKM EC_KEY_PAI R_GEN, CKM ECDH1_DERI VE, CKM_ECDSA, \
CKM_ECDSA_SHA

shal: supportedl i st =CKM_SHA 1, CKM SHA 1_HVAC_GENERAL, CKM SHA 1_HWVAC
sha2: supportedl i st =CKM_ SHA256 CKM _SHA256_HVAC,
CKM_SHA256_HVAC_GENERAL, CKM SI—V—\384 CKM_SHA384_HVAC, \
CKM_SHA384_HVAC_GENERAL, CKM_SHA512, CKM_SHA512_HVAC, \
CKM_SHA512_HVAC_GENERAL

md4: suppor t edl i St =CKM_MD4

md5: support edl i st =CKM_MD5, CKM_VD5_HVAC_GENERAL, CKM_MD5_HVAC

rsa: suppor t edl i st =CKM_RSA_PKCS, CKM RSA_X_509, CKM MD5_RSA_PKCS, \
CKM SHA1_RSA_PKCS, CKM_SHA256_RSA_PKCS, CKM_SHA384_RSA_PKCS, \
CKM_SHA512_RSA PKCS

swr and: suppor t edl i st =random

WARNING | f you add a new kernel crypto provider or nechanism
you nust update these constants.

¥k ok ok ok % ok % ok kb 3k ok k% ok k ok kb k ok F ok ¥

1. To add a new nechanismto a provider add the string to the
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appropriate array bel ow

*
*
* 2. To add a new provider, create a new *_nechs array listing the
* provider’s mechanisn(s). For exanple:
* sha3_nechs[ SHA3_MECH COUNT] = {"CKM SHA 3"};
* Add the new *_nechs array to initial_soft_config_entry[].
*
/

static crypto_mech_nanme_t des_mechs[] = {

"CKM DES_CBC', "CKM DES_ECB", "CKM DES3_CBC', "CKM DES3_ECB', ""};
statlc crypto_ nech nane t aes _mechs[] = {

" CKM_AES_ECB", "CKM AES CBC', "CKM AES CTR', "CKM AES CCM', ""};
statlc crypto_ mach name_t ar cf our_nechs[] ={

"CKM RCA", ""};

static crypto_nech_name_t
" CKM_BLOWFI SH _ECB",

bl owfi sh_mechs[] = {
" CKM BLOWFI SH CBC', ""};

static crypto_mech name t ecc_machs[] ={
" CKM EC_KEY_PAIR_ GEN' " CKM_ECDH1_DERI VE", " CKM ECDSA",
" CKM_ECDSA SHA1" },
static crypt o_mech_name_t shal_nechs[] = {
"CKM SHA 1", "CKM SHA 1 HVAC GENERAL", "CKM SHA 1 _HMAC', ""};

statlc crypto_| rTECh nane_t sha2_nechs[] =
" CKM SHA256", ™CKM SHA256_HMAC', " CKM SHA256_HVAC GENERAL",
CKM_SHA384 " CKM_SHA384_HVAC', " CKM_SHA384_ HVAC GENERAL",
" CKM_SHA512", "CKM SHA512_HVAC', "CKM SHA512 HVAC GENERAL", ""};
st atl c crypto_ r'rech nane_t rrd4_machs[] = {
" CKM_MD4"

statl © cryptoy mach name_t 5 machs[] ={
'CKM_MD5_HVAC', ""};

" CKM_MD5",” " CKM_MD5_HVAC_ GENERAL
chs[] =

st atl c crypto mech_nane_t | {
" CKM PKCS", " CKM_RSA X 509" " CKM_MD5_RSA_PKCS",

" CKM_SHAT_RSA_ PKCS " CKM SHA256 RSA PKCS™, "CKM SHA384_ RSA PKCS",
" CKM_SHA512_RSA | PKCS "y
st atl c crypto_nech_nane_t swrand_mechs[] = {
"randont', "NULLY;
static initial _soft_config_entry_t
initial _soft_config_entry[] = {
"des", des_nechs,
"aes", aes_nechs,
"arcfour", arcfour_mechs,

"bl owfish", blowfish_nechs,
"ecc", ecc_nechs,

"shal", shal_nechs,
"sha2", sha2_nechs,
"md4", nd4_nechs,
"md5", nd5_nechs,
"rsa", rsa_nechs,
"swand", sw and_nechs
s
const int initial_soft_config_entries =
sizeof (initial_soft_config_entry)
| sizeof (initial_soft_config_entry_t);
05

int

mutex_init(&soft_config_nmutex, NULL, MJTEX DRI VER, NULL);
/*

* Initialize soft_config list with default providers.

* Populate the linked |ist backwards so the first entry appears first.

*/
for (i = initial_soft_config_ entrles— 1; i >=0; --1) {
initial _soft _config entry t *p = & nitial _soft_config entry[i];
crypt o_mech_nane_t *mechsp;
char *nanep;
uint_t nanel en, all oc_si ze;
int mech_count, r;
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and nmechanismlist */

returned %\ n",

oftware providers

189 1= aIIocate/initiaIize nenory for nane

190 nanel en = strlen(p->nane) + 1;

191 nanep = knem al | oc(nanel en, KM A SLEEP) ;

192 (void) strlcpy(namep, p->nane, nanel en);

193 mech_count = count _nmechani srrs( p- >nmechs);

194 al l oc_si ze = mech_count * CRYPTO_MAX_MECH NAME;
195 mechsp = knmem al I oc(al | oc_size, KM SLEEP);

196 bcopy(p->nechs, nechsp, alloc_size);

198 r = add_soft_config(namep, mech_count, nechsp);
199 if (r 1=0)

200 cmm_er r ( CE_WARN,

201 "add_soft conf i g(%s) failed;

202 namep, r),

203 }

204 #if DEBUG

205 if (kcf_frmwmk_debug >= 1)

206 kcf _soft_confi g_dunp("kcf_soft_config_init");
207 #endif /* DEBUG */

208 }

211 #if DEBUG

212 /*

213 * Dunp soft_config_list, containing a list of kernel s

214 * and (optionally) hardware providers, w th updates from kcf.conf.
215 * Dunp nmechanismlists too if kcf_frmwk_debug is >= 2.

216 */

217 static void

218

220
221

223
224
225

227
228
229
230
231
232
233
234
235
236
237

239
240
241

244
245
246
247
248
249
250
251
252
253
254

kcf _soft _config_dump(char *nessage)
219 {

kcf _soft_conf_entry_t *p;
ui nt _t i;

mut ex_ent er (&soft _confi g_nutex);
printf("Soft provider config list soft_config_l

message ! = NULL ? nessage : )

for (p = soft configlist; p !'= NULL; p = p>ce
printf("ce_name: %, % ce_nechs\n", p-
if (kef _frmmk debug >= 2)
printf("\tce_nechs: ");

for (i =0; I < p->ce_count; i+
printf("% ", p->ce_nec
printf("\n");

}
}
printf("(end of soft_config_list)\n");

mut ex_exi t (&soft_config_mutex);

}
#endi f /* DEBUG */

/
a
il

Utility routine to identify the providers to filter
present only one provider.

ist: %\n",

next) {

>ce_nane, p->ce_count);

+)_{
hs[i]);

out and

Thi s happens when a hardware provider

registers nultiple units of the sane device instance.

Called fromcrypto_get_dev_list().

tic void
ter_providers(uint_t count, kcf_provider_desc_t **pr
char *ski p_providers, int

ovi der_array,

*mech_counts, int *new_count)
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255 int i, j;

256 kcf prow der _desc_t *provl, *prov2;

257 int n=0;

259 (i =0; i <count; i++) {

260 if (skip_providers[i] == 1)

261 cont i nue;

263 provl = provider_array[i];

264 mech_counts[i] = provl->pd_mech_list_count;

265 for (j =i +1; j <count; j++) {

266 prov2 = provider_array[j];

267 i f (strncnp(provl- >pd name, prov2->pd_nane,
268 MAXNAMELEN) == 0 &&

269 provl->pd_i nst ance == prov2->pd_i nstance) {
270 ski p_providers[j] = 1;

271 mech_counts[i] += prov2->pd_nech_list_count;
272 }

273

274 n++;

275 }

277 *new_count = n;

278 }

281 /*

282 * Return a list of kernel hardware providers and a count of each

283 * provider’s supported nechani sns.

284 * Called fromthe CRYPTO GET_DEV_LIST ioctl.

285 */

106 /* called fromthe CRYPTO GET_DEV_LIST ioctl */

286 int

287 crypto_get_dev_list(uint_t *count, crypto_dev_list_entry_t **array)
288 {

289 kcf _provi der_desc_t **provi der_array;

290 kcf _provi der_desc_t *pd;

291 crypto_dev_list_entry_t *p;

292 size_t skip_providers_size, nech_counts_size;

293 char *ski p_providers;

294 uint_t provider_count;

295 int rval, i, j, new_count, *nmech_counts;

297 I*

298 * Take snapshot of provider table returning only hardware providers
299 * that are in a usable state. Logical providers not included.
300 */

301 rval = kcf_get_hw /_prov_| tab( &provi der _count, &provider_array, KM SLEEP,
302 NULL 0, B_FALS

303 if (rval != CRYPTO SUCCESS)

304 return (rval);

306 if (provi der_count == 0) {

307 *array = NULL;

308 *count = 0;

309 return ( CRYPTO_SUCCESS) ;

310 1

312 ski p_provi ders_size = provi der_count * sizeof (char);

313 mech_counts_si ze = provi der_count * sizeof (int);

315 ski p_provi ders = kmem zal | oc(ski p_provi ders_si ze, KM SLEEP);
316 nmech_counts = kmem zal | oc(mech_counts_si ze, KM SLEEP);

317 filter_providers(provider_count, provi der_array, ski p_provi ders,
318 mech_counts, &new count);
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320
321
322
323
324
325
326
327
328
329
330
331

333
334
335

337
338
339
340

342
343
164
165
344
345
346
347
348
349

350
351
352
353

355
356
357
358
359
360
361

363
364

366
367
368
369
370

372
373
374
375
376
377
378
379
380
381
382
383

* Ok Ok ok F %

*/

int

p = krrem al | oc(new count * sizeof (crypto_dev_list_entry_t), KM SLEEP);
for (i =0, j =0; i < provider_| count i++) {
if (skip_providers[i] ==
ASSERT(mech counts[l] == 0);
conti nue;

d = provider_array[i];
[i].1e_nechani smcount = mech_counts[i];
[J].1e_dev_instance = pd->pd_i nstance;

voi d) strncpy(p[j].!e_dev_name, pd->pd_name, MAXNAMELEN);
j ++;

}

kcf _free_provi der _tab(provider_count, provider_array);
kmem f ree(ski p_provi ders, skip_providers_size);
kmem free(nmech_counts, mech_counts_size);

*array = p;
*count = new_count;
return (CRYPTO_SUCCESS);

Return a buffer containing the null term nated names of software providers
Call ed fromthe CRYPTO GET_SOFT_LI ST ioctl,
a buffer containing the null term nated names of software providers
| oaded by CRYPTO _LOAD_SOFT_CONFI G

Called fromthe CRYPTO GET_SOFT_LI ST ioctl.

this routine returns

crypto_get_soft_list(uint_t *count, char **array, size_t *len)
{

agai n:

char *names = NULL, *nanep, *end;

kcf _soft conf entryt *p;

uint_t n =0, cnt =0, final _count = 0;
size_t nanE_I en, fi nal _size = 0;

/* first estimate */

mut ex_ent er (&soft _confi g_nutex);

for (p = soft_config_list; p != NULL; p =
n += strlen(p->ce_nane) + 1;
cnt ++;

p->ce_next) {

}
mut ex_exi t (&soft_config_nutex);

if (cnt == 0)
goto out;

nanmep = narmes = kmem al | oc(n,
end = nanmes + n;
final _size = 0;
final _count = 0;

KM SLEEP) ;

mut ex_ent er (&soft _confi g_mutex);
for (p = soft conflg list; p != NULL; p = p->ce_next) {
nanme_len = strl en(p >ce_nane) + 1;
/* check for enough space */
if ((namep + nane_|l en) > end)
mut ex_exit (&soft_config_nutex);
krremfree(narres n);
n=n<<1;
goto agai n;

}
(void) strcpy(namep, p->ce_nane);
nanmep += nane_| en;
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384 final _size += name_| en;

385 final _count ++;

386 }

387 mut ex_exi t (&soft_config_nutex);

389 ASSERT(final _si ze <= n);

391 /* check if buffer we allocated is too large */
392 if (final _size < n)

393 char *final _buffer;

395 final _buffer = kmem. al |l oc(final _size, KM SLEEP);
396 bcopy(nanmes, final buffer, final_si ze);
397 kmem free(nanes, n);

398 nanmes = final _buffer;

399 }

400 out:

401 *array = nanes;

402 *count = final _count;

403 *len = final _size;

404 return (CRYPTO_SUCCESS);

405 }

407 | *

408 * Check if a nmechanismnane is already in a nmechani smnanme array
409 * Called by crypto_get_dev_info().

410 */

411 static bool ean_t

412 duplicate(char *name, crypto_nmech_name_t *array, int count)

413 {

414 int i;

416 for (i =0; i < count; i++) {

417 if (strncnp(nane, &array[i][O0],

418 si zeof (crypto_ nech nanme_t)) == 0)

419 return (B_TRU

420 }

421 return (B_FALSE);

422 }

424 | *

425 * Return a list of kernel hardware providers for a given nane and instance.
426 * For each entry, also return a list of their supported nmechanisns.
427 * Called fromthe CRYPTO GET DEV_INFO ioctl.

428 */

241 /* called fromthe CRYPTO GET_DEV_INFO ioctl */

429 int

430 crypto_get _dev_i nfo(char *name, uint_t instance, uint_t *count,
431 crypto_nmech_nanme_t **array)

432 {

433 int rv;

434 crypto_mech_nane_t *nech_nanes, *resized_array;

435 |nt|,j,k—0 “max_count ;

436 uint _t provider_count;

437 kcf _provi der_desc_t **pr ovi der _array;

438 kcf _provi der_desc_t *pd;

440 /*

441 * Get provider table entries matching name and instance
442 * for hardware providers that are in a usable state.
443 * Logical providers not included. NULL nanme matches
444 * all hardware providers.

445 */

446 rv = kcf_get_hw_prov_tab(&provider_count, &provider_array, KM SLEEP,
447 nanme, instance, B FALSE);

448 if (rv != CRYPTO SUCCESS)
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449 return (rv);

451 if (provider_count == 0)

452 return (CRYPTO_ARGUMENTS_BAD) ;

454 /* Count all mechanisms supported by all providers */

455 max_count = O;

456 for (i = 0; i < provider_count; i++)

457 max_count += provider_array[i]->pd_nech_list_count;
459 if (max_count == 0) {

460 mech_nanmes = NULL;

461 goto out;

462 }

464 /* Allocate space and copy nech nanmes */

465 nmech_nanes = knem al | oc(max_count * sizeof (crypto_nmech_nane_t),
466 KM _SLEEP) ;

468 k = 0;

469 for (i =0; i < provider count ; i++) {

470 pd = prOV| der _array[i

471 for (J =0; j < pd- >pd mech_list_count; j++) {

472 /* check for duplicate */

473 if (dupli cate(&pd >pd_nechani sns[j].cm nech_nane[ 0],
474 nech_nanes, k))

475 conti nue;

476 bcopy( &pd- >pd_rrechani sms[j].cmnmech_nane[ 0],
477 &mech_nanmes[ k] [0], sizeof (crypto_mech_nane_t));
478 k++;

479 }

480 1

482 /* resize */

483 if (k !'= max_count) {

484 resized_array =

485 kmem al | oc(k * sizeof (crypto_nech_nane_t), KM SLEEP);
486 bcopy(mech_nanes, resized_array,

487 k * sizeof (crypto_mech_nanme_t));

488 kmem f r ee( mech_nanes,

489 max_count * sizeof (crypto_nech_nane_t));

490 mech_nanes = resized_array;

491 }

493 out:

494 kef _free _pr ovi der _tab(provi der_count, provider_array);

495 *count =

496 *array = mach_namas,

498 return (CRYPTO_SUCCESS);

499 }

501 /*

502 * Gven a kernel software provider nane, return a list of nmechanisns
503 * it supports.
504 * Called fromthe CRYPTO GET_SOFT_I NFO ioctl .

*/

505
314 /* called fromthe CRYPTO GET_SOFT_I NFO i octl */
506 int

507 crypto_get_soft_info(caddr_t nane, uint_t *count, crypto_mech_name_t **array)
508

509 ddi _nodhandl e_t nodh = NULL;

510 kcf _provi der_desc_t *provider;

511 int rv;

513 provi der = kcf_prov_tab_| ookup_by_name(nane);
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514 if (provider == NULL) {

324 if (in_soft_config_list(nane)) {

515 char *tmp;

516 int nane_l en;

518 /* strlen("crypto/") + NULL terminator == 8 */
519 nane_| en = strlen(nane);

520 tnp = kmem al | oc( name_| len + 8, KM | SLEEP) ;

521 bcopy("crypto/", tmp, 7);

522 bcopy(nane, & np[7], nane _len);

523 tnp[nane_len + 7] ="'\0

525 modh = ddi _nodopen(tnp, KRTLD MODE_FI RST, NULL);
526 kmem free(tnp, name_len + 8);

528 if (nmodh == NULL) {

529 return (CRYPTO ARGUVENTS_BAD) ;

530 }

532 provi der = kcf_prov_tab_| ookup_by_nane(nane);
533 1f (provider == NULL)

534 return (CRYPTO_ARGUMENTS_BAD) ;

535 }

346 } else {

347 return (CRYPTO_ARGUMVENTS_BAD) ;

536 }

349 }

538 rv = dup_nech_nanmes(provi der, array, count, KM SLEEP);
539 KCF_PROV_REFRELE( pr ovi der) ;

540 if (modh = NULL)

541 (voi d) ddi _nodcl ose(nodh);

542 return (rv);

543 }

546 [ *

547 * Change the nmechanismlist for a provider.

548 * |f "direction" is CRYPTO MECH ADDED, add new nechani sms.
549 * |f "direction" is CRYPTO MECH REMOVED, renpve the nmechanismlist.
550 * Called fromcrypto_| oad_dev_di sabl ed().

551 *

552 static void

553 kcf _change_mechs(kcf _provi der_desc_t *provider, uint_t count,
554 ( crypto_mech_nanme_t *array, crypto_event_change_t direction)
555

556 crypto_notify_event change t ec;

557 crypto_nmech_info_t *ni;

558 kcf _prov_mech_desc_t *pm:i;

559 char *mech;

560 int i, j, n

562 ASSERT(direction == CRYPTO MECH ADDED | |

563 direction == CRYPTO MECH_REMOVED) ;

565 if (provider == NULL) {

566 /*

567 * Nothing to add or renove fromthe tables since
568 * the provider isn't registered.

569 */

570 return;

571 }

573 for (i =0; i <count; i++) {

574 if (array[|][0] = '\0")

575

conti nue;
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577

579
580
581
582
583
584
585
586
587

589
590
591
592

594
595
596
597

599
600
601

603
604
605
606 }

}

nmech = &array[i][0];

I'OVI der->pd_nech_l i st _count;
J =00 <mj+h)
m &pr ovi der - >pd_nechani sns[j];
if (strncrrp(m ->cm nmech_nane, nech,
CRYPEO_MQX_NECH_NANE) == 0)
reak;

oo
if (j ==n)
conti nue;

switch (direction) {

case CRYPTO_MECH_ADDED:
(voi d) kcf _add_mech_provider(j, provider, &pnd);
br eak

case CRYPTO MECH REMOVED:
kcf _renmove_mech_provi der (mech, provider);
br eak;

}

/* Informinterested clients of the event */
ec. ec_provi der_type = provider->pd_prov_type;
ec. ec_change = direction;

(v0| d) strncpy(ec.ec_nech_nane, nech, CRYPTO MAX_MECH NAME);
kcf _wal k_nt fyl i st ( CRYPTO_EVENT_MECHS_CHANGED, &ec);

__unchanged_portion_onitted_

685 /*

686 * Called from CRYPTO LOAD SOFT DI SABLED i octl .

687 *
688 */
689 int

If new_count

is 0, then conpletely renove the entry.

690 crypto_| oad_soft_di sabl ed(char *nane, uint_t new count,

691
692 {
693
694
695
696

698
699
700
701
702
703
704
705
706
707
708
709
710
711

713
714
715
716

crypto_mech_|

name_t *new_array)

kcf _provi der_desc_t *provider = NULL;
crypto_nmech_nane_t *prev_array;
uint_t prev_count = O;

int rv;

provi der

= kcf _prov_tab_| ookup_by_nanme(nane);

1 f (provider != NULL)

mut ex_ent er (&provi der - >pd_| ock) ;
/ *

* Check if any other thread is disabling or renoving
* this provider. W return if this is the case.
*

if (provider->pd_state >= KCF_PROV_DI SABLED) {
nut ex_exi t (&provi der - >pd_| ock) ;
KCF_PROV_REFRELE( provi der) ;
return (CRYPTO BUSY);

}
provi der->pd_state = KCF_PROV_DI SABLED;
mut ex_exi t (&provi der—>pd | ock);

undo_r egi ster_provi der(provider, B TRUE);

KCF_PROV_REFRELE( provi der);

if (pr OVI der >pd_kstat != NULL)
CF_PROV_REFRELE( provi der) ;

10
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718 mut ex_ent er (&provi der - >pd_| ock) ; 789 * Called fromthe CRYPTO UNLOAD SOFT_MODULE ioctl .
719 /* Wait till the existing requests conplete. */ 790 */
720 whil e (provider->pd_state != KCF_PROV_FREED) { 593 /* called fromthe CRYPTO UNLOAD SOFT_MODULE ioctl */
721 cv_wai t (&provi der->pd_renove_cv, &provider->pd_| ock); 791 int
722 } 792 crypto_unl oad_soft_nodul e(caddr _t nane)
723 mut ex_exi t (&provi der - >pd_| ock) ; 793 {
724 } 794 int error;
795 modid_t id;
726 if (new_count == 0) { 796 kcf _provi der_desc_t *provider;
727 kcf _policy_renove_by_nane(nane, &prev_count, &prev_array); 797 struct nodctl *ntp;
728 crypto_free_mech_list(prev_array, prev_count);
729 rv = CRYPTO_SUCCESS; 799 /* verify that 'name’ refers to a registered crypto prow der */
730 goto out; 800 if ((provider = kcf_prov_tab_| ookup_| by name(nane)) == NULL)
731 } 801 return (CRYPTO UNKNOAN PROVI DER) ;
733 /* put disabled mechanisnms into policy table */ 803 I *
734 if ((rv = kcf_policy_|l oad_soft_di sabl ed(nane, new count, new array, 804 * We save the nodule id and rel ease the reference. W need to
735 &prev_count, &prev_array)) == CRYPTO_SUCCESS) { 805 * do this as nodunload() calls unregister which waits for the
736 crypto_free_mech_list(prev_array, prev_count); 806 * refcnt to drop to zero.
737 } 807 */
808 id = provider->pd_nodul e_i d;
739 out: 809 KCF_PROV_REFRELE( pr ovi der) ;
740 if (provider != NULL)
741 redo_regi ster_provider (provider); 811 if ((mcp = nod_hol d_by_nanme(nanme)) != NULL) {
742 if (provider->pd_kstat != NULL) 812 ncp->nod_| oadf | ags &= ~( MOD_NOAUTOUNLQAD) ;
743 KCF_PROV_REFHOLD( pr ovi der) ; 813 nod_r el ease_nod( ntp);
744 mut ex_ent er ( &or ovi der - >pd_| ock) ; 814 }
745 provi der->pd_state = KCF_PROV_| READY;
746 mut ex_exi t (&pr ovi der - >pd_| ock); 816 if ((error = nmodunload(id)) !'= 0) {
747 } else if (rv == CRYPTO_SUCCESS) ({ 817 return (error == EBUSY ? CRYPTO BUSY : CRYPTO FAI LED);
748 /* 818 }
749 * There are some cases where it is useful to kCF clients
750 * to have a provider whose nmechanismis enabled now to be 820 return (CRYPTO_SUCCESS);
751 * available. So, we attenpt to load it here. 821 }
752 *
753 * The check, new_count < prev_count, ensures that we do this 823 /*
754 * only in the case where a mechani sn(s) i s now enabl ed. 824 * Free the list of kernel hardware crypto providers.
755 * This check assunes that enable and disable are separate 825 * Called by get_dev_list() for the CRYPTO GET_DEV_LIST ioctl.
756 * administrative actions and are not done in a single action. 826 */
757 */ 626 /* called from CRYPTO GET_DEV_LI ST ioctl */
758 if ((new_count < prev_count) && 827 void
564 if (new count < prev_count && (in_soft_config_list(name)) && 828 crypto_free_dev_list(crypto_dev_list_entry_t *array, uint_t count)
759 (rodl oad("crypto”, nane) !'= -1)) { 829 {
760 struct nodctl *ncp; 830 if (count == 0 || array == NULL)
761 bool ean_t | o0ad_again = B_FALSE; 831 return;
763 if ((mcp = mod_hol d_by_nane(nanme)) != NULL) { 833 kmem free(array, count * sizeof (crypto_dev_list_entry_t));
764 mep->nod_| oadf Tags | = MOD_NOAUTOUNL QAD; 834 }
__unchanged_portion_onitted_
766 /* menory pressure nmay have unl oaded nodul e */
767 if (!'mcp->nod_installed) 1016 /*
768 | oad_agai n = B_TRUE; 1017 * Free nenmory for elements in a kcf_soft_config_entry_t. This entry nust
769 nod_r el ease_nod(nctp) ; 1018 */ have been previously renoved fromthe soft_config_list linked Iist.
1019 *
771 if (load_again) 1020 static void
772 (void) nodl oad("crypto", nane); 1021 free_soft_config_entry(kcf_soft_conf_entry_t *p)
773 } 1022 {
774 } 1023 kmem free(p->ce_name, strlen(p->ce_name) + 1);
775 } 1024 crypto_free_mech_list(p->ce_nechs, p->ce_count);
1025 kmem free(p, sizeof (kcf_soft_conf_entry_t));
777 return (rv); 1026 }
778 }
__unchanged_portion_omtted_ 1028 /*
1029 * Store configuration information for software providers in a linked |list.
787 | * 825 * Called fromthe CRYPTO LOAD SOFT_CONFI G ioctl, this routine stores
788 * Unload a kernel software crypto nodul e. 826 * configuration information for software provi ders in a linked Iist.
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1030
1031
1032
1033
1034
1035
1036
1037
1038
1039
1040

832
1041
1042
1043
1044
1045
1046
1047

1049
1050
1051
1052
1053
1054
1055
1056

1058
1059
1060
1061
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*/

If the list already contains an entry for the specified provider

and the specified mechanismlist has at |east one nmechani sm then
the nechanismlist for the provider is updated. |If the mechanismli st
is enpty, the entry for the provider is renoved.

Call ed fromkcf_soft_config_init() (to initially populate the Iist
with default kernel providers) and fromcrypto_l oad_soft_config() for
the CRYPTO _LOAD SOFT_CONFI G ioctl (for third-party kernel nodules).

I nportant note: the name and array argunents nust
and are consuned in soft_config_list.
I nportant note: the array argunent is consuned.

be all ocated nenory

static int

add_sof t

{

_config(char *nanme, uint_t count, crypto_nmech_nanme_t *array)
static uint_t soft_config_count = 0;
kcf _soft_conf_entry_t *prev = NULL,

size_t nane_l en;

*entry = NULL, *new entry, *p;

ocate storage for a new entry.
e later if an entry already exists.
*

/
nane_|l en = strlen(nane) + 1;
new_entry = knmem. zaI I oc(sizeof (kcf_soft
new_entry->ce_nane = kmem al | oc(nane_| en,
(void) strcpy(new_ entry->ce_nanme, nane);

_conf_entry_t),

_ KM _SLEEP) ;
KM SLEEP) ;

mut ex_ent er (&soft _confi g_mutex);
p = soft_config_list;
if (p!'= NULL) {

do

if (strncnp(nane, p->ce_nane, MAXNAMELEN) == 0) {

entry = p;
break;
prev = p;
} while ((p = p->ce_next) != NULL);
}
if (entry == NULL)
1f (count == 0) {
nut ex_exi t (&soft_config_nmutex);
kmem free(new entry->ce_nane, nane_|en);
kmem free(new entry, sizeof (kcf_soft_conf_entry_t));
return (CRYPTO_SUCCESS);
}
if (soft_config_count > KCF_MAX_CONFI G ENTRI ES) {
mut ex_exi t (&soft_confi g_nutex);
kmem free(new entry->ce_nang, name_l en);
kmem f ree(new_ entry si zeof (kcf_soft_conf_entry_t));
crm_err (CE_WARN, "out of soft_config Iist entries");
return (CRYPTO_FAI LED);
}
/* add to head of list */
new_entry->ce next = soft_config_list;
soft_config_ITst = new entry;
sof t _confi g_count ++;
entry = new_entry;
} else { /* nmechanismalready in list */

else {

kmem free(new_entry->ce_nane, nane_| en);
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1094 kmem free(new entry, sizeof (kcf_soft_conf_entry_t));
1095 1

1097 /* mechani sm count == 0 neans renopve entry fromlist */

1098 if (count == 0

1099 if (prev == NULL) {

1100 /* renove first in list */

1101 soft_config_list = entry->ce_next;

1102 } else {

1103 prev->ce_next = entry->ce_next;

1104

1105 sof t _config_count--;

1106 mut ex_exit (&oft_config_nutex);

1108 /* free entry */

1109 free_soft_config_entry(entry);

1111 return ( CRYPTO_SUCCESS) ;

1112 1

1115 /* replace nmechanisns */

1116 if (entry->ce_nmechs !'= NULL)

1117 crypto_free_mech_list(entry->ce_nmechs, entry->ce_count);
1119 entry->ce_nechs = array;

1120 entry->ce_count = count;

1121 mut ex_exi t (&soft_config_mutex);

1123 return (CRYPTO_SUCCESS);

1124 }

1126 /*

1127 * This routine searches the soft_config_list for the first entry that
1128 * has the specified mechanismin its nechanismlist. |f found,
1129 * a buffer containing the nane of the software nodule that inplenents
1130 * the mechanismis allocated and stored in ’nanme’.

1131 */

1132 int

1133 get_sw provi der_for_mech(crypto_nech_nane_t nech, char **nane)

1134 {

1135 kcf _soft_conf_entry_t *p, *next;

1136 char tnp_nanme[ MVAXNAMELEN ;

1137 size_t nane_len = O;

1138 int i

1140 mut ex_ent er (&soft _confi g_nmutex);

1141 p = soft_config list;

1142 while (p!= NULE) {

1143 next = p->ce_next;

1144 for (i =0; i < p->ce_count; i++) {

1145 if (strcnp(mech, &p >ce_mechs[i][0]) == 0) {
1146 name_l en = strlen(p->ce narre) + 1
1147 bcopy(p->ce_nane, tnmp_nane, name_|en);
1148 br eak;

1149 }

1150

1151 p = next;

1152 }

1153 mut ex_exi t (&soft _confi g_nutex);

1155 if (name_len == 0)

1156 return (CRYPTO_FAI LED);

1158 *name = knem al | oc(nane_l en, KM SLEEP);

1159 bcopy(tnp_nane, *nane, nane_|en);
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1160 return (CRYPTO_SUCCESS);
953 }

955 /*

956 * This routine searches the soft_config_list for the specified
957 * software provider, returning B TRUE if it is in the |ist.
958 */

959 bool ean_t

960 in_soft_config_list(char *provider_nane)

961 {

962 kcf _soft_conf_entry_t *p;

963 bool ean_t rv = B _FALSE;

965 mut ex_ent er (&soft _confi g_nutex);

966 for (p = soft_config_list; p!= NULL; p = p->ce_next) {
967 if (strcnp(provider_nane, p->ce_nane) == 0) {
968 rv = B_TRUE;

969 break;

970 }

971

972 mut ex_exi t (&soft_config_mutex);

973 return (rv);

1161 }

____unchanged_portion_onitted_
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59 * kcf_prov_tab_add_provider().

60 *

61 * A provider unregisters by calling crypto_unregister_provider()
62 * which triggers the renoval of the prov_tab entry.

63 * It also calls kcf_renmove_nech_provider().

67 static kcf_provider_desc_t **prov_tab = NULL;

68 static kmutex_t prov_tab_nutex; /* ensure exclusive access to the table */

58 static kcf_provider_desc_t **prov_tab = NULL;

65 * prov_tab entries are not updated from kcf.conf or by cryptoadn(1M.
*
/

69 static uint_t prov_tab_num= 0; /* nunber of providers in table */

70 static uint_t prov_tab_max = KCF_MAX_PROVI DERS;

72 #if DEBUG
73 extern int kcf_frmwk_debug;
74 static void kcf_prov_tab_dunp(char *nessage);

64 static void kcf_prov_tab_dunp(voi d)

,

1/*

2 * CDDL HEADER START

3 *

4 * The contents of this file are subject to the terms of the

5 * Common Devel opnent and Distribution License (the "License").

6 * You may not use this file except in conpliance with the License.
7 *

8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 * or http://ww. opensol aris.org/os/licensing.

10 * See the License for the specific | anguage governi ng perm ssions
11 * and limtations under the License.

12 =

13 * When distributing Covered Code, include this CDDL HEADER in each
14 * file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 * |f applicable, add the follow ng below this CODL HEADER, wth the
16 * fields enclosed by brackets "[]" replaced with your own identifying
17 * information: Portions Copyright [yyyy]l [nane of copyright owner]
18 *

19 * CDDL HEADER END

20 */

21 /*

22 * Copyright 2008 Sun Mcrosystens, Inc. All rights reserved.

22 * Copyright 2007 Sun M crosystens, Inc. Al rights reserved.

23 * Use is subject to |license terns.

24 =/

26 #pragma ident " %YW N % %% SM "

26 /*

27 * This file is part of the core Kernel Cryptographic Franework.

28 * It inplements the managenent of tables of Providers. Entries to
29 * added and renoved when cryptographic providers register with

30 * and unregister fromthe framework, respectively. The KCF schedul er
31 * and ioctl pseudo driver call this function to obtain the |ist

32 * of available providers.

33 *

34 * The provider table is indexed by crypto_provider_id_t. Each

35 * elenent of the table contains a pointer to a provider descriptor,
36 * or NULL if the entry is free.

37 *

38 * This file also inplements hel per functions to allocate and free
39 * provider descriptors.

40 */

42 #include <sys/types. h>

43 #incl ude <sys/knmem h>

44 #include <sys/cmm_err. h>

45 #incl ude <sys/ddi.h>

46 #include <sys/sunddi.h>

47 #incl ude <sys/ksynch. h>

48 #i ncl ude <sys/crypto/ conmon. h>

49 #include <sys/crypto/inpl.h>

50 #i nclude <sys/crypto/sched_inpl.h>
51 #include <sys/crypto/spi.h>

53 #defi ne KCF_MAX_PROVI DERS 512 /* max nunber of providers */
55 /*

56 * Prov_tab is an array of providers which is updated when

57 * a crypto provider registers with kcf. The provider calls the

58 * SPI routine, crypto_register_provider(), which in turn calls

75 #endif /* DEBUG */
78 |/
79 Initialize a mutex and the KCF providers table, prov_tab.

Cal l ed fromkcf nodule _init().

69 allocated with prov_tab_nax entries.

82 */

83 voi d

84 kcf _prov_tab_init(void)

85 {

86 mutex_init(&prov_tab_rutex, NULL, MJTEX_ DRI VER, NULL);

88 prov_tab = kmem zal | oc(prov_tab_max * sizeof (kcf_provider_desc_t *),
89 KM SLEEP) ;

90 }

92 /*

93 * Add a provider to the provider table. If no free entry can be found
94 * for the new provider, returns CRYPTO HOST_MEMORY. O herw se, add
95 * the provider to the table, initialize the pd_prov_id field

96 * of the specified provider descriptor to the index in that table,

97 * and return CRYPTO SUCCESS. Note that a REFHOLD is done on the

98 * provider when pointed to by a table entry.

99 */

100 int

101 kcf_prov_tab_add_provi der (kcf_provi der _desc_t *prov_desc)

103 uint_t i;

105 ASSERT(prov_tab != NULL);

107 mut ex_ent er (&prov_t ab_nut ex) ;

109 /* find free slot in providers table */

110 for (i = 0; i < KCF_MAX_PROVI DERS && prov_tab[i] != NULL; i++)
111 )

112 if (i == KCF_MAX_PROVI DERS) {

113 /* ran out of providers entries */

114 mut ex_exi t (&rov_tab_nutex);

115 crm_err (CE_WARN, "out of providers entries");
116 return (CRYPTO_HOST_MEMORY) ;

117 }

119 /* initialize entry */

120 prov_tab[i] = prov_desc;

*
*
80 * The providers table is dynamcally allocated with prov_tab_max entries.
*
*
*

Initialize the providers table. The providers table is dynamically
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121 KCF_PROV_REFHOLD( pr ov_desc) ;

122 KCF_PROV_| REFHOLD( pr ov desc)

123 prov_t ab_numt+;

125 mut ex_exi t (&prov_t ab_nut ex);

127 /* update provider descriptor */

128 prov_desc->pd_prov_id = i;

130 /*

131 * The KCF-private provider handle is defined as the internal
132 * provider id.

133 */

134 prov_desc->pd_kcf _prov_handl e =

135 (crypto_kcf_provi der _handl e_t) prov_desc->pd_prov_id;

137 #if DEBUG

138 if (kcf_frmwk_debug >= 1)

139 kef _prov_tab_dunp("kcf _prov_tab_add_provider");

127 kef _prov_tab_dunp();

140 #endif /* DEBUG */

142 return ( CRYPTO_SUCCESS);

143 }

145 /| *

146 * Renpve the provider specified by its id. A REFRELE is done on the
147 * correspondi ng provider descriptor before this function returns.
148 * Returns CRYPTO UNKNOWN_PROVIDER if the provider id is not valid.
149 *

150 int

151 kcf_prov_tab_rem provider(crypto_provider_id_t prov_id)

152 {

153 kcf _provi der_desc_t *prov_desc;

155 ASSERT(prov_tab !'= NULL);

156 ASSERT( prov_tab_num >= 0);

158 /*

159 * Validate provider id, since it can be specified by a 3rd-party
160 * provider.

161 */

163 mut ex_ent er (&prov_t ab_nut ex) ;

164 if (prov_id >= KCFIVAXPRO\/IDERSH

165 ((prov_desc = prov_tab[prov_id]) == NULL)) {

166 mut ex_exi t (&rov_tab_nutex);

167 return (CRYPTO | NVALID | PROVI DER I D);

168 }

169 nmut ex_exi t (&prov_t ab_nut ex);

171 I*

172 * The provider id nust renmain valid until the associated provider
173 * descriptor is freed. For this reason, we sinply rel ease our
174 * reference to the descriptor here. Wen the reference count
175 * reaches zero, kcf_free_provider_desc() will be invoked and
176 * the associated entry in the providers table will be rel eased
177 * at that tine.

178 */

180 KCF_PROV_REFRELE( prov_desc) ;

181 KCF_PROV_| REFRELE( pr ov_desc) ;

183 #if DEBUG

184 if (kcf_frmmk_debug >= 1)

185 kef _prov_tab_dunp("kcf _prov_tab_rem provider");
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173

kcf _prov_tab_dunp();

186 #endif /* DEBUG */

188

189 }
__unchanged_portion_onitted_

return (CRYPTO_SUCCESS);

831 #if DEBUG

832 /*

833 * Dunp the Kernel crypto providers table, prov_tab.

834 * If kcf_frmwk_debug is >=2, also dunp the nechanismlists.
835 */

836 static void
837 kcf_prov_tab_dunp(char *nessage)
822 kcf_prov_tab_dunp(void)

838 {

839
824

841
842
843

828
845
846
847
848
849
850
851
852
853
854
855
856
830
831
832
833
834
857
858
859
860
861
862

864

865 }
__unchanged_portion_onitted_

uint_t i, j;
uint_t i;

nmut ex_ent er (&prov_t ab_nut ex) ;
printf("Providers table prov_tab at %:\n",
nessage != NULL ? nessage : "");

prlntf( Providers table:\n");
for (i =0; i < KCF WPRWIDERS i++) {
kcf _provider _desc_t *p = prov_tab[i];
if (p!= NULL) {
printf("[%]: (%) % nmechanisms, %\n", i,
(p >pd prov_type == CRYPTO | HWPRO\/I DER) ?
"SW,
p- >pd mech_l i st count p- >pd_descri ption);
if (kef_frmwk debug >=
printf(" \tpd machanl SB: ;
for (j =0; J < p->pd_nech_| st _count; ++j) {
printf("% \n"
p- >pd_| mechani snme[j].cm nmech_nane);

if (prov_tab[i] !'= NULL) {
printf("[%]: (%) %\n"
i, (prov_tab[i]->pd_| prov type ==
CRYPTO_HW PROVI DER) ? "HW "SW,
prov_tab[i]->pd_descrinpti on) ;
printf("\n");
}

printf("(end of providers table)\n");

mut ex_exi t (&prov_t ab_nut ex);



