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6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86 321 .ident "@#)shal-x86_64.pl 1.2 08/03/20 SM "
LEEE R R R EE SRR EEEE R EEE RS SRR EEEEEEEEEEEEREREEEEEEEEESEE] 323 ldent I'@#)Shal-x86_64 pl 11 08/03/02 SM "
__unchanged_portion_onitted_ 322 #include <sys/asm|inkage. h>
323
146 #
147 # void shal_bl ock_data_order (SHA1_CTX *ctx, const void *inpp, size_t blocks); 326 &PROLOGUE("shal_bl ock_data_order");
148 # 327 $code.=".align 4\n.Lloop:\n";
328 for($i =0; $i <20; $i ++) { &BODY_00_19($i, @); unshift(@, pop(@)); }
150 # Argunents: 329 for(; $i<40; $i ++) { &BODY_20_39($i, @); unshift(@, pop(@)); }
151 $ctx="%di"; # 1st arg 330 for(; $i <60; $i ++) { &BODY_40_59(%$i, @); unshift(@, pop(@)); }
152 $inp="%si"; # 2nd arg 331 for(; $i <80; $i ++) { &BODY_20_39($i, @); unshift(@, pop(@)); }
153 $nun¥" % dx"; # 3rd arg 332 $code. =<<___;
333 | Update and save state information in SHA-1 context
155 # reassign argunments in order to produce nore conpact code 334 add 0($ctx), $E
156 $ctx="% 8"; 335 add 4($ctx), $T
157 $inp="% 9"; 336 add 8($ctx), $A
158 $nun¥"% 10"; 337 add 12($ctx), $B
338 add 16($ct x), $C
160 # Tenporaries: 339 nov $E, 0( $ct x)
161 $xi ="%ax"; 340 nmov $T, 4( $ct x)
162 $t 0="%ebx"; 341 nov $A, 8( $ct x)
163 $t 1="%cx"; 342 nov $B, 12( $ct x)
164 # State information from SHA-1 context: 343 nov $C, 16( $ct x)
165 $A="%dx";
166 $B="%si"; 345 xchg $E, $A  # nobv  3$E, $A
167 $C="%di"; 346 xchg $T,$B  # nov  $T, $B
168 $D="%ebp"; 347 xchg $E, $C  # nov $A, $C
169 $E="9% 11d"; 348 xchg $T,$D  # nov $B, $D
170 # Tenporary: 349 # nmov $C, $E
171 $T="% 12d"; 350 | ea $16*4' ($inp), $inp
351 sub \ $1, $num
173 @/=($A, $B, $C, $D, $E, $T); 352 jnz . Ll oop
353
175 sub PROLOGUE { 354 &EPI LOGUE("shal_bl ock_dat a_order");
176 nmy $func=shift; 355 $code. =<<___;
177 $code. =<<___; 356 .asciz "SHAL bl ock transformfor x86_64, CRYPTOGAMS by <appro\ @penssl . org>"
178 ENTRY_NP($func)
179 /* EXPORT DELETE START */ 358 #el se
179 push % bx 359 /* LINTED */
180 push % bp 360 /* Nothing to be linted in this file--it’s pure assenbly source. */
181 push % 12 361 #endif /* !llint & ! __lint */
182 nmv % sp, % ax 362
183 nmv % di , $ct x # reassigned argunent
184 sub \ $' 8+16*4' , % sp 364 #HHHAHHHHHHHHHHHHHHHHHHHH BT H TR
185 nov % si, $inp # reassi gned argunent
186 and \ $- 64, % sp 366 $code =~ s/\‘ ([MN‘]*)\‘/eval $1/gem
187 nov % dx, $num # reassigned argument 367 print $code;
188 nmv % ax, ‘ 16*4' (% sp) 368 cl ose STDOUT;
190 nov 0($ctx), $A
191 nov 4($ctx), $B
192 nov 8($ctx), $C
193 nov 12($ctx), $D
194 nov 16($ctx), $E
195
196 }
198 sub EPI LOGUE {
199 ny $func=shift;
200 $code. =<<___;
201 nmov ‘16*4' (% sp), % sp
202 pop % 12
203 pop % bp
204 pop % bx
206 /* EXPORT DELETE END */
205 ret
206 SET_SI ZE( $f unc)
__unchanged_portion_omtted_
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©oLo ouh N

Copyright (c) 2006, CRYPTOGAMS by <appro@penssl . org>
Al rights reserved.

Redi stribution and use in source and binary fornms, with or without
nodi fication, are permtted provided that the followi ng conditions
are net:

* Redistributions of source code nmust retain copyright notices,
this list of conditions and the follow ng disclainer.

* Redistributions in binary formnust reproduce the above
copyright notice, this list of conditions and the follow ng
disclaimer in the docunentation and/or other materials
provided with the distribution.

* Neither the name of the CRYPTOGAMS nor the names of its
copyright holder and contributors may be used to endorse or
pronote products derived fromthis software without specific
prior witten perm ssion.

ALTERNATI VELY, provided that this notice is retained in full, this
product may be distributed under the ternms of the GNU General Public

Li cense (GPL), in which case the provisions of the GPL apply | NSTEAD OF
those given above.

TH S SOFTWARE | S PROVI DED BY THE COPYRI GHT HOLDER AND CONTRI BUTORS
"AS |'S" AND ANY EXPRESS OR | MPLI ED WARRANTI ES, | NCLUDI NG BUT NOT
LIMTED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND FI TNESS FOR
A PARTI CULAR PURPCSE ARE DI SCLAI MED. I N NO EVENT SHALL THE COPYRI GHT
OMNNER OR CONTRI BUTORS BE LI ABLE FOR ANY DI RECT, | NDI RECT, | NCI DENTAL,
SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG, BUT NOT

LIM TED TO, PROCUREMENT OF SUBSTI TUTE GOODS OR SERVI CES; LOSS OF USE,
DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER CAUSED AND ON ANY
THEORY OF LI ABILITY, WHETHER | N CONTRACT, STRICT LI ABILITY, OR TORT
(1 NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SI NG I N ANY WAY OQUT OF THE USE
OF TH' S SOFTWARE, EVEN I F ADVI SED OF THE PCSSI BI LI TY OF SUCH DAVAGE.
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1 #!/usr/bin/env perl
2 #
3 #
4 # Witten by Andy Pol yakov <appro@y.chal ners.se> for the QpenSSL
5 # project. Rights for redistribution and usage in source and binary
6 # forms are granted according to the OpenSSL |icense.
7 #
8 #
9 # sha256/512_bl ock procedure for x86_64.
10 #
11 # 40% i nprovenent over conpiler-generated code on Opteron. On EMBAT
12 # sha256 was observed to run >80% faster and sha512 - >40% No nmgi cal
13 # tricks, just straight inplenentation... | really wonder why gcc
14 # [being armed with inline assenbler] fails to generate as fast code.
15 # The only thing which is cool about this nmodule is that it's very
16 # sane instruction sequence used for both SHA-256 and SHA-512. In
17 # former case the instructions operate on 32-bit operands, while in
18 # latter - on 64-bit ones. All | had to do is to get one flavor right,
19 # the other one passed the test right away:-)
20 #
21 # sha256_bl ock runs in ~1005 cycles on Opteron, which gives you
22 # asynptotic perfornmance of 64*1000/1005=63. 7MBps times CPU cl ock
23 # frequency in GHz. sha512_bl ock runs in ~1275 cycles, which results
24 # in 128*1000/ 1275=100MBps per GHz. Is there room for inprovenent?
25 # Well, if you conpare it to | A-64 inplenentation, which maintains
26 # X[16] in register bank[!], tends to 4 instructions per CPU cl ock
27 # cycle and runs in 1003 cycles, 1275 is very good result for 3-way
28 # issue Opteron pipeline and X[16] naintained in menory. So that *if*
29 # there is a way to inprove it, *then* the only way woul d be totry to
30 # offload X[ 16] updates to SSE unit, but that would require "deeper"
31 # loop unroll, which in turn would naturally cause size bl owup, not
32 # to nention increased conplexity! And once again, only *if* it's
33 # actually possible to noticeably inprove overall ILP, instruction
34 # level parallelism on a given CPU inplenmentation in this case.
35 #
36 # Special note on Intel EM64T. While Opteron CPU exhibits perfect
37 # perfromance ratio of 1.5 between 64- and 32-bit flavors [see above],
38 # [currently avail abl e] EM54T CPUs apparently are far fromit. On the
39 # contrary, 64-bit version, sha512_bl ock, is ~30% *sl ower* than 32-bit
40 # sha256_bl ock:-( This is presumably because 64-bit shifts/rotates
41 # apparently are not atomic instructions, but inplemented in mcrocode.
43 #
44 # OpenSol aris OS nodifications
45 #
46 # Sun elects to use this software under the BSD |icense.
47 #
48 # This source originates from QpenSSL file sha512-x86_64. pl at
49 # ftp://ftp.openssl.org/ snapshot/openssl-0.9. 8-stabl e- SNAP- 20080131. t ar.
50 # (presunmably for future OpenSSL rel ease 0.9.8h), with these changes:
51 #
52 # 1. Added perl "use strict" and decl ared vari abl es.
53 #
54 # 2. Added OpenSol ari s ENTRY_NP/ SET_SI ZE nacros from
55 # /usr/include/sys/asm|inkage.h, .ident keywords, and |int(1B) guards.
56 #
57 # 3. Added perl function & ea_offset_eax_register_register() to handle
58 # OpenSol aris as(1) bug.
59 #

#

#

4. Renpved x86_64-xl ate.pl script (not needed for as(1l) or gas(1)
assenbl ers). Replaced the .picneup nacro with assenbl er code.

gz
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62 #
63 # 5. Added 8 to $ctx, as OpenSolaris OS has an extra 4-byte field, "al gotype",
64 # at the beginning of SHA2_CTX (the next field is 8-byte aligned).
65 #

67 use strict;

68 ny ($code, $func, $TABLE, $SZ, @i gne0, @i gmal, @igma0, @igmal, $rounds,
69 @ROT, $A, $B, $C, $D, $E, $F, $G $H, $T1, $a0, $al, $a2, $i,

70 $ctx, $round, $inp, $Thl, $_ctx, $_inp, $_end, $_rsp, $franmesz);
71 ny $output = shift;

72 open STDOUT, " >$out put";

74 #

75 # OpenSSL library:

76 # void sha512_bl ock_dat a_order (SHA512_CTX *ctx, const void *in, size_t nunm);
77 # void sha256_bl ock_dat a_order (SHA256_CTX *ctx, const void *in, size_t num;
78 #

79 # OpenSol aris OS:

80 # void SHA512Tr ansf or nBl ocks(SHA2_CTX *ctx, const void *in, size_t num;
81 # voi d SHA256Tr ansf or mBl ocks( SHA2_CTX *ctx, const void *in, size_t num;
82 # Note: the (penSolaris SHA2 structure has an extra 8 byte field at the
83 # begi nning (over OpenSSL’'s SHA512 or SHA256 structure).

84 #

86 if ($output =~ /512/)

87 $f unc=' SHA512Transforn13I ocks"

88 $TABLE— K512"

89

90 @QOT ($A $B, $C, $D, $E, $F, $G $H) (" % ax", " % bx", "% cx", " % dx",

91 "% 8", "% 9", "% 10", "%11")

92 ($T1, $a0, $al, $a2)=("w 12", "% 13", " % 14" , % 15 )

93 @i gna0=( 28, 34, 39) ;

94 @i gmal=(14, 18, 41) ;

95 @igma0=(1, 8, 7);

96 @igmal=(19, 61, 6);

97 $rounds=80;

98 } else {

99 $f unc=" SHA256Tr ansf or nBl ocks";

100 $TABLE— K256"

101

102 @OT ($A $B, $C, $D, $E, $F, $G $H) (" %eax", " %ebx", " %ecx", " %edx",

103 %8d" "%9d" "9 10d", "%11d")
104 ($T1, $a0, $al, $a2) =("w12d"," % 13d"," % 14d", " % 15d" );

105 @i gmao=( 2,13, 22);

106 @i gmal=( 6,11, 25);

107 @igma0=( 7,18, 3);

108 @i gml=(17, 19, 10);

109 $rounds=64;

110 }

112 $ctx="%di "; # 1st arg

113 $round="9%di"; # zaps $ctx

114 $inp="%si"; # 2nd arg

115 $Tbl =" % bp";

117 $_ct x="16*$SZ+0*8( % sp) ";
118 $_i np="16*$SZ+1*8( % sp) " ;
119 $_end="16*$SZ+2*8( % sp)";
120 $_rsp="16*$SZ+3*8(% sp)";
121 $franmesz="16*$SZ+4*8";

124 sub ROUND 00_15()
125 { ny ($i, $a, $b, $c, $d, $e, $f, $g, $h) = @;

127 $code. =<<___;
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128 nov $e, $a0

129 nov $e, $al

130 nmov $f , $a2

132 ror \ $$Si gmal[ 0] , $a0

133 ror \ $$Si gmal[ 1] , $al

134 xor $g, $a2 # frg

136 xor $al, $a0

137 ror \ $* $Si gmal[ 2] - $Si gnal[ 1] * , $al

138 and $e, $a2 # (f~g) &e

139 nov $T1, * $SZ* ($i &Oxf)‘ (% sp)

141 xor $al, $a0 # Sigmal(e)

142 xor $g, $a2 # Ch(e, f,g)=((f"g)&e)"g
143 add $h, $T1 # T1+=h

145 nov $a, $h

146 add $a0, $T1 # T1+=Si gmal(e)
148 add $a2, $T1 # T1+=Ch(e, f, g)
149 nov $a, $a0

150 nov $a, $al

152 ror \ $$Si gma0[ 0] , $h

153 ror \ $$Si gmao[ 1] , $a0

154 nov $a, $a2

155 add ($Tbl, $round, $SZ), $T1  # T1+=K[ round]
157 xor $a0, $h

158 ror \ $* $Si gma0[ 2] - $Si gna0[ 1] * , $a0

159 or $c, $al # alc

161 xor $a0, $h # h=Si gma0( a)
162 and $c, $a2 # a&c

163 add $T1, $d # d+=T1

165 and $b, $al # (alc)&b

166 add $T1, $h # h+=T1

168 or $a2, $al # Maj (a, b, c)=((alc)&b)]| (a&e)
169 | ea 1( $round), $round # round++

171 add $al, $h # h+=Maj (a, b, c)
172

173 }

175 sub ROUND_16_XX()
176 { ny ($i, $a, $b, $c, $d, $e, $f, $g, $h) = @;

178 $code. =<<___;

179 nov ¢ $SZ* (($i +1) &0xf ) (% sp), $a0

180 nov © $SZ* (($i +14) &OXT) ' (% sp), $T1

182 nov $a0, $a2

184 shr \ $$si gnao[ 2] , $a0

185 ror \ $$si gma0[ 0] , $a2

187 xor $a2, $a0

188 ror \' $ $si gmaO[ 1] - $si gma0[ 0] * , $a2

190 xor $a2, $a0 # sigmaO( X (i +1) &xf])
191 nov $T1, $al

193 shr \ $$si gmal[ 2], $T1
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194 ror \ $$si gmal[ 0] , $al

196 xor $al, $T1

197 ror \'$* $si gmal[ 1] - $si gnmal[ 0] *, $al
199 xor $al, $T1 # sigmal( X[ (i +14) &0xf1])
201 add $a0, $T1

203 add © $SZ* (($i +9) &Oxf)* (W sp), $T1
205 add ¢ $SZ* ($i &Oxf)‘ (% sp), $T1

206

207 &ROUND 00_15( @) ;

208 }

210 #

211 # Execution begins here

212 #

214 $code=<<___;

215 #if !defined(lint) && !defined(__lint)

216 .ident "@#) sha512-x86_64. pl 1.2 08/03/20 SM "
217 #include <sys/asm|inkage. h>

219 ENTRY_NP( $f unc)

220 push % bx

221 push % bp

222 push % 12

223 push % 13

224 push % 14

225 push % 15

226 nov % sp, % bp # copy % sp

227 shl \ $4, % dx # nunt 16

228 sub \ $$f ramesz, % sp

229 | ea ($i np, % dx, $SZ) , % dx # i np+nunt 16* $SZ

230 and \ $- 64, % sp # align stack frane

231 add \ $8, $ct x # Skip OpenSolaris field,
232 nov $ctx, $_ctx # save ctx, 1lst arg

233 nov $i np, $_i np # save inp, 2nd arg

234 nov % dx, $_end # save end pointer, "3rd"
235 nov % bp, $_rsp # save copy of % sp

237 /. pi cneup $Tbl

238 / The .picneup pseudo-directive, from perlasm x86_64_xl ate. pl,
239 / the address of the "next" instruction into the target register
240 / ($Tbl). This generates these 2 instructions:

241 | ea .Llea(%ip), $Thl

242 / nop / . picrmeup generates a nop for nod 8 alignnment--not needed here
244 | Ll ea:

245 | ea $TABLE-. ($Thl ), $Thl

247 nov $SZ*0( $ct x) , $A

248 nov $SZ*1($ctx), $B

249 nov $SZ*2($ct x) , $C

250 nov $S7*3($ct x), $D

251 nov $SZ*4( $ct x) , $E

252 nov $SZ*5( $ct x) , $F

253 nov $SZ*6( $ct x) , $G

254 nov $S7*7($ct x), $H

255 jmp . LI oop

257 .align 16

258 . Ll oop:

259 xor $round, $round
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260 __

261

262

263

264

265

266

267 $code.=<<___
268 jmp
269 .align 16
270 . Lrounds_16_xx
271

272

273

274

275 }
277 $code. =<<___
278 cnp
279 ib
281 nov
282 | ea
284 add
285 add
286 add
287 add
288 add
289 add
290 add
291 add
293 cnp
295 nov
296 nmv
297 nov
298 nov
299 nov
300 nov
301 nov
302 nov
303 jb
305 nov
306 pop
307 pop
308 pop
309 pop
310 pop
311 pop
313 ret
314 SET_SI ZE( $f unc)
316 __

318 if ($SZ==4) {
319 # SHA256

320 $code. =<<___;
321 .align 64
322 .type

323 $TABLE:

324 .long
325 .long

for (8i =0; $i <16; $i ++) {

$code. = nmov $SZ*$i ($i np), $T1\n";
$code. =" bswap  $T1\n"
&ROUND_00_15( $i , @ROT) ;

unshi f t ( @OT, pop( @ROT) ) ;

. Lrounds_16_xx

for(;$i<32;$i ++)
&ROUI

ND_16{_XX($i , @ROT) ;
unshi f t ( @OT, pop( @ROT) ) ;

\ $$r ounds, $round
. Lrounds_16_xx

$_ctx, $ctx
16* $SZ( $i np) , $i np

$SZ*0( $ct x) , $A
$SZ*1($ct x), $B
$SZ*2($ct x), $C
$57*3($ct x), $D
$SZ*4( $ct x) , $E
$SZ*5($ct x) , $F
$SZ*6( $ct x) , $G
$S7*7($ctx) , $H

$_end, $i np

$A, $SZ*0( $Ct X)
$B, $57* 1( $ct x)
$C, $SZ* 2( $ct x)
$D, $SZ* 3( $ct x)
$E, $SZ* 4( $ct x)
$F, $57*5( $ct x)
$G $SZ*6( $ct x)
$H, $SZ* 7( $ct x)
. LI oop

$_rsp, % sp
% 15
% 14
% 13
% 12
% bp
% bx

$TABLE, \ @bj ect

0x428a2f 98, 0x71374491, 0xb5c0f bef , 0xe9b5dbas
0x3956¢25b, 0x59f 111f 1, 0x923f 82a4, Oxablc5ed5
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326 .long
327 .long
328 .long
329 .long
330 .long
331 .long
332 .long
333 .long
334 .long
335 .long
336 .long
337 .long
338 .long
339 .long
340

341 } else {

342 # SHA512

343 $code. =<<__
344 .align 64

0xd807aa98, 0x12835b01, 0x243185be, 0x550c7dc3
0x72be5d74, 0x80deblf e, 0x9bdc06a7, Oxc19bf 174
0xe49b69c1, Oxef be4786, 0x0f c19dc6, Ox240calcc
0x2de92c6f, Ox4a7484aa, 0x5cb0a9dc, Ox76f 988da
0x983e5152, 0xa831c66d, 0xb00327c8, Oxbf 597f c7
0xc6e00bf 3, 0xd5a79147, 0x06ca6351, 0x14292967
0x27b70a85, 0x2e1b2138, 0x4d2c6df ¢, 0x53380d13
0x650a7354, 0x766a0abb, 0x81c2c92e, 0x92722¢85
Oxa2bf e8al, Oxa81a664b, 0xc24b8b70, Oxc76c51a3
0xd192e819, 0xd6990624, 0xf 40e3585, 0x106aa070
0x19a4c116, 0x1e376c08, 0x2748774c, 0x34b0bch5
0x391c0ch3, Ox4ed8aada, 0x5b9ccasf, 0x682e6f f 3
0x748f 82ee, 0x78a5636f , 0x84c87814, 0x8cc70208
0x90bef f f a, 0xa4506ceb, Oxbef 9a3f 7, Oxc67178f 2

345 .type  $TABLE, \ @bj ect

346 $TABLE:

347 . quad
348 . quad
349 . quad
350 . quad
351 . quad
352 . quad
353 . quad
354 . quad
355 . quad
356 . quad
357 . quad
358 . quad
359 . quad
360 . quad
361 . quad
362 . quad
363 . quad
364 . quad
365 . quad
366 . quad
367 . quad
368 . quad
369 . quad
370 . quad
371 . quad
372 . quad
373 . quad
374 . quad
375 . quad
376 . quad
377 . quad
378 . quad
379 . quad
380 . quad
381 . quad
382 . quad
383 . quad
384 . quad
385 . quad
386 . quad
387

388 }

389 $code. =<<___
391 t#el se

0x428a2f 98d728ae22, 0x7137449123ef 65cd
0xb5c0f becf ec4d3b2f , 0xe9b5dba58189dbbc
0x3956c25bf 348b538, Ox59f 111f 1b605d019
0x923f 82a4af 194f 9b, Oxablc5ed5da6d8118
0xd807aa98a3030242, 0x12835b0145706f be
0x243185bedeed4b28c, 0x550c7dc3d5f f b4e2
0x72be5d74f 27b896f , 0x80deb1f e3b1696b1
0x9bdc06a725¢c71235, Oxc19bf 174cf 692694
0xe49b69c19ef 14ad2, Oxef be4786384f 25e3
0x0f c19dc68b8cd5b5, 0x240calcc77ac9c65
0x2de92c6f 592b0275, O0x4a7484aa6eab6e483
0x5cb0a9dcbd41f bd4, Ox76f 988da831153b5
0x983e5152ee66df ab, 0xa831c66d2db43210
0xb00327c¢898f b213f, Oxbf 597f c7beef Oee4
0xc6e00bf 33da88f c2, 0xd5a79147930aa725
0x06ca6351e003826f, 0x142929670a0e6e70
0x27b70a8546d22f f c, 0x2e1b21385c26c926
0x4d2c6df cbac42aed, 0x53380d139d95b3df
0x650a73548baf 63de, 0x766a0abb3c77b2a8
0x81c2c92e47edaeeb, 0x92722¢851482353b
Oxa2bf e8al4cf 10364, Oxa81la664bbc423001
0xc24b8b70d0f 89791, Oxc76c51a30654be30
0xd192e819d6ef 5218, 0xd69906245565a910
Oxf 40e35855771202a, 0x106aa07032bbd1b8
0x19a4c116b8d2d0c8, Ox1e376c085141ab53
0x2748774cdf 8eeb99, 0x34b0bcbh5e19b48a8
0x391c0cb3c5c95a63, 0x4edBaad4ae3418ach
0x5b9cca4f 7763e373, 0x682e6f f 3d6b2b8a3
0x748f 82eeb5def b2f ¢, 0x78a5636f 43172f 60
0x84c87814alf 0ab72, 0x8cc702081a6439ec
0x90bef f f a23631e28, 0xa4506cebde82bde9
Oxbef 9a3f 7b2c67915, Oxc67178f 2e372532b
Oxca273eceea26619c, 0xd186h8c721c0c207
Oxeada7dd6cdeOeble, Oxf 57d4f 7f ee6ed178
0x06f 067aa72176f ba, 0x0a637dc5a2c898a6
0x113f 9804bef 90dae, 0x1b710b35131c471b
0x28db77f 523047d84, 0x32caab7b40c72493
0x3c9ebelal5c9bebc, 0x431d67c49c100d4c
0x4cc5d4bech3e42b6, 0x597f 299cf c657e2a
0x5f cb6f ab3ad6f aec, 0x6¢c44198c4a475817
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392 /* LINTED */

393 /* Nothing to be linted in this file--it’s pure assenbly source. */
394 #endif /* !lint & !'__lint */

395

397 $code =~ s/\‘([MN‘]*)\‘/eval $1/gem
398 print $code;
399 cl ose STDOUT;




new usr/ src/ comon/ crypt o/ sha2/ sha2. c

R R R R

31347 Thu Mar

20 14:23:53 2008

new usr/ src/ comon/ crypt o/ sha2/ sha2. c
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86
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/*
* Copyright 2008 Sun Mcrosystens, Inc. All rights reserved.
* Copyright 2007 Sun Mcrosystens, Inc. Al rights reserved.
* Use is subject to |license terns.
*
/
#pragnma i dent "@#)sha2.c 1.8 08/03/05 SM "
#pragnma i dent "@#)sha2.c 1.7 07/04/10 SM"

I I S

/

The basic framework for this code cane fromthe reference
inmplementation for MD5. That inplenentation is Copyright (C
1991-2, RSA Data Security, Inc. Created 1991. Al rights reserved.

Li cense to copy and use this software is granted provided that it
is identified as the "RSA Data Security, Inc. MD5 Message- D gest
Al gorithn in all naterial nmentioning or referencing this software
or this function.

License is also granted to nake and use derivative works provided
that such works are identified as "derived fromthe RSA Data
Security, Inc. MD5 Message-Digest Algorithnt in all material
nmentioning or referencing the derived work.

RSA Data Security, Inc. nmakes no representations concerning either
the nerchantability of this software or the suitability of this
software for any particular purpose. It is provided "as is"

Wi t hout express or inplied warranty of any kind.

These notices nust be retained in any copies of any part of this
docurnent ati on and/ or sof tware.

NOTE: C eaned-up and optim zed, version of SHA2, based on the FIPS 180-2
standard, available at http://ww.itl.nist.gov/div897/pubs/fipl80-2.htm
Not as fast as one would like -- further optimzations are encouraged
and appreci at ed.

#i ncl ude <sys/types. h>
#i ncl ude <sys/param h>
#i ncl ude <sys/systm h>
#i ncl ude <sys/sysnmacros. h>

#defi ne

SHA2 _| MPL

#i ncl ude” <sys/sha2. h>
#i ncl ude <sys/sha2_consts. h>

#i f def _KERNEL

#i ncl ude <sys/cmm_err. h>
#i f ndef _KERNEL

#el se

#include <strings. h>
#i ncl ude <stdlib. h>
#i ncl ude <errno. h>

#pragma weak SHA256Updat e = SHA2Updat e
#pragma weak SHA384Update = SHA2Updat e
#pragma weak SHA512Update = SHA2Updat e
#pragnma weak SHA256Fi nal = SHA2Fi nal
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59
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114
115
116
117
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#pragma weak SHA384Fi nal

= SHA2Fi nal
#pragma weak SHA512Fi nal =

SHA2Fi nal
#endif /* | _KERNEL */
#i f def _KERNEL

#incl ude <sys/cm_err.h>
#endi f /* _KERNEL */

static void Encode(uint8_t *
static void Encode64(uint8_t *,

#if defi ned(__and64)
#def i ne SHA512Tr ansforn{ctx, in)
#def i ne SHA256Tr ansforn{ctx, in)

, uint32_t *, size_t);
uintéd_t *, size_t);

SHA512Tr ansf or mBl ocks((ctx), (in), 1)
SHA256Tr ansf or mBl ocks((ctx), (in), 1)

const void *in,
const void *in,

voi d SHA512Tr ansf or nBl ocks( SHA2_CTX *ct x,
voi d SHA256Tr ansf or nBl ocks( SHA2_CTX *ct x,

size_t num;
size_t num;

#el se

static void SHA256Transfornm(SHA2_CTX *, const uint8_t *);

static void SHA512Transfor n{ SHA2_CTX *, const uint8_t *);

#endif /* __and64 */

static uint8_t PADDI NG 128] = { 0x80, /* all zeros */ };

/* Ch and Maj are the basic SHA2 functions. */

#define Ch(b, c, d) (((b) & (c)) ™ ((~b d))

#define Maj (b, ¢, d) (((b) & (c)) ™ (( ) &( d) * ((c) & (d)))
/* Rotates x right n bits. */

#defi ne ROTR(x, n)
(((X) >> (n)) |

/* Shift x right n bits */
#define SHR(x, n) ((x) >> (n))

((x) << ((sizeof (x)

NBBY) - (n))))

/* SHA256 Functions */

#def i ne Bl GSI GVAO_256( x) (ROTR((x), 2) ™~ ROTR((x), 13) ~ ROTR((x
#define BI GSI GVAL_256( ) (ROTR((x), 6) ~ ROTR((x), 11) "~ ROTR((x
#define SI GMAO_256( x) (ROTR((x), 7) ~ ROTR((x), 18) ~ SHR((x)
#defi ne SI GVA1_256(x) (ROTR((x), 17) ™~ ROTR((x), 19) ™ SHR((x
#define SHA256ROUND(a, b, ¢, d, e, f, g, h, i, w

Tl = h + BIGSIGVAl_256(e) + Ch(e, f, g) + SHA256_CONST(i) + w

d += T1;

T2 = BIGSI GVAO_256(a) + Maj(a, b, c);

h=T1+ T2
/* SHA384/512 Functions */
#def i ne Bl GSI GVAO( x) (ROTR((x), 28) ™~ ROTR((x), 34) ™~ ROTR((x), 39))
#def i ne Bl GSI GVAL( x) (ROTR((x), 14) ™~ ROTR((x), 18) ~ ROTR((x), 41))
#def i ne SI GVAO( x) (ROTR((x), 1) ~ ROTR((X), 8) ™ SHR((x), 7))
#define SI GVAL(x) (ROTR((x), 19) ~ ROTR((x), 61) SHR((X), 6))
#defi ne SHA512ROUND(a, b, c, d, e, f, g, h, i, w

T1 = h + BIGSIGVAl(e) + Ch(e, f, g) + SHA512_CONST(i) + w

d += T1;

T2 = BI GSI GVAO(a) + Maj(a, b, c);

h=T1+ T2
/*
* sparc optimzation:
*
* on the sparc, we can |load big endian 32-bit data easily. note that
* special care nust be taken to ensure the address is 32-bit aligned.
* in the interest of speed, we don't check to nmake sure, since

—— e —
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120 * careful programm ng can guarantee this for us. 184 SHA256_CONST_45, SHA256_CONST_46, SHA256_CONST_47,
121 */ 185 SHA256_CONST_48, SHA256_CONST_49, SHA256_CONST_50,
186 SHA256_CONST_51, SHA256_CONST_52, SHA256_CONST_53,
123 #if defi ned(_BI G_ENDI AN) 187 SHA256_CONST_54, SHA256_CONST_55, SHA256_CONST_56,
188 SHA256_CONST_57, SHA256_CONST_58, SHA256_CONST_59,
125 #define LOAD Bl G _32(addr) (*(uint32_t *)(addr)) 189 SHA256_CONST_60, SHA256_CONST_61, SHA256_CONST_62,
190 SHA256_CONST_63
127 #else /* little endian -- will work on big endian, but slomy */ 191 }s
192 #endif /* __sparc */
129 #define LOAD Bl G _32(addr) \ 186 #endi f
130 (((addr)T0] << 24) | ((addr)[1] << 16) | ((addr)[2] << 8) | (addr)[3])
131 #endi f 194 if ((uintptr_t)blk & 0x3) { /* not 4-byte aligned? */
195 bcopy(bl k, ctx->buf_un. buf32, sizeof (ctx->buf_un.buf32));
196 blk = (uint8_t *)ctx->buf _un. buf32;
134 #if defi ned(_BI G_ENDI AN) 197 1
136 #define LOAD Bl G _64(addr) (*(uint64_t *)(addr)) 199 /* LI NTED E_BAD_PTR OAST_ALI GN */
200 = LOAD BIG 32(blk + 4 * 0);
138 #el se /* little endian -- will work on big endian, but slowy */ 201 SHA256R(1JND(a b, ¢, d, e, f, g, h, 0, wO0);
202 /* LI NTED E_BAD PTR CAS _ALI GN */
140 #define LOAD_BI G 64(addr) \ 203 wl = LOAD BIG 32(blk + 4 * 1);
141 (((uint64_t)(addr)[0] << 56) | ((uint64_t)(addr)[1l] << 48) | \ 204 SHA256ROUND( h, "a, b, d, e f, g 1, wl);
142 ((uint64_t)(addr)[2] << 40) | ((uint64 t)(addr)[3] << 32) | \ 205 /* LINTED E_BAD PTR CAST_ LI GN */
143 ((uint64_t)(addr)[4] << 24) | ((uint64 _t)(addr)[5] << 16) | \ 206 w2 = LQOAD BIG 32(blk + 4 * 2);
144 ((uint64_t)(addr)[6] << 8) | (uint64_t)(addr)[7]) 207 SHA256ROJND(g, h, a, b, ¢, d, e f, 2, W);
208 /* LINTED E_BAD_PTR CAST_ALI GN */
145 #endi f 209 w3 = LQOAD BIG 32(blk + 4 * 3);
210 SHA256ROUND(f, g, h, a, b, ¢, d, e, 3, wW3);
211 /* LINTED E_ BAD PTR CAST_ LI GN */
148 #if ! defi ned(__and64) 212 w4t = LOAD BIG 32(blk + 4 * 4);
149 /* SHA256 Transform */ 213 SHA256ROUND(e, f, g, h, a, b, ¢, d, 4, w4);
214 /* LI NTED E_BAD PTR_CAST_ LI GN */
151 static void 215 w5 = LOAD BIG 32(blk + 4 * 5);
152 SHA256Tr ansf or m{ SHA2_CTX *ctx, const uint8_t *bl k) 216 SHA256ROUND(d, e, f, g, h, a, b, ¢, 5 wh);
153 { 217 /* LINTED E_BAD PTR CAST_ALI GN */
218 w6 = LOADBIG32(bIk+4*6);
154 uint32_t a = ctx->state.s32[0]; 219 SHA256ROUND( ¢, d, f, g, h, a, b, 6, wb);
155 uint32_t b = ctx->state.s32[1]; 220 /* LINTED E_BAD PTR_CAS _ALIGN */
156 uint32_t ¢ = ctx->state.s32[2]; 221 w7 = LOAD BIG 32(blk + 4 * 7);
157 uint32_t d = ctx->state.s32[3]; 222 SHA256ROUND(b, "¢, d, e, f, g, h, a, 7, wi);
158 uint32_t e = ctx->state.s32[4]; 223 /* LINTED E_BAD PTR _CAST_ALIGN */
159 uint32_t f = ctx->state.s32[5] 224 w8 = LOAD BIG 32(blk + 4 * 8);
160 uint32_t g = ctx->state.s32[6]; 225 SHA256ROUND(a, b, ¢, d, e, f, g, h, 8 w8);
161 uint32_t h = ctx->state.s32[7]; 226 /* LI NTED E_BAD PTR_CAST_ LI GN */
227 wo = LOAD BIG 32(blk + 4 * 9);
163 uint32_t wo, wl, w2, w3, w4, w5, w6, W, 228 SHA256ROUND(h, a, b, ¢, d, e, f, g, 9, wWI);
164 uint32_t w8, w9, wiO, wil, wl2, wl3, wl4, wlb5; 229 I* LI NTED E_BAD PTR_CAST_ALI GN */
165 uint32_t T1, T2, 230 wl0 = LOAD BIG 32(blk + 4 * 10);
231 SHA256ROUND(g, h, a, b, ¢, d, e, f, 10, wi0);
167 #if defined(__sparc) 232 /* LINTED E_BAD PTR_CA T_ALI GN */
168 static const uint32_t sha256_consts[] = { 233 wll = LOAD BIG 32(blk + 4 * 11);
169 SHA256_CONST_0, SHA256_CONST_1, SHA256_CONST_2, 234 SHA256RC1JND(f, g, h, a, b, c, d e, 11, wil);
170 SHA256_CONST_3, SHA256_CONST_4, SHA256_CONST_5, 235 /* LINTED E_BAD PTR | CA T_ALI GN */
171 SHA256_CONST_6, SHA256_CONST_7, SHA256_CONST_8, 236 wl2 = LOAD BIG 32(blk + 4 * 12);
172 SHA256_CONST_9, SHA256_CONST_ 10, SHA256_CONST 11, 237 SHA256ROUND(e, f, g, h, a, b, ¢, d, 12, wi2);
173 SHA256_CONST_12, SHA256_CONST_13, SHA256_CONST_14, 238 I* LI NTED E BAD_PTR CAST_ALI GN */
174 SHA256_CONST_15, SHA256_CONST_16, SHA256_CCNST_17, 239 wl3 = LOAD BIG 32(blk + 4 * 13);
175 SHA256_CONST_18, SHA256_CONST_19, SHA256_CONST_20, 240 SHA256ROUND(d, e, f, g, h, a, b, ¢, 13, wi3);
176 SHA256_CONST_21, SHA256_CONST_22, SHA256_CONST_23, 241 /* LINTED E_BAD PTR_CAST_ALI GN */
177 SHA256_CONST 24, SHA256_CONST 25, SHA256_CONST_26, 242 wl4 = LOAD BIG 32(blk + 4 * 14);
178 SHA256_CONST_27, SHA256_CONST_28, SHA256_CONST_29, 243 SHA256R(1JND( d, e f, g, h, a b, 14, wi4);
179 SHA256_CONST_30, SHA256_CONST_31, SHA256_CONST_32, 244 /* LI NTED E_ BAD PTR CA! T_ALI GN */
180 SHA256_CONST_33, SHA256_CONST_34, SHA256_CONST_35, 245 wl5 = LQOAD BI G 32(blk + 4 * 15);
181 SHA256_CONST_36, SHA256_CONST_37, SHA256_CONST_38, 246 SHA256ROUND(b, ¢, d, e, f, g, h, a, 15, wl5);
182 SHA256_CONST_39, SHA256_CONST_40, SHA256_ CONST 41,
183 SHA256_CONST_42, SHA256_CONST_43, SHA256_CONST_44, 248 w0 = SIGVAl_256(wl4) + w9 + SI GVAO_256(wl) + wo;
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SHA256ROUND(a, b, c, d,
wl = S| GVAl_256(wl5) +
SHA256RC1JND(h, a, b, c, d,
w2 = SI GVAl_256(w0) + wil
SHA256RCUND(g, h, a, b, c,
w3 = SIGVAl_256(wl) + wl2
SHA256ROJND(f g, h, a, b,
= S| GVAlL 256(V\2) + wi3
SHA256RCUND(e f, h, a,
= SI GVAL 256(\/\6) + wid
SHA256R(1JND(d e, f, g, h,
w6 = S| GVAL 256(w4) + wl5
SHA256RCUND(c d, f, g
w7 = S| GVAL 256(\/\5) + W0 +
SHA256R(1JND(b c, d, e, f,
w8 = SI GVAl_256(w6) + wl +
SHA256ROUND(a, b, ¢, d, e,
w9 = SIGVAL_256(w7) + w2 +
SHA256R(1JND(h, a, b, ¢
wl0 = S| GVAL_256(w8) +
SHA256ROUND(g, h, a, b, c,
+
a

€,
wl0

Wil = S| GVAL_ 256(wa)
SHA256R(1JND(f g, h, a
WL2 = SI GVAL 256(wl0) + wh
SHA256ROJND(e f, g, h, a

wi3 = S| GVAL 56(W11) Y we
SHA256RC1JND(d e, f, h,
wl4 = S| GVAL 256(\/\/12) % W
SHA256ROUND( © f, g,
wi5 = S| G\/A1_256(W13) b we
SHA256ROUND(B, ¢, d, e, f,

W0 = S| GVAL_256(wild) +
SHA256ROUND(a, b, c, d, e
wl = S| GVAL 256(wi5) +
SHA256ROUND(h, a, b, ¢, d
w2 = S| GVAL 256(w0) + wil
SHA256ROUND(g, h, a, b, ¢
W3 = SI GVAL 256(wl) + wi2
SHA256R(1JND(f g, h, a b,
= SIGVAL 256(w2) + Wi3
SHA256RCUND(e f, g, h a
= SIGVAL 256(w3) + wid
SHA256R(1JND(d e, f, g h
w6 = S| GVAL 256(wa4) + wi5
SHA256ROUND(c, d, e, f, g,
W7 = S| GVAL 256(W5) + WO +
SHA256R(1JND(b c, d e f,
W8 = S| GVAL 256(w6) + wl +
SHA256ROUND(a, b, ¢, d, e,
Wo = SIGVAL 256(w7) + w2 +
SHA256ROUND(h, a, b, ¢, d
WL0 = SI GVAL 256(w8) + w3
SHA256ROUND(g, h, a, b, c,
wil = S| GVAL 256(w0) + wd
SHA256RC1JND(f g, h, a b
Wl2 = SI GVAL 256(wl0) + wh
SHA256ROUND(€, f, g, h, a,
Wwi3 = SI GVAL_256(wil) + w6
SHA256RC1JND(d, e, f, g h,
wl4 = S| GVAL 256(\/\/12) bowr
SHA256ROUND( ¢, d, g,
wi5 = S| GVAL 25e(w13) b we
SHA256ROUND(D, ¢, d, e, f,

>

w0 = SI GVAL_256(wld) + wo

f, g, h, 16, w0);

+ Sl GVAO_256(wW2) + wi;
e, f, g, 17, wi);

+ Sl GNAO 256(V\B) + W2,

d, f, 18, w2);
+ Sl GNAO _256(wW4) + wB;
c, d, e, 19, w3);
+ Sl G\/AO 256(\/\5) + W4,
b, d, 20, w4
+ Sl GVAO _256(w6) b w5;
a, b, ¢, 21, wh);
+ Sl G\/AO 256(w7) + WB;

h, 22, we);
Si Gw-\o 256(\/\8) + W7,
g, h, a, 23, wr);
SI GVAO 256(wg) + W8;

f, g, w8) ;

SI GVAO 256(\/\/10) + Wo;

e, f, g, 25, wW9);

+ Sl G\/AO 256(\/\/11) + w10;
d, f, 26, wi0

+ Sl GVAO _256(w12) ¥ wll;
c, d, e, 27, wil);

+ SI GVAO 256(\/\/13) + wl2;
b, ¢, d, 28, wl2);

+ Sl GVAO 256(wl4) + wWi3;
a, b, ¢, 29, wi3);

+ SI GVAO 256(\/\/15) + wl4;
h, b, 30, wl4);

+ SI GVAO 256(\/\,0) + W15;
g, h, a, 31, wib);

+ SI GVAO 256(\/\/1) + WO;
f, g, h, 32,

+ ST GVAO 256(\/\/2) + wi;
e, f, g, 33, wl);

+ S GVAD 256(\/\6) + W2;
d, e, f, 34, w2);

+ SI GVWAO _256(w4) + waB;
c, d, e, 35 wW3);

+ S GVAO 256(\/\5) + w4,
b, ¢, d, 36, wd);

+ SI GVAO_256(w6) + wb;
a, b, ¢, 37, wh);

+ S GVAO 256(w7) + We;
h, a, b, 38, we);

SI GVAO 256(\/\/8) + W7,
g, h, a, 39, wr);

S| GVAO 256(wg) + V\B

f, g, h, 40,

Si GVRO 256(w10) + wo;
e, f, g, 41, wW9);

+ Sl GVRO_256(wll) + wiO;
d, e, f, 42, wi0

+ SI GWAO 256(w12) b wll;
d, e, 43, wll);

Sl GW-\O_256(\A/13) + wl2;
c, d, 44, wl2);

S| GVAO_256(w14) + wi3;
b, c, 45, wl13);

SI GVAO 256(\/\/15) + wl4;
a, b, 46, wi4);

Sl G\MO_ZSG(V\,O) + W15;

, h, a, 47, wlb);

c,
+
b
+
a
+
h
+
g

+ S| GVAO_256(wl) + wO;

new usr/ src/ comon/ crypt o/ sha2/ sha2. c

315
316
317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345

347
348
349
350
351
352
353
354
355

358

360
361
362

364
365
366
367
368
369
370
371

373
374
375

377
378
379
380

/*

SHA256ROUND(a, b, c, d,
wl = S| GVAl_256(wl5) +
SHA256RC1JND(h, a, b, c, d,
w2 = SI GVAl_256(w0) + wil
SHA256RCUND(g, h, a, b, c,
w3 = SIGVAl_256(wl) + wl2
SHA256ROJND(f g, h, a, b,
= S| GVAlL 256(V\2) + w13
SHA256RCUND(e f, h, a,
= SI GVAL 256(\/\6) + wid
SHA256R(1JND(d e, f, g, h,
w6 = Sl GVAL 256(w4) + wl5
SHA256RCUND(c d, f, g
w7 = S| GVAL 256(\/\5) + W0 +
SHA256R(1JND(b c, d, e, f,
w8 = SI GVAl_256(w6) + wl +
SHA256ROUND(a, b, ¢, d, e,
w9 = SIGVAL_256(w7) + w2 +
SHA256R(1JND(h, a, b, ¢
wl0 = S| GVAL_256(w8) +
SHA256ROUND(g, h, a, b, c,
+
a

€,
wi0

Wil = S| GVAL_ 256(wo)
SHA256R(1JND(f g, h, a
WL2 = SI GVAL 256(wl0) + wh
SHA256ROUND(e f, g, h, a

wi3 = S| GVAL 56(W11) +we
SHA256RC1JND(d e, f, h,
wl4d = Sl GVAL 256(\/\/12) 9% W
SHA256ROUND( © e, f, g
wl5 = S| GVAL 56(W13) b we
SHA256ROUND(B, ¢, d, e, f,

ctx->state.s32[
ctx->state.s32]
ctx->state.s32]
ctx->state.s32]
[
[
[
[

ctx->state.s32
ctx->state.s32
ctx->state.s32
ctx->state.s32

,

] a
] b
] c
] += d;
] e
] f

I g
| h;

SHA384 and SHA512 Transform */

static void
SHA512Tr ansf or m{ SHA2_CTX *ctx, con

{

#if

uint64_t a = ctx->state.s6
uint64_t b = ctx->state. s6
uint64_t ¢ = ctx->state.s6
uint64_t d = ctx->state.s6
uint64_t e = ctx->state.s6
uinté4_t f = ctx->state.s6
uint64_t g = ctx->state.s6
uint64_t h = ctx->state.s6

f, g, h, 48, wo);
+ STGVAO_256(w2) + wi;
e, f, g, 49, wl);
+ Sl GNAO 256(\/\3) +owe;

d, f, 50, w2);
+ Sl GNAO _256(w4) + waB;
c, d, e, 51, wW3);
+ Sl G\/AO 256(\/\5) + W4,
b, d, 52, w4
+ Sl GVAO _256(w6) b w5;
a, b, ¢, 53, wh);
+ Sl G\/AO 256(w7) + WB;

h, 54, w6);
Si Gw-\o 256(\/\8) + W7,
g, h, a, 55, wr);
SI GVAO 256(wg) + W8;

f, g, w8) ;

SI GVAO 256(\/\/10) + Wo;

e, f, g, 57, wW9);

+ S GVAD 256(\/\/11) + w10;

e, f, 58, wi0

+ SI GVAO 256(w12) ¥ wll;
c, d, e, 59, wll);

+ Sl GVAO 256(\/\/13) + wl2;
b, ¢, d, 60, wl2);

+ Sl GVAO 256(wl4) + wWi3;
a, b, c, 61, wi3);

+ Sl GVAO 256(\/\/15) + wl4;
h, a, b, 62, wl4);

+ Sl GVAO 256(\/\,0) + wW15;
g, h, a, 63, wlb);

st uint8_t *blk)

4
4
4

[0l
(1]
[2];
4[3];
4[4];
4[5];
4[6];
(715

4

uint64_t wo, wi, w2, w3, w4, w5, w6, W,
wa

ui nt 64_t , w9, wi0, wil,
uint64_t T1, T2;

defi ned(__sparc)
static const uint64_t sha5

SHA512_CONST 0, SHA5T2_CONST 1, SHA512_ CONST 2,
SHA512_CONST_3, SHA512_CONST_4, SHA512_CONST_5,

wi2, wi3, wi4, wil5;

12_consts[] = {
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381
382
383
384
385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
401

410
411
412
413

415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445

#endi f
#endi f

SHA512_CONST_6, SHA512_CONST_7, SHA512_CONST_8,
SHA512_CONST_9, SHA512_ CONST_ 10 SHA512_CONST_ ll

SHA512_CONST. 12
SHAS512_CONST 15,
SHA512_ CONST_18,
SHA512_CONST_21,
SHA512_CONST_24,
SHA512_CONST_27,
SHA512_CONST_30,
SHA512_ CONST_33,
SHA512_CONST_36,
SHA512_CONST_39,
SHA512_ CONST_42,
SHA512_CONST_45,
SHA512_CONST_48,
SHA512_CONST_51,
SHA512_ CONST_54,
SHA512_CONST_57,
SHA512_CONST_60,
SHA512_CONST_63,
SHA512_ CONST_66,
SHA512_ CONST_69,
SHA512_CONST_72,
SHA512_CONST_75,
SHA512_ CONST_78,

-~

__sparc */

if ((uintptr_t)blk & 0x7)
bcopy(bl k,

SHA512_CONST_ 13
SHA512_CONST_16,
SHA512_CONST_19,
SHA512_CONST_22,
SHA512_CONST_25,
SHA512_CONST_28,
SHA512_CONST_31,
SHA512_CONST_34,
SHA512_CONST_37,
SHA512_CONST_40,
SHAS512_CONST_43,
SHA512_CONST_46,
SHA512_CONST_49,
SHA512_CONST_52,
SHA512_CONST_55,
SHA512_CONST_58,
SHA512_CONST_61,
SHA512_CONST_64,
SHA512_CONST_67,
SHA512_CONST_70,
SHA512_CONST_73,
SHA512_CONST_76,
SHA512_CONST_79

{
ct x->buf _un. buf 64,

SHA51Z CONST 14,
SHA512_CONST_17,
SHA512_CONST_ 20,
SHA512_CONST_23,
SHA512_CONST 26,
SHA512_CONST_29,
SHA512_CONST_32,
SHA512_CONST_35,
SHA512_CONST_38,
SHA512_CONST_41,
SHA512_CONST_44,
SHA512_CONST_47,
SHA512_CONST_50,
SHA512_CONST_53,
SHA512_CONST_56,
SHA512_CONST_59,
SHA512_CONST_62,
SHA512_CONST_65,
SHA512_CONST_68,
SHA512_CONST_71,
SHA512_CONST_74,
SHA512_CONST_77,

/* not 8-byte aligned? */

si zeof (ctx->buf_un. buf64));

bl k = (uint8_t *)ctx->buf_un. buf 64;

}

/* LINTED E_BAD PTR _CAST_ALIGN */

w0 = LOAD BI G 64(blk + 8 * 0);

SHA512ROUND(a, b, ¢, d, e, f, g, h,
|

/* LI NTED E_BAD_PTR_CAST_ LI GN */
wl = LOAD BIG 64(blk + 8 * 1);
SHA512ROUND(h, a, b, ¢, d, e, f, g,
/* LI NTED E_BAD_PTR_CAST_ALI GN */
w2 = LOAD BIG 64(blk + 8 * 2);
SHA512ROUND(g, h, a, b, ¢, d, e, f,
/* LINTED E_BAD PTR CAST_ALI GN */
w3 = LOAD BIG 64(blk + 8 * 3);
SHA512ROUND(f, g, h, a, b, ¢, d, e,
/* LI NTED E BAD PTR_CAST_ALI GN */
w4t = LOAD BIG 64(blk + 8 * 4);
SHA512ROJND(e f, g, h, a b, c, d
/* LINTED E_BAD PTR CAST_ALIGN */
w5 = LQOAD BIG 64(blk + 8 * 5);
SHA512ROUND(d, e, f, g, h, a, b, c,
/* LINTED E_BAD PTR CAST_ALI GN */
w6 = LOAD BIG 64(blk + 8 * 6);
SHA512ROUND(c, d, e, f, g, h, a, b,
/* LINTED E_BAD PTR_CAST_ LI GN */
w7 = LOAD BIG 64(blk + 8 * 7);
SHA512ROUND(b, ¢, d, e, f, g, h, a,
/* LINTED E_BAD PTR CAST_ALIGN */
w8 = LOAD BIG 64(blk + 8 * 8);
SHA512ROUND(a, b, ¢, d, e, f, g, h,
/* LI NTED E_BAD_PTR _CAST_ALI GN */
wo = LOAD BIG 64(blk + 8 * 9);
SHA512ROUND(h, a, b, ¢, d, e, f, g,
/* LINTED E_BAD PTR_ CAST ALI GN */

W) ;

wl);

w2) ;

w3) ;

wa) ;

wh) ;

we) ;

W7) ;

we) ;

wo) ;
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446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462

464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494
495

497
498
499
500
501
502
503
504
505
506
507
508
509
510
511

wio =
SHA512ROUND(g, h,

a,

LOAD BI G 64(blk + 8 * 10)

c, d, f, 10

/* LI NTED E_BAD_PTR CAST ALl GN */

wil =
SHA512ROUND(f, g,

h,

LOAD BI G 64(bl k + 8 * 11);

a, b, ¢, d e 11

/* LINTED E_BAD_PTR _CAST_ALI GN *)

wi2 =
SHA512RC1JND(e f,

9,

/* LINTED E_BAD PTR

wi3 =
SHA512R(1JND(d e,

LOAD_BI G_64( bl

/* LINTED E_BAD_PTR_

w4 =
SHA512ROUND( c,

2l

wl5 =
SHA512ROUND( b, c,

/* LINTEDE BAD PTRCATAL
+ 8

W0 = SIGVAL(wl4) + wO + S| GMAO(wl)
e, f, g, h, 16,
+

SHA512RCUND( a, b,

LOAD Bl G 64(bl

e,

LOAD BI G 64(bl

d,

c,

CA

k *

g, h, a, b, ¢, 13
CA

k

f

LOAD BI G 64(bl k + 8 * 12);

h, a, b, ¢, d, 12

|

* .
. 9, h _a b 14
k
e

, f, g, h, a 15

d,
Wl = SIGVAL(w15) + wi0 + SI GVAO(w2)

SHA512ROUND( h, a,
w2 = S| GVAL( v\D) +
SHA512ROUND( g, h,
w3 = SIGVAL(wl) +
SHA512ROUND( f, g,
w4 = SIGVAL(w2) +
SHA512ROUND( e, f,
w5 = SIGVAL(w3) +
SHA512ROUND( d, e,
w6 = SIGVAl(w4) +
SHA512ROUND( ¢, d,
w7 = SIGVAL(w5) +
SHA512ROUND( b, c,
w8 = SI GVAL(we) +
SHA512ROUND( a, b,
wo = SIGVAL(w7) +
SHA512ROUND( h, a,

Wwi0 = SIGVAL(WB) + W3 + 5| GVRO(WL1)

SHA512ROUND( g, h,

b
Wil = SIGVAL(WO) + w4

SHA512ROUND(f, g,
wi2 = S| GVAL(wi0)
SHA512ROUND( e, f,
wl3 = Sl GVAL(wl1)
SHA512ROUND( d, e,
wld = S| GVAL(wi2)
SHA512ROUND( ¢, d,
wl5 = S| GVAL(w13)
SHA512ROUND( b, c,

W0 = SIGMAL(wL4) + wO + S| GMAO(wi)

SHA512ROUND(a, b,

d, e, g,
wl = SIGVAL(wl15) + wi0 + Si G\/AO(wz)

SHA512ROUND( h, a,
w2 = S| GVAL(wO) +
SHA512ROUND( g, h,
w8 = SIGVAL(wl) +
SHA512ROUND( f, g,
wi = SIGVAL(wW2) +
SHA512ROUND( e, f,
w5 = S| GVAL(w3) +
SHA512ROUND( d, e,
w6 = S| GVAL(wA) +
SHA512ROUND( ¢, d,
W7 = S| GVAL(w5) +

o

c, d e, f, g, 17

Wil + Sl GVAO(w8)

a,

0

a,

2+0++Q + 3

c,
b,

Wi3 +

b, ¢, d, e, T, 18,
wi2 + Sl GVAO(WA) + w3

h, a, b, c,

g, h, a, b, c,

f, g, h, a, b, 22

+ Sl GM-\O(\AB) + W7,

e, f, g, h a,

+ S| GVAO(wW9) + ws
f, g, h, 24,

d, e,

+ Sl G\/AO(WlO) + V\B;
25, wo);
+ wW10;
26,
SI GNAO(MZ) + wll;

c, d e, f, g,
d, e,

—

c, d, e, 27,

a,
"w5 + SIGMAO(wL3) +

h, a, b, c, d, 28,
+ S GMAO(WL4) +
, h,a b, c, 29,

b, ¢, d, 19,
S| GVAO(W5) + w4,
d, 20,
S| GVAO(W6) + w5;
21, we);
S GNAO(W7) + W6,

» wi0);

’

, wil);

. wi2);

» wi3);

»wid);

’

’

, wi5);

+ w0,

wo) ;

wi;
, owl);

iWZ);
"wa);
wa);

we) ;
w7) ;

wil);
wi2;

wi2);
wi3;

w10) ;

wi3);

"+ Sl GVAO(WO) + Wi5;

, f, 9, h a

32,
c, d, e f, g, 33,

31, wi5)

+ wo;
w0) ;
+ wi;

wi);

wil + SI GVAO(W3) + w2;

a,

b, def,34

w2 S GVAO( W)

h,

a, b, ¢, d, e 35

w2);
"wa);

wl3 + SI GVAO(W5) + wA;

g9,

h, a, b, c, d, 36

wi4 + Sl GVAO(wé)

f,

V\/15+

WO

g, h, a, b, c, 37

f, g, b, 38,
+ Sl G\/AO(\AB) + W7,

W)
"w6);
we) ;

si GMAO(W?) + Wl
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512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528

530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561

563
564
565
566
567
568
569
570
571
572
573
574
575
576
577

SHA512ROUND( b, c,
w8 = S| GVAL(We) +
SHA512ROUND( 3, b,
wo = SIGVAL(w7) +

SHAS512ROUND( h, * &,
Wwl0 = S| GVAL(w8)

SHA512ROUND(g, h,
wil = S| GVAL(wo)

SHA512ROUND(f, g,
wi2 = S| GVAL(w10)
SHA512ROUND( e, f,
wi3 = S| GVAL(wil)
SHA512ROUND( d, e,
wld = S| GVAL(wi2)
SHA512ROUND( ¢, d,
wi5 = S| GVAL(wi3)
SHA512ROUND( b, c,

+

+

SIGVAO(WO) + we:

o

d, e, g, 41, WQ)

w0 = SIGMAL(wl4) + w9 + S G\/AO(Wl) + W0;

SHA512RCUND( a, b,

c, d, e, f, h48wo)

wl = SI GVAL(wl15) + wi0 + Si G\/AO(V\Q) + Wl

SHA512ROUND( h, a,
w2 = S| GVAL( v\D) +
SHA512ROUND( g, h,
w3 = SIGVAL(wl) +
SHA512ROUND( f, g,
w4 = SIGVAL(w2) +
SHA512ROUND( e, f,
w5 = SIGVAL(w3) +
SHA512ROUND( d, e,
w6 = SIGVAl(w4) +
SHA512ROUND( ¢, d,
w7 = SIGVAL(w5) +
SHA512ROUND( b, c,
w8 = Sl GVAL(we) +
SHA512ROUND( a, b,
wo = SIGVAL(w7) +
SHA512RCUND( h, a,

b, ¢, d, e, f, g, 49, wl);
wil + Sl G\/AO(V\B) w2
a, b, ¢, d, f, 50, w2);
wi2 + Si GMAO(w4) + W3;

h, a, b, ¢, d, e, 51, w3);

wl5 + Sl G\/AO(W?) + W6;
e, f, g, h, a, b, 54, we);
wo + SI GM-\O(\AB) + W7,
d, e, f, g, h, a, 55, wr);
wl + SIGVAO(WI) + we;
c, d, e f, g, h, 56, w8);
w2 + Sl G\/AO(\MI.O) + W,
b, ¢, d, e f, g, 57, wWI);

Wwi0 = SIGVAL(WB) + w3 + 5| avho(Wll) + wio;

SHA512ROUND( g, h,

—

ab d, e,

wll = SIGVAL(W9) + w4 SI G\MO(V\LLZ) + wil;

SHA512ROUND(f, g,
wi2 = S| GVAL(wi0)
SHA512ROUND( e, f,
wl3 = Sl GVAL(wl1)
SHA512ROUND( d, e,
wld = S| GVAL(wi2)
SHA512ROUND( ¢, d,
wl5 = Sl GVAL(w13)
SHA512ROUND( b, c,

a, c, d, e, 59, V\Ll.l)

‘w5 + SIGMAO(WL3) + wi2;

h, a, b, c, d, 60, le)
+ Sl GW-\O(WLA) + Wi3;

2+0++Q + 33

g,
"+ Sl GVAO(WO) + Wi5;
. f, g, h, a 63, wl5)

w0 = SIGVAL(wld) + wo + SIGMAO(WL) + WO;

SHA512ROUND( 3, b,

cdefgh64w0)
+ wil;

wl = SI GVAL(wl15) + wi0 + Si va(wz)

SHA512ROUND( h, a,
w2 = S| GVAL(wO) +
SHA512ROUND( g, h,
w8 = SIGVAL(wl) +
SHA512ROUND( f, g,
wi = SIGVAL(wW2) +
SHA512ROUND( e, f,
w5 = S| GVAL(wW3) +
SHA512ROUND( d, e,
w6 = S| GVAL(wA) +
SHA512ROUND( ¢, d,
W7 = S| GVAL(w5) +

b, ¢, d, e f, g 65 wl);
wil + SI G\/AO(V\B) + W2;
a, b, d e T, 66, w2);

wi2 + SI GMAO(w4)
h, a, b, ¢, d, e, 67, V\B)
wi3 + SI GVAO(W5) + wA;
g, h, a, b, ¢, d, 68 w4)
wl4 + S| GVAO(we)
f, g, h, a, b, c, 69 V\:5)
W.LS + Sl GNAO(W?) + W6;

f, g9, b, 70, we);
WO + Sl G\/AO(V\B) + W7

w3 + Si G\/AO(Wll) + w10;
a, b, c, d, e, f, 42, WlO);
wh + S GMAO(WLZ) + Wil
h, a, b, c, d, e, 43, vvll)
+ w5 + S| GVAO(wWL3) + wl2;
g, h, a, b, ¢, d, 44, le)
+ w6 + Sl G\/AO(MA) + WL3;
f, g, c, 45, V\LL)
+ Wi+ Sl GVAO(WLS) + wWl4;
e, f, g, h, a, b, 46, Wl4)
+\AB+SIGM—\O(\AO) +vﬂ5
d, e, f, g, h, a, 47, V\LI.S);

58, wi0);

, h,_a, b, c, 61, wi3);
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578 SHA512ROUND(b, c, d, e, f, g, h, a, 71, wr);

579 W8 = SIGMAL(WG) + wl + S| GVAO(WO) + we:

580 SHA512ROUND(a, b, ¢, d, e, f, g, h, 72, wB);

581 w9 = SIGVAL(wW7) + w2 + S| G\/AO(V\/lO) + W

582 SHA512ROUND(h, a, b, c, d, e, f, g, 73, wW9);

583 wi0 = SI GVAL(wW8) + w3 + si GNAO(Ml) + wi0;

584 SHA512ROUND( g, h, a, b c, d, e, f, 74, wi0):

585 wll = SIGVAL(W9) + w4 b Sl GMAO(WLZ) + Wil

586 SHA512ROUND(f, g, h, a, c, d, e, 75 vvll)

587 wi2 = SI GVAL(wl0) + w5 + sl GVAO(W13) + wi2;

588 SHA512ROUND(e, f, g, h, a, b, c, d, 76, wil2);

589 wi3 = SI GVAL(wll) + w6 + sl G\/AO(MA) + WL3;

590 SHA512ROUND(d, e, f, g, h, c, 77, V\LL)

591 wi4 = SIGVAL(wI2) + w7 + Sl GVAO(WLS) + wWi4;

592 SHA512ROUND(c, d, e, f, g, h, a, b, 78, wl4);

593 wl5 = SI GVAL(wl3) + w8 + SI GM-\O(\AO) + Wi5;

594 SHA512ROUND(b, ¢, d, e, f, g, h, a 79, V\LI.S);

596 ctx->state.s64[0] += a;

597 ctx->state.s64[ 1] += b;

598 ctx->state.s64[2] += c;

599 ctx->state.s64[3] += d;

600 ctx->state.s64[4] += e;

601 ctx->state.s64[5] += f;

602 ctx->state.s64[6] += g;

603 ctx->state.s64[7] += h;

605 }

606 #endif /* |__anmd64 */

609 /*

610 * Encode()

611 *

612 * purpose: to convert a list of numbers fromlittle endian to big endian
613 * input: uint8_t * pl ace to store the converted big endi an nunbers
614 * uint32_t * pl ace to get nunbers to convert from
615 * size_t the length of the input in bytes

616 * output: void

617 */

619 static void

620 Encode(uint8_t *_RESTRI CT_KYWD out put, uint32_t *_RESTRI CT_KYWD i nput,
621 size_t len)

622 {

623 size_t i, s

625 #if defi ned(__sparc)

626 if (I'S_P2ALI GNED(out put, sizeof (uint32_t))) {

627 for(|=OJ-0;J<Ien i++, ] +=4) {

628 /* LINTED: pointer alignnent */

629 *((uint32_t *)(output + j)) = inputl[i];
630 }

631 } else {

632 #endif /* little endian -- will work on big endian, but slowy */
633 for (i =0, j =0; j <len; |++]+—4{

634 output[j] = (input[i] >> 24) & Oxff;
635 output[] + 1] = (input[i] >> 16) & Oxff;
636 output[] + 2] = (input[i] >> 8) & Oxff;
637 output[] + 3] = input[i] & Oxff;

638 }

639 #if defi ned(__sparc)

640

641 #endi f

642 }

__unchanged_portion_onitted_

10
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750 #endif /* _KERNEL */

752 | *

753 * SHA2Updat e()

754 *

755 * purpose: continues an sha2 digest operation, using the nessage bl ock
756 * to update the context.

757 * input: SHA2_CTX * the context to update

758 * void * t he nessage bl ock

759 * size_t the I ength of the nessage bl ock, in bytes
752 * size_t the length of the nessage bl ock in bytes
760 * output: void

761 */

763 void

764 SHA2Updat e( SHA2_CTX *ctx, const void *inptr, size_t input_|en)
765 {

766 uint 32_t i, buf_index, buf_len, buf_limt;

767 const uint8_t *input = inptr;

768 ui nt 32_t al gotype = ct x->al got ype;

769 #if defined(__and64)

770 ui nt 32_t bl ock_count ;

771 #endif /* 1| __amd64 */

774 /* check for noop */

775 if (input_len == 0)

776 return;

778 if (al gotype <= SHA256_HVAC _GEN_MECH | NFO TYPE) {

766 if (ctx->al gotype <= SHA256_HMAC_GEN_MECH_| NFO_TYPE) {
779 buf limt = 64;

781 /* conpute nunber of bytes nod 64 */

782 buf _i ndex = (ctx->count.c32[1] >> 3) & 0x3F;

784 /* update nunber of bits */

785 if ((ctx->count.c32[1] += (input_len << 3)) < (input_len << 3))
786 ct x->count . c32[ 0] ++;

788 ctx->count.c32[0] += (input_len >> 29);

790 } else {

791 buf limt = 128;

793 /* conpute nunber of bytes nmod 128 */

794 buf _index = (ctx->count.c64[1] >> 3) & Ox7F;

796 /* updat e nunber of bits */

797 if ((ctx->count.c64[1] += (input_len << 3)) < (input_len << 3))
798 ct x->count . c64[ 0] ++;

800 ctx->count.c64[0] += (input_len >> 29);

801 }

803 buf _len = buf _limt - buf_index;

805 /* transform as many tines as possible */

806

807 |f (| nput len >= buf _len) {

809 /*

810 * general optinzation:

811 *

812 * only do initial bcopy() and SHA2Transforn() if

new usr/ src/ comon/ crypt o/ sha2/ sha2. c 12
813 * puf _index !'= 0. if buf_index == 0, we're just

814 * wasting our tine doing the bcopy() since there

815 * wasn’t any data left over froma previous call to

816 * SHA2Updat e() .

817 */

818 if (buf_index) {

819 bcopy(i nput, &ctx->buf_un. buf 8] buf _i ndex], buf_len);
820 i f (al gotype <= SHA256_HVAC _GEN MECH | NFO ) TYPE)

808 if (ctx->al gotype <= SHA256_HMAC_GEN_MECH_| NFO TYPE)
821 SHA256Tr ansf or (¢t x, ct x->buf _un. buf 8);

822 el se

823 SHA512Tr ansf or n( ct x, ctx->buf _un. buf 8);

825 i = buf_len;

826 }

828 #if !defined(__and64)

829 if (al gotype <= SHA256_HVAC GEN_MECH | NFO _TYPE) {

830 for (; i + buf_limt - 1 <input_len; i +=buf_limt) {
818 i f (ctx->al gotype <= SHA256_HVAC GEN_MECH_ | NFO_TYPE)
831 SHA256Tr ansforn(ctx, & nput[i]);

832

833 } else {

834 for (; i +buf_limt - 1 <input_len; i +=buf_limt) {
820 el se

835 SHA512Transform(ctx, & nput[i]);

836 }

837 }

839 t#el se

840 if (algotype <= SHA256_HVAC GEN_MECH | NFO TYPE) {

841 bl ock_count = (input_len - i) >> 6;

842 if (block_count > 0)

843 SHA256Tr ansf or mBl ocks(ctx, & nput[i],

844 bl ock_count);

845 i += bl ock_count << 6;

846

847 } else {

848 bl ock_count = (input_len - i) >> 7,

849 if (block_count > 0)

850 SHA512Tr ansf or nBl ocks(ctx, & nput[i],

851 bl ock_count);

852 i += bl ock_count << 7;

853 }

854 }

855 #endif [/* !__amd64 */

857 /*

858 * general optimnzation:

859 *

860 * if i and input_len are the sane, return now instead

861 * of calling bcopy(), since the bcopy() in this case

862 * will be an expensive noop.

829 * will be an expensive nop.

863 */

865 if (input_len ==1i)

866 return;

868 buf _i ndex = 0;

869 }

871 /* buffer remaining input *

872 bcopy(& nput[i], &ctx->buf_un. buf8[ buf_index], input_len - i);

873 }



new usr/ src/ comon/ crypt o/ sha2/ sha2. c 13

876 /*

877 * SHA2Fi nal ()

878 *

879 * purpose: ends an sha2 digest operation, finalizing the message di gest and
880 * zeroing the cont ext.

881 * input: uchar_t * : a buffer to store the digest

848 * input: uchar_t * : a buffer to store the digest in

882 * : The function actually uses voi d* because nany
883 * : callers pass things other than uchar_t here.
884 * SHA2 _CTX * : the context to finalize, save, and zero

885 * output: void

886 */

888 void

889 SHA2Fi nal (voi d *di gest, SHA2_CTX *ctx)

890 {

891 uint8_t bi t count _be[ si zeof (ctx->count.c32)];

892 uint8_t bi t count _be64[ si zeof (ctx->count.c64)];

893 uint32_t i ndex;

894 ui nt 32_t al gotype = ctx->al gotype;

896 if (al gotype <= SHA256_HVAC GEN_MECH | NFO TYPE) {

863 if (ctx->al gotype <= SHA256_HMAC GEN_MECH_ | NFO TYPE) {

897 index = (ctx->count.c32[1] >> 3) & 0x3f;

898 Encode( bi t count _be, ctx->count.c32, si zeof (bitcount_be));
899 SHA2Updat e(ct x, PADDI NG ((index < 56) ? 56 : 120) - index);
900 SHA2Updat e( ct x, bitcount_be, sizeof (bitcount_be));

901 Encode(di gest, ctx->state.s32, sizeof (ctx->state.s32));
903 } else {

904 index = (ctx->count.c64[1] >> 3) & Ox7f;

905 Encode64(bi t count _be64, ctx->count. c64,

906 si zeof (bitcount_be64));

907 SHA2Updat e(ct x, PADDING ((index < 112) ? 112 : 240) - index);
908 SHA2Updat e( ct x, bitcount_be64, sizeof (bitcount_be64));
909 if (al gotype <= SHA384_HVAC GEN_MECH | NFO TYPE)

876 if (ctx->al gotype <= SHA384 HVAC GEN MECH | NFO TYPE) {
910 ctx->state.s64[6] = ctx->state.s64[7] = 0;

911 Encode64(di gest, ctx->state.s64,

912 sizeof (uint64_t) * 6);

913 } else

914 Encode64(di gest, ctx->state.s64,

915 sizeof (ctx->state.s64));

916 }

918 /* zeroize sensitive information */

919 bzero(ctx, sizeof (*ctx));

920 }

__unchanged_portion_onitted_




new usr/src/lib/libnd/ Makefile.com

R R R R

3404 Thu Mar 20 14:23:54 2008
new usr/src/lib/libml/ Makefile.com
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

$LIBRARY is set in |ower nakefiles so we can have platform and
processor optim sed versions of this library via Iibnd_psr and Iibmd_hwcapN

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved.
23 # Use is subject to license terns.
24 #
25 # ident "@#)Mkefile.com 1.5 08/ 03/05 SM "
25 # ident "@#)Mkefile.com 1.4 08/ 03/ 02 SM "

#

#

#

31 #LI BRARY= |ibnd. a
32 VERS= .1

34 OBJECTS= nd4.o0 md5.0 $(MD5_PSR_OBJECTS) shal.o $( SHAL PSR OBJECTS) \
35 sha2. o $( SHA2 PSR OBJECTS)
34 OBJECTS= nd4.o nd5.0 $(MD5_PSR OBJECTS) shal.o $( SHAL PSR OBJECTS) sha2.o

37 # Use $(SRC) to include nekefiles rather than ../../ because the
38 # platformsubdirs are one | evel deeper so it woul d be ../. ./ for them
39 include $(SRO)/Iib/ Makefile.lib

40 include $(SRC)/I1ib/ Makefile.rootfs

42 LIBS = $(DYNLI B) $(LINTLI B)
43 SRCS =\

44 $(COVDI R) / nd4/ nd4. c \

45 $( COMDI R) / noi5/ nd5. ¢\

46 $(COVMDI R)/ shal/ shal.c \

47 $( COVDI R) / sha2/ sha2. ¢

49 COMDI R= $( SRC)/ conmon/ crypt o

51 $(LINTLIB) := SRCS = $(SRCDI R)/ $( LI NTSRC)
52 LDLIBS += -lc

54 SRCDIR = ../ comon

55 COMDIR = $( SRC) / cormon/ crypt o

57 CFLAGS += $( CCVERBOSE) $(C Bl GPI CFLAGS)
58 CFLAGS64 += $(C_BI GPl CFLAGS)
59 CPPFLAGS += - | $( SRCDI R)

new usr/src/lib/libnmd/ Makefile.com 2
61 # The md5 and shal code is very careful about data alignnent
62 # but lint doesn’t know that, so just shut lint up.
63 LI NTFLAGS += -errof f=E_ SUPPRESSI ON_DI RECTI VE_UNUSED
64 LI NTFLAGS64 += -errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
67 ROOTLI NT= $(LI NTSRC: %$( ROOTLI BDI R) / %
69 . KEEP_STATE:
71 all: $(LIBS) fnamecheck
73 lint: lintcheck
75 pics/%o: $(COMDI R)/ nmd4/ % c
76 $(COWI LE. ¢) —I$((I:NDIR)/er4—o $@ $<
77 $( POST_PROCESS
79 pics/%o: $(COVDIR)/nd5/ % c
80 $(COWPI LE. ¢) —I$(O()\/D|R)/nd5 $(INLINES) -0 $@ $<
81 $( POST_PROCESS_O)
83 pics/%o: $(COMDIR)/shal/ % c
84 $(COWI LE. ¢) -I$(OOVD|R)/sha1 -0 $@$<
85 $( POST_PROCESS_O)
87 pics/%o: $(COVMDI R)/shal/ sparc/ $(PLATFORM /shal_asm s
88 $(COWILE.s) -P -DPIC -D_ASM -0 $@ $<
89 $( POST_PROCESS_O)
91 pics/ % o: $(COVDIR)/sha2/%c
92 $(COWILE.c) -1$(COVMDIR)/sha2 -0 $@ $<
93 $( POST_PROCESS_O)
95 #
96 # Used when building links in /platform $(PLATFORM/lib for Iibnmd_psr.so.1
97 #
99 LIBVD_PSR DIRS = $( LI NKED PLATFORMS: %$( ROOT_PLAT DIR)/ % i b)
100 LIBVD_PSR LI NKS = $(LI NKED_PLATFORMS: %$( ROOT_PLAT DI R)/ % | i b/ $( MODULE) )
102 LI BMD_PSR64_DI RS = $( LI NKED PLATFORMS: %$( ROOT_PLAT DI R)/ % | i b/ $( MACH64) )
103 LI BVMD_PSR64_LI NKS = $( LI NKED_PLATFORMS: %$( ROOT_PLAT DI R)/ % | i b/ $( MACH64) / $( MODU
105 INS.slinké = $(RVM -r $@ $(SYMLINK) ../../$(PLATFORM/Ii b/ $(MODULE) $@ $( CHONNL
107 INS.slink64 = $(RM -r $@ $(SYMINK) ../../../$(PLATFORM /i b/ $( MACH64)/ $( MODUL
109 $(LIBVD_PSR DI RS):
110 -$(I'NS. dir.root. bin)
112 $(LI BVD_PSR _LINKS): $(LI BMD_PSR DI RS)
113 -$(I'NS. sl ink6)
115 $(LI BVMD_PSR64_DI RS):
116 -$(INS. dir.root.bin)
118 $(LI BVD_PSR64_LI NKS): $(LIBVD_PSR64_DI RS)
119 -$(INS. slink6é4)
121 include $(SRC)/1ib/ Makefile.targ



new usr/src/lib/libnd/ and64/ Makefil e

R R R R

1686 Thu Mar 20 14:23:55 2008
new usr/src/lib/libml/ and64/ Makefil e
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

1#

2 # CDDL HEADER START

3 #

4 # The contents of this file are subject to the terns of the

5 # Common Devel opnent and Distribution License (the "License").

6 # You may not use this file except in conpliance with the License.
7 #

8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.

10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.

12 #

13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #

19 # CDDL HEADER END

20 #

21 #

22 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved.

23 # Use is subject to license terns.

24 #

25 # ident "@#)Makefile 1.6 08/03/20 SM "

25 # ident "@#)Makefile 1.3 08/03/02 SM "

26 #

28 LIBRARY= |ibnd. a

30 MD5_PSR _OBJECTS = nu5_and64. o

31 SHAT_PSR OBJECTS = shal-x86_64.0

32 SHA2_PSR_OBJECTS = sha512-x86_64. 0 sha256-x86_64. 0

34 include ../ Mkefile.com
35 include $(SRC)/I1i b/ Makefile.lib.64

37 CLEANFI LES += nd5_and64.s shal-x86_64.s sha512-x86_64.s sha256-x86_64.s
36 CLEANFILES += nd5_and64.s shal-x86_64.s

39 # This prevents <sys/asm|inkage. h> fromincluding C source:
40 AS_CPPFLAGS += -D_ASM

42 install: all $(ROOTLIBS64) $(ROOTLI NKS64) $(ROOTLI NT64)

44 pics/%o: %s
43 pi cs/ nmd5_and64. o: nd5_and64. s

45 $(COWI LE.s) -0 $@${ @: . o=. s}

46 $( POST_PROCESS_O)

47 pics/shal-x86_64.0: shal-x86_64.s

48 $(OOVPI LE.s) -0 $@${@: .o=.5s}

49 $( POST_PROCESS_O)

48 md5_and64.s: $(COVDI R)/ nd5/ and64/ nd5_and64. pl

49 $(PERL) $? $@

51 shal-x86_64.s: $(COMVDI R)/shal/ and64/ shal-x86_64. pl
52 $(PERL) $? $@

54 sha512-x86_64.s: $(COVDI R)/sha2/ and64/ shab12- x86_64. pl

new usr/src/lib/libnd/ and64/ Makefil e

55

$(PERL) $? $@

57 sha256-x86_64.s: $(COVDI R)/sha2/ and64/ sha512-x86_64. pl

58

$(PERL) $? $@



new usr/src/lib/pkecsll/ pkcsll_softtoken/ Makefile.com 1 new usr/src/lib/pkcsll/ pkcsll_softtoken/ Makefile.com

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 61 SOfIDHO \
6448 Thu Mar 20 14:23:57 2008 62 sof t AESCrypt. o \
new usr/src/lib/pkcsll/ pkcsll_sof ttoken/ Makefile.com 63 softCrypt. o \
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86 64 sof t Keystore. o \
LEEE R R R EE SRR EEEE R EEE RS SRR EEEEEEEEEEEEREREEEEEEEEESEE] 65 SOfIKeySt OreUti I . \
14# 66 sof t SSL. o \
2 # CDDL HEADER START 67 sof t ASNL. o \
3 # 68 sof t Bl owf i shCrypt. o \
4 # The contents of this file are subject to the terns of the 69 sof tEC. o
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License. 71 ASFLAGS = $(AS_PICFLAGS) -P -D__STDC _ -D_ASM $( CPPFLAGS)
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 73 AES COBJECTS = aes_chc_crypt. aes_i npl .
9 # or http://ww. opensol aris.org/os/licensing. 74 BLOMFI SH_COBJECTS = bl owfi sh cbc _crypt.o bI owf i sh_inpl.
10 # See the License for the specific |anguage governing perni ssions 75 ARCFOUR _COBJECTS = arcfour_crypt.o
11 # and limtations under the License. 76 DES_COBJECTS = des_cbc_crypt.o des_inpl.o des_ks.o
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each 78 ECC_COBJECTS =\
14 # file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 79 ec.o0 ec2_163.0 ec2_nont.o ecdecode.o ecl_mult.o ecp_384.0 \
15 # |If applicable, add the followi ng bel ow this CDDL HEADER, with the 80 ecp_j ac. 0 ec2_193.0 ecl.o ecp_192.0 ecp_521.0 \
16 # fields enclosed by brackets "[]" replaced with your own identifying 81 ecp_jmo ec2_233.0 ecl_curve.o ecp_224.0 ecp_aff.o ecp_nont.o \
17 # information: Portions Copyright [yyyy] [nane of copyright owner] 82 ec2_aff.o ec_naf.o ecl _gf.o ecp_256.0 oid.o secitemo \
18 # 83 ec2_test.o ecp_test.o
19 # CDDL HEADER END
20 # 85 MPI _COBJECTS = np_gf2m o npi.o npl ogi c. o npnontg. o npprime. o
21 #
22 # Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved. 87 RSA_COBJECTS = rsa_inpl.o
23 # Use is subject to license terns. 88 Bl GNUM_COBJECTS = bi gnuni npl .
24 #
25 # ident "@#)Mkefile.com 1.6 08/ 03/ 05 SM " 90 AES_OBJECTS = $( AES_COBJECTS) $(AES_PSR_OBJECTS)
25 # ident "@#)Mkefile.com 1.5 08/ 02/ 26 SM " 91 BLOWFI SH OBJECTS = $( BLOWFI SH _COBJECTS) ~$( BLOWFI SH_PSR_OBJECTS)
26 # 92 ARCFOUR_CBJECTS = $( ARCFOUR_COBJECTS) $( ARCFOUR_PSR_OBJECTS)
27 # 1ib/pkecsll/ pkecsll_softtoken/ Makefile.com 93 DES_OBJECTS = $(DES_COBJECTS) $(DES_PSR OBJECTS)
28 #

95 ECC_OBJECTS = $( ECC_COBJECTS) $( ECC_PSR_OBJECTS)
30 LIBRARY = pkcsll softtoken. a 96 MPI _OBJECTS = $( MP| _COBJECTS) $( MPI _PSR_OBJECTS)
31 VERS= .1 97 RSA_OBJECTS = $( RSA_COBJECTS) $( RSA_PSR_OBJECTS)
98 SHAT_OBJECTS = $(SHAL_COBJECTS) $(SHAl_PSR OBJECTS)

33 LCL_OBJECTS = \ 99 SHA2_OBJECTS = $(SHA2_COBJECTS) $(SHA2_PSR_OBJECTS)

34 soft General . 0 \ 98 Bl GNUM OBJECTS = $( Bl GNUM_COBJECTS) $( BI GNUM_PSR_OBJECTS)

35 sof t Sl ot Token. o \

36 sof t Sessi on. o \ 100 BER OBJECTS = bprint.o decode.o encode.o io0.0

37 sof t bj ect. o \

38 soft Di gest. o \ 102 # Sparc userland uses a floating-point inplenentation of

39 softSign.o \ 103 # Montgonery multiply. So, USE_FLOATING PO NT is defined here
40 softVerify.o \ 104 # for Sparc targets.

41 sof t Dual Crypt. o \ 105 #

42 sof t Keys. o \ 106 # x86 does not use floating-point for the kernel or userland.
43 sof t Rand. o \ 107 #

44 sof t SessionUtil.o \ 108 # Sparc has only one integer inplenentation of big_nul_add_vec()
45 softDigestUil.o \ 109 # and friends, so these functions are called directly.

46 sof tAttributeltil.o \ 110 # So, HWCAP (HardWare CAPabilities) is not defined for Sparc.
a7 softbjectUil.o \ 111 #

48 sof t DESCrypt . o \ 112 # x86 has multiple integer inplenentations to choose from

49 softEncrypt.o \ 113 # Hardware features are tested at run time, just once,

50 sof t Decrypt. \ 114 # on first use. So, big_mul_add_vec() and friends nust be

51 sof t Encrypt Ut| I \ 115 # called through a function pointer.

52 sof t Decrypt Util . \ 116 #

53 softSignUtil.o \ 117 # AVMD64 has a 64x64->128 bit nultiply instruction, which makes
54 softVerifyUil.o \ 118 # things even faster than i 386 SSE2 Instructions. Since there
55 sof t MAC. o \ 119 # is no run-time testing of features, as there is for SSE2,

56 sof t RSA. o \ 120 # there is no need to call big_nul_add_vec() and friends through
57 sof t RandUtil .o \ 121 # functions pointers, and so HACAP is not defined.

58 sof t KeysUtil.o \ 122 #

59 sof t ARCFour Crypt . o \ 123 # For now i 386 and and64 use the C code version of nont_nulf
60 sof t DSA. o \




new usr/src/lib/pkcsll/ pkcsll_sof tt oken/ Makefil e.com
125 OBJECTS =\

126 $(LCL_OBJECTS) \

127 $( AES_OBJECTS) \

128 $( BLOWFI SH OBJECTS) \

129 $( ARCFOUR_OBJECTS) \

130 $( DES_OBJECTS) \

131 $( MPI _OBJECTS) \

132 $( RSA_OBJECTS) \

135 $( SHAT_OBJECTS) \

136 $( SHA2_OBJECTS) \

133 $( Bl GNUM_OBJECTS) \

134 $( BER_OBJECTS) \

135 $( ECC_OBJECTS)

137 AESDI R= $( SRC) / conmon/ cr ypt o/ aes

138 BLOWFI SHDI R= $( SRC) / common/ cr ypt o/ bl owf i sh
139 ARCFOURDI R= $( SRC) / conmon/ crypt o/ ar cf our
140 DESDI R= $( SRC) / conmon/ cr ypt o/ des

141 ECCDI R= $( SRC) / conmon/ cr ypt o/ ecc

142 MPI DI R= $( SRC) / conmon/ npi

143 RSADI R= $( SRC) / common/ crypt o/ rsa

144 Bl GNUMDI R= $( SRC) / conmon/ bi gnum

145 BERDI R= .1..1..11ibldap5/sources/| dap/ ber

147 include $(SRC)/1ib/ Makefile.lib

149 # set signing node
150 POST_PROCESS_SO += 7 $(ELFSI GN_CRYPTO)

152 SRCDI R= ../common
154 SRCS = \

155 $(LCL_OBJECTS: % 0=$(SRCDIR)/ % c) \

156 $( AES_COBJECTS: % 0=$(AESDIR)/ % c) \

157 $( BLOAFI SH_COBJECTS: % 0=$( BLONFI SHDI R) / % c) \
158 $( ARCFOUR_COBJECTS: % 0=$( ARCFOURDI R)/ % c) \

159 $( DES_COBJECTS: % 0=$(DESDI R)/ % c) \

160 $(MPI _COBJECTS: % 0=$(MPIDIR)/ % c) \

161 $( RSA_COBJECTS: % 0=$( RSADI R)/ % c) \

166 $( SHAT_COBJECTS: % 0=$( SHAIDI R)/ % c) \

167 $( SHA2_COBJECTS: % 0=$( SHA2DI R)/ % c) \

162 $( Bl GNUM_COBJECTS: % 0=$(BI GNUMDI R)/ % c) \

163 $( Bl GNUM_PSR_SRCS) \

164 $( ECC_COBJECTS: % 0=$( ECCDI R) / % c)

166 # |ibelfsign needs a static pkcsll_softtoken

167 LIBS = $( DYNLI B)

168 LDLIBS += -lc -1md -lcryptoutil

170 CFLAGS += $( CCVERBOSE)

171 CPPFLAGS += -1$(AESDIR) -1$(BLOWI SHDIR) -1 $(ARCFOURDIR) - | $(DESDIR) \

172 -1$(ECCDIR) -1$(MPIDIR) -1$(RSADIR) -1$(SRCDIR) -1$(BlI GNUMDIR) \
173 - D_POSI X_PTHREAD SEMANTI CS - DMP_API _COWPATI BLE \
174 - DNSS_ECC_MORE_THAN_SUI TE_B

176 LI NTFLAGS64 += -errchk=l ongptr64

178 ROOTLI BDI R= $(ROOT) /usr/libl/security
179 ROOTLI BDI R64=  $(ROOT)/usr/1ib/security/ $( MACH64)

181 LINTSRC =\

182 $(LCL_OBJECTS: % 0=$( SRCDI R)/ % c) \

183 $( AES_COBJECTS: % 0=$( AESDI R) / % ) \

184 $( BLOWFI SH_COBJECTS: % 0=$( BLOAFI SHDI R) / % c) \
185 $( ARCFOUR_COBJECTS: % 0=$( ARCFOURDI R)/ % c) \

186 $( DES_COBJECTS: % 0=$( DESDI R) / % c) \

new usr/src/lib/pkcsll/ pkcsll_sof ttoken/ Makefile.com

187 $( RSA_COBJECTS: % 0=$( RSADI R)/ % c) \
194 $( SHAT_COBJECTS: % 0=$( SHAIDI R)/ % c) \
195 $( SHA2_COBJECTS: % 0=$( SHA2DI R)/ % c) \
188 $( Bl GNUM_COBJECTS: % 0=$( Bl GNUMDI R) / % c) \
189 $( Bl GNUM_PSR_SRCS)

191 . KEEP_STATE:

193 all : $( LI BS)

195 lint:  $$(LI NTSRC)

196 $(LINT. c) $(LI NTCHECKFLAGS) $(LINTSRC) $(LDLIBS)
198 pics/ % o: $(AESDIR)/ % c

199 $(COWPILE.c) -0 $@ $<

200 $( POST_PROCESS_O)

202 pics/ % o: $(BLOWFI SHDI R)/ % ¢

203 $(COWPILE.c) -0 $@ $<

204 $( POST_PROCESS_O)

206 pics/ % o: $( ARCFOURDI R) / % ¢

207 $(COWPILE.c) -0 $@ $<

208 $( POST_PROCESS_O)

210 pics/ % o: $(DESDIR)/ % c

211 $(COWPILE.¢) -0 $@ $<

212 $( POST_PROCESS_0O)

214 pics/ % o: $(ECCDIR) /% ¢

215 $(COWPI LE. ¢) -0 $@ $<

216 $( POST_PROCESS _O)

218 pics/ % o: $(MPIDIR)/ % c

219 $(COWPI LE. C) -0 $@ $<

220 $( POST_PROCESS _0)

222 pics/ % o: $(RSADIR) /% ¢

223 $(COWPI LE. ¢) -0 $@ $<

224 $( POST_PROCESS_O)

234 pics/ % o: $(SHAIDIR)/ % ¢

235 $(COWPI LE.¢) -0 $@ $<

236 $( POST_PROCESS_O)

238 pics/ % o: $(SHA2DIR)/ % ¢

239 $(COWPI LE. ¢) -0 $@ $<

240 $( POST_PROCESS _O)

226 pics/ % o: $(BIGNUMDIR) / % ¢

227 $(COWPILE.c) -0 $@ $(Bl GNUM CFG) $<
228 $( POST_PROCESS_0O)

230 pics/ % o: $(BERDIR)/ % C

231 $(COWPILE. c) -0 $@$< - D_SOLARI S_SDK - | $(BERDIR) \
232 -l../../../libldap5/include/ldap
233 $( POST_PROCESS_0O)

235 include $(SRC)/1i b/ Makefile.targ



new usr/src/lib/pkcsll/ pkcsll_sof tt oken/ and64/ Makefil e

R R R R

1948 Thu Mar 20 14:23:59 2008
new usr/src/lib/pkcsll/ pkcsll_sof tt oken/ and64/ Makefil e
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved.
23 # Use is subject to license terns.
24 #
25 # ident "@#)Makefile 1.5 08/ 03/05 SM "
25 # ident "@#)Makefile 1.4 08/ 02/26 SM "
26 #
#

I'i b/ pkcs11/ pkcs11l_sof t t oken/ and64/ Makefi | e

29 AES_PSR OBJECTS =

30 ARCFOUR_PSR OBJECTS = arcfour_crypt_and64. o0

31 DES_PSR OBJECTS =

32 RSA_PSR_OBJECTS =

33 SHA1_PSR OBJECTS =

33 BI GNUM_PSR_OBJECTS = bi gnum antd64. o bi gnum and64_asm o
34 Bl GNUM PSR _PI CS = $( Bl GNUM_PSR_OBJECTS: %pi cs/ %
35 BI GNUM CFG = - DPSR_MJL

36 Bl GNUM PSR_SRCS = \

37 $( Bl GNUMDI R) / and64/ bi gnum and64. ¢ \

38 $( Bl GNUMDI R) / and64/ bi gnum and64_asm s

40 pi cs/ bi gnum and64. 0 : = and64_COPTFLAG = - x(C3

42 include ../ Makefile.com
43 include ../../../Makefile.lib.64

45 install: all $(ROOTLIBS64) $(ROOTLI NKS64)

47 $(BI GNUM PSR PI CS) := CFLAGS += $(C_BI GPI CFLAGS) $( Bl GNUM CFQ)

49 LI NTFLAGS64 += $( Bl GNUM CFG)

51 pics/arcfour_crypt_and64. o0: $( ARCFOURDI R)/ and64/ ar cf our _crypt _and64. s

52 $(COWPI LE.S) -0 $@ $(AS_BI GPI CFLAGS) \

53 $( ARCFOURDI R) / and64/ ar cf our _crypt _and64. s

54 $( POST_PROCESS_0O)

56 pics/ % o: $(BlI GNUMDI R)/ $( MACH64) / % ¢

57 $(COMWPI LE. ¢) -0 $@ $(C Bl GPI CFLAGS) $(BI GNUM CFQ) $<

58 $( POST_PROCESS_O)

new usr/src/lib/pkcsll/ pkcsll_sof tt oken/ and64/ Makefil e

60 pics/%o: $(BlI GNUMDI R)/ $( MACH64) / % s
61 $(COWPI LE. s) -0 $@ $(AS_BI GPl CFLAGS) $(BI GNUM CFG) $<
62 $( POST_PROCESS_O)



new usr/src/lib/pkcsll/ pkcsll_softtoken/i 386/ Makefil e

R R R R

1605 Thu Mar 20 14:24:00 2008
new usr/src/lib/pkcsll/ pkcsll_softtoken/i 386/ Makefile
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

1#
2 # CDDL HEADER START
3 #
4 # The contents of this file are subject to the terns of the
5 # Common Devel opnent and Distribution License (the "License").
6 # You may not use this file except in conpliance with the License.
7 #
8 # You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
9 # or http://ww. opensol aris.org/os/licensing.
10 # See the License for the specific |anguage governing perni ssions
11 # and limtations under the License.
12 #
13 # Wen distributing Covered Code, include this CDDL HEADER in each
14 # file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
15 # |f applicable, add the follow ng bel ow this CDDL HEADER, with the
16 # fields enclosed by brackets "[]" replaced with your own identifying
17 # information: Portions Copyright [yyyy]l [nane of copyright owner]
18 #
19 # CDDL HEADER END
20 #
21 #
22 # Copyright 2008 Sun M crosystens, Inc. Al rights reserved.
23 # Use is subject to license terns.
24 #
25 # ident "@#)Makefile 1.6 08/ 03/05 SM "
25 # ident "@#)Makefile 1.5 08/ 02/26 SM "
26 #
#

I'i b/ pkcs11/ pkcs1l_sof ttoken/i 386/ Makefile

29 AES_PSR OBJECTS =

30 ARCFOUR_PSR_OBJECTS =

31 DES_PSR OBJECTS =

32 RSA_PSR_OBJECTS =

33 SHA1_PSR OBJECTS =

33 BI GNUM PSR _OBJECTS = bi gnum_ i 386. 0 bi gnum.i 386_asm o
34 BI GNUM CFG = - DPSR_MJL - DHWCAP

35 Bl GNUM_PSR_SRCS = \

36 $( Bl GNUMDI R) / i 386/ bi gnum_i 386. c \

37 $(BI GNUMDI R) / i 386/ bi gnum_i 386_asm s

39 include ../ Mkefile.com

41 CPPFLAGS += -DMP_USE UNT DIG T

43 install: all $(ROOTLIBS) $(ROOTLI NKS)

45 DYNFLAGS += -M $(BI GNUMDI R) /i 386/ cap_napfil e
47 pics/bignum.i386.0 : = COPTFLAG = -xC3

49 pics/ % o: $( Bl GNUMDI R) / $( MACH) / % ¢

50 $(COWPILE. c) -0 $@ $(BI GNUM_CFG $<
51 $( POST_PROCESS_0O)

53 pics/ % o: $( Bl GNUMDI R) $I(MACH)/%S

/
54 $(COWPILE. s) -0 $@ $(BI GNUM CFG $<
55 $( POST_PROCESS_O)




new usr/src/tool s/opensol aris/license-list

R R R R

5864 Thu Mar 20 14:24:03 2008

new usr/src/tool s/opensol aris/license-list
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

usr/cl osed/ cnd/ man/ src/ util/sol bookvl/ TH RDPARTYLI CENSE
usr/ cl osed/ cnd/ ndnpd/ LI CENSE

usr/cl osed/|ib/smartcard/ ocfserv/opencard/ corel/ event/ TH RDPARTYLI CENSE
usr/ src/ crd/ agent s/ snnp/ TH RDPARTYLI CENSE

usr/src/cmd/ ast/ TH RDPARTYLI CENSE

usr/ src/ cmd/ backup/ dunp/ TH RDPARTYLI CENSE

usr/ src/ crd/ bnu/ THI RDPARTYLI CENSE

usr/ src/ crmd/ checkeq/ THE RDPARTYLI CENSE

usr/ src/ cmd/ checknr/ THI RDPARTYLI CENSE

usr/src/cmd/ cmd- i net/ THI RDPARTYLI CENSE. kcnd

usr/src/cmd/ cmd-i net/ sbin/ifparse/ TH RDPARTYLI CENSE
usr/src/ crmd/ cnd-i net/usr. bi n/ TH RDPARTYLI CENSE. r cp
usr/src/cmd/ cmd-i net/ usr. bi n/ TH RDPARTYLI CENSE. r sh
usr/src/cmd/ cmd-i net/ usr. bi n/ ftp/ TH RDPARTYLI CENSE
usr/src/crd/ cnd-i net/usr. bi n/ pppd/ TH RDPARTYLI CENSE
usr/src/ crd/ cnd-i net/usr. bi n/ pppd/ pl ugi ns/ TH RDPARTYL| CENSE. mi nconnect
usr/src/cmd/ cmd- i net/ usr. bi n/ pppd/ pl ugi ns/ THI RDPARTYLI CENSE. passwd
usr/src/cmd/ cmd-i net/ usr. bi n/ pppdunp/ LI CENSE. t op
usr/src/crmd/ cnd-i net/usr. bi n/rdi st/ TH RDPARTYLI CENSE
usr/src/crmd/ cnd-i net/usr. bi n/tel net/ TH RDPARTYLI CENSE
usr/src/crmd/ cnd-inet/usr.lib/in. npathd/ TH RDPARTYLI CENSE
usr/src/cmd/ cmd-i net/ usr. sbi n/ THE RDPARTYLI CENSE. ar p
usr/src/crd/ cnd-i net/ usr. sbi n/ THE RDPARTYLI CENSE. consat
usr/ src/ crd/ cnd-i net/ usr. sbi n/ THE RDPARTYLI CENSE. r | ogi nd
usr/src/ crd/ cnd-i net/ usr. sbi n/ TH RDPARTYLI CENSE. r out e
usr/src/cmd/ cmd-i net/usr. shin/ifconfig/ TH RDPARTYLI CENSE
usr/src/cmd/ cmd-i net/usr. sbin/in.ftpd/ Ll CENSE
usr/src/crmd/ cnd-i net/usr. sbin/in.rdi sc/ TH RDPARTYLI CENSE
usr/src/crmd/ cnd-i net/usr. sbin/in.routed TH RDPARTYLI CENSE
usr/src/cmd/ cmd-i net/ usr. sbin/tracerout e/ TH RDPARTYLI CENSE
usr/ src/ cmd/ conpr ess/ TH RDPARTYLI CENSE

usr/ src/ crd/ csh/ TH RDPARTYLI CENSE

usr/ src/ crd/ eepr ol THI RDPARTYLI CENSE

usr/ src/ cmd/ eqn/ THI RDPARTYLI CENSE

usr/src/cmd/ fs. d/ udf s/ fsck/ TH RDPARTYLI CENSE
usr/src/crd/ fs. d/ uf s/ TH RDPARTYLI CENSE

usr/src/crd/ i pf/tools/IPFlILTER LI CENCE

usr/src/cmd/ | ast conm TH RDPARTYLI CENSE

usr/src/cmd/ | dap/ THI RDPARTYLI CENSE

usr/ src/ crd/ | ook/ THI RDPARTYLI CENSE

usr/src/crd/ | p/ cd/ | pt est/ TH RDPARTYLI CENSE

usr/ src/ crd/ man/ sr ¢/ THE RDPARTYLI CENSE

usr/src/cmd/ man/ src/ util/ TH RDPARTYLI CENSE

usr/src/crmd/ man/src/util/instant.src/ TH RDPARTYLI CENSE
usr/src/crmd/ man/ src/util/nsgn s. src/ COPYI NG

usr/src/crd/ man/ src/ util/sol bookv2/ TH RDPARTYLI CENSE
usr/ src/ cmd/ mdb/ common/ | i bst and/ THI RDPARTYLI CENSE

usr/ src/ crd/ nt/ TH RDPARTYLI CENSE

usr/src/crd/ perl/5.8.4/distrib/ext/Cnd/ TH RDPARTYLI CENSE
usr/ src/ crd/ per |/ TH RDPARTYLI CENSE

usr/src/cmd/ ref er/ TH RDPARTYLI CENSE

usr/src/cmd/ scri pt/ TH RDPARTYLI CENSE

usr/ src/ crd/ sendmai | / THE RDPARTYLI CENSE

usr/ src/ crd/ soel i m TH RDPARTYLI CENSE

usr/ src/ cmd/ ssh/ THI RDPARTYLI CENSE

usr/src/cmd/ stat/vmst at / THE RDPARTYLI CENSE

usr/src/crd/ t bl / TH RDPARTYLI CENSE

usr/src/ crd/ t cpd/ TH RDPARTYLI CENSE

usr/src/cmd/ t erm nf o/ TH RDPARTYLI CENSE

usr/src/cmd/ ti p/ THI RDPARTYLI CENSE

usr/ src/ crd/ ul / TH RDPARTYLI CENSE

=3

new usr/src/tool s/opensol aris/license-list

usr/ src/ crd/ uni t s/ THI RDPARTYLI CENSE

usr/src/ cmd/ vgri nd/ TH RDPARTYLI CENSE

usr/ src/ crd/ vi / TH RDPARTYLI CENSE

usr/ src/ crmd/ whi ch/ THI RDPARTYLI CENSE

usr/ src/ crd/ xnt pd/ THI RDPARTYLI CENSE

usr/src/ cmd/ xstr/ TH RDPARTYLI CENSE

usr/ src/ common/ crypt o/ shal/ and64/ THI RDPARTYLI CENSE
usr/ src/ comon/ crypt o/ sha2/ and64/ TH RDPARTYLI CENSE
usr/ src/ comon/ openssl / LI CENSE

usr/ src/ grub/ grub-0. 95/ COPYlI NG

usr/src/liblgss_mechs/ mech_kr b5/ TH RDPARTYLI CENSE
usr/src/lib/ krb5/ TH RDPARTYLI CENSE
usr/src/lib/libast/TH RDPARTYLI CENSE
usr/src/lib/libbc/ TH RDPARTYLI CENSE
usr/src/lib/libbsdmall oc/ TH RDPARTYLI CENSE
usr/src/lib/libcrd/ TH RDPARTYLI CENSE
usr/src/lib/libdll/TH RDPARTYLI CENSE
usr/src/libl/libgss/ TH RDPARTYLI CENSE
usr/src/lib/libinetutil/comon/TH RDPARTYLI CENSE
usr/src/lib/libknf/TH RDPARTYLI CENSE
usr/src/lib/libl dap5/ TH RDPARTYLI CENSE
usr/src/lib/libnp/comon/ TH RDPARTYLI CENSE
usr/src/lib/libpp/ TH RDPARTYLI CENSE
usr/src/lib/libresol v/ TH RDPARTYLI CENSE
usr/src/lib/libresol v2/ TH RDPARTYLI CENSE
usr/src/lib/libsasl/TH RDPARTYLI CENSE
usr/src/lib/libshell/TH RDPARTYLI CENSE
usr/src/lib/libteclal TH RDPARTYLI CENSE
usr/src/lib/ pam nodul es/ aut ht ok_check/ THI RDPARTYLI CENSE
usr/src/lib/passwduti |/ TH RDPARTYLI CENSE

usr/src/lib/pkecsll/incl ude/ TH RDPARTYLI CENSE
usr/src/stand/|ib/tcp/ TH RDPARTYLI CENSE
usr/src/tool s/ctf/dwarf/ TH RDPARTYLI CENSE

usr/ src/ ucbcnmd/ basenanme/ THI RDPARTYLI CENSE

usr/ src/ ucbcnd/ echo/ THI RDPARTYLI CENSE

usr/src/ ucbcnd/ f roml THI RDPARTYLI CENSE

usr/ src/ ucbcnd/ gr oups/ TH RDPARTYLI CENSE
usr/src/ucbcmd/ | n/ THI RDPARTYLI CENSE
usr/src/ucbcnd/ | s/ THI RDPARTYLI CENSE

usr/ src/ ucbcnd/ pl ot / TH RDPARTYLI CENSE

usr/ src/ucbcnmd/ sum TH RDPARTYLI CENSE
usr/src/ucbcmd/ t est/ TH RDPARTYLI CENSE
usr/src/ucbcmd/ t set/ THI RDPARTYLI CENSE

usr/ src/ucbcnd/ user s/ THI RDPARTYLI CENSE

usr/ src/ ucbcnd/ wher ei s/ TH RDPARTYLI CENSE

usr/ src/ ucbcnd/ whoam / TH RDPARTYLI CENSE
usr/src/uchblib/libcurses/ TH RDPARTYLI CENSE
usr/src/ucblib/libterncap/ TH RDPARTYLI CENSE
usr/src/ucblib/libucb/ TH RDPARTYLI CENSE

usr/ src/ uts/ common/ gssapi / nechs/ kr b5/ THI RDPARTYLI CENSE
usr/src/ uts/ common/inet/ip/ TH RDPARTYLI CENSE. rts
usr/src/ uts/ comon/inet/tcp/ TH RDPARTYLI CENSE
usr/ src/ uts/ common/i o/ TH RDPARTYLI CENSE. et her addr
usr/ src/ uts/ common/i o/ aac/ TH RDPARTYLI CENSE

usr/ src/ uts/ common/ i o/ af e/ THI RDPARTYLI CENSE
usr/src/ uts/ common/i o/ chxge/ com THI RDPARTYLI CENSE
usr/src/uts/ comon/iol/ib/clients/rds/ TH RDPARTYLI CENSE
usr/ src/ uts/ common/ i o/ mxf e/ THI RDPARTYL| CENSE

usr/ src/ uts/ common/ i o/ sf e/ TH RDPARTYLI CENSE
usr/src/ uts/ comon/i o/ wpi / f w wpi / LI CENSE

usr/src/ uts/ common/ sys/ THI RDPARTYLI CENSE. agpgar t
usr/ src/ uts/ common/ sys/ TH RDPARTYLI CENSE. i cu

usr/ src/ uts/ common/ sys/ TH RDPARTYLI CENSE. uni code
usr/src/ uts/ comon/ sys/i 2o/ TH RDPARTYLI CENSE

usr/ src/ uts/ common/ znod/ TH RDPARTYLI CENSE
usr/src/uts/intel/ TH RDPARTYLI CENSE
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129
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usr/src/uts/intel/iolacpi ca/ TH RDPARTYLI CENSE
usr/src/uts/intel/iolanr/ TH RDPARTYLI CENSE

usr/ src/ common/ crypt o/ ecc/ TH RDPARTYLI CENSE

usr/ src/ comon/ npi / TH RDPARTYLI CENSE
usr/src/lib/libsnmbfs/smb/ TH RDPARTYLI CENSE. appl e

usr/src/lib/libsnbfs/snmb/ TH RDPARTYLI CENSE. bori s_popov
usr/src/lib/libsnmbfs/smb/ TH RDPARTYLI CENSE. bsd4
usr/src/lib/libsnmbfs/snmb/ TH RDPARTYLI CENSE. mi crosof t




new usr/src/uts/comon/sys/sha2. h 1 new usr/src/uts/comon/sys/sha2. h

LR R R R EEEEEREREREREEEEEEEEEEEEEEEEREEEREREREEEEEEEEEESES] 60 * Inlt/Update/Fl nal Ca||S of the functlons deflned bel OW.
4323 Thu Mar 20 14:24:06 2008 61 * Callers nmust never attenpt to read or wite any of the fields
new usr/src/uts/comon/sys/sha2. h 62 * in this structure directly.
6665607 Need a SHA256/ SHA384/ SHA512 i npl enentation optim zed for 64-bit x86 62 * in this strucutre directly.
LEEE R R R EE SRR EEEE R EEE RS SRR EEEEEEEEEEEEREREEEEEEEEESEE] 63 *
1/* 64 typedef struct ({
2 * CDDL HEADER START 65 ui nt32_t al got ype; /* Algorithm Type */
3 *
4 * The contents of this file are subject to the terms of the 67 /* state (ABCDEFGH) */
5 * Common Devel opnent and Distribution License (the "License"). 68 uni on {
6 * You may not use this file except in conpliance with the License. 69 uint32_t s32[8]; /* for SHA256 */
7 * 70 uint64_t s64[8]; /* for SHA384/512 */
8 * You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE 71 } state;
9 * or http://ww. opensol aris.org/os/licensing. 72 /* nunber of bits */
10 * See the License for the specific | anguage governi ng perm ssions 73 uni on {
11 * and limtations under the License. 74 uint32_t c32[2]; /* for SHA256 , nodul o 2764 */
12 = 75 uint64_t c64[2]; /* for SHA384/512, nodul o 27128 */
13 * When distributing Covered Code, include this CDDL HEADER in each 76 } count;
14 * file and include the License file at usr/src/OPENSOLARI S. LI CENSE. 77 uni on {
15 * If applicable, add the followi ng below this CDDL HEADER, wth the 78 uint8_t buf 8[ 128] ; /* undi gested input */
16 * fields enclosed by brackets "[]" replaced with your own identifying 79 ui nt 32_t buf 32[ 32] ; /* realigned input */
17 * information: Portions Copyright [yyyy]l [nane of copyright owner] 80 ui nt 64_t buf 64[ 16] ; /* realigned input */
18 * 81 } buf _un;
19 * CDDL HEADER END 82 } SHA2_CTX;
20 */ __unchanged_portion_omtted_
21 /*
22 * Copyright 2008 Sun Mcrosystens, Inc. Al rights reserved.
22 * Copyright 2006 Sun M crosystens, Inc. Al rights reserved.
23 */Use is subject to license terms.
24 *

26 #ifndef _SYS SHA2 H
27 #define _SYS_SHA2 H

29 #pragne ident "@#)sha2. h 1.5 08/03/05 SM "
29 #pragne ident "@#)sha2. h 1.4 06/03/28 SM"
31 #include <sys/types. h> /* for uint_* */

33 #ifdef __cplusplus
34 extern "C' {
35 #endi f

37 #define SHA2_HMAC M N KEY_LEN 8 /* SHA2-HVAC min key length in bits */
38 #define SHA2_HVAC_MAX_KEY_LEN | NT_MAX /* SHA2- HVAC max key length in bits */

40 #define SHA256_DI GEST_LENGTH 32 /* SHA256 digest length in bytes */
41 #define SHA384_DI GEST_LENGTH 48 /* SHA384 digest length in bytes */
42 #define SHA512_DI GEST_LENGTH 64 /* SHA512 digest length in bytes */

44 #define SHA256_HVAC BLOCK_SI ZE 64 /* SHA256- HVAC bl ock size */
45 #define SHA512_HVAC BLOCK_SI ZE 128 /* SHA512- HVAC bl ock size */

47 #define SHA256

48 #define SHA256_HVAC

49 #define SHA256_HVAC GEN
50 #define SHA384

51 #define SHA384_HVAC

52 #define SHA384_HVAC GEN
53 #define SHA512

54 #define SHA512_ HVAC

55 #define SHA512_HVAC GEN

ONOTNRAWNRO

57 |*
58 * SHA2 context.
59 * The contents of this structure are a private interface between the




new usr/src/uts/intel/sha2/ Makefile

R R R R

2794 Thu Mar 20 14:24:10 2008

new usr/src/uts/intel/sha2/ Makefile
6665607 Need a SHA256/ SHA384/ SHA512 i npl ementation optim zed for 64-bit x86

R R R R R R

HEHFHHHHFHHFHHH TR

#i dent
#i dent

i ncl ude

#
#
#

Wien distributing Covered Code,
file and include the License file at usr/src/ OPENSOLARI S. LI CENSE.
I f applicable,
fields enclosed by brackets "[]" replaced with
information:

:
:

CDDL HEADER START

The contents of this file are subject to the ternms of the
Common Devel opment and Distribution License (the
You may not use this file except in conpliance with the License.

"Li cense").

You can obtain a copy of the license at usr/src/ OPENSOLARI S. LI CENSE
or http://ww:. opensol aris.org/os/licensing.

See the License for the specific |anguage governi ng perm ssions

and limtations under the License.

include this CDDL HEADER in each

add the foll owing bel ow this CDDL HEADER, with the
your own identifying
Portions Copyright [yyyy] [name of copyright owner]

CDDL HEADER END

Copyri ght 2008 Sun Mcrosystens, Inc. Al rights reserved.
Copyri ght 2006 Sun M crosystens, Inc. All
Use is subject to |license terns.

rights reserved.

" @ #) Makef i
" @ #) Makef i

1.5 08/03/20 SM "

|
| 1.3 06/11/02 SM"

@ ®

This makefile drives the production of the sha2 crypto kernel nodul e.

intel architecture dependent

Define the nodul e and object file sets.

sha2
$(SHA2_OBJIS: % 0=$(LINTS_DI R)/ %I n)

sha512 x86_64. 0 sha256-x86_64. 0
= $(SHA2_0BJS_$(CLASS))
$(SHA2 OBJS: %=$(0BIS_DIR) /%
$( SHA2_OBJIS: % 0=$(LI NTS_DI R)/ % | n)
$( ROOT_CRYPTO DI R) / $( MCDULE)
$( ROOT_M SC _DI'R) / $( MODULE)

I ncl ude common rul es.

$(UTSBASE) /i nt el / Makefile.intel

Override defaults

CLEANFI LES += shab512-x86_64.s sha256-x86_64.s

new usr/src/uts/intel/sha2/ Makefile

101
102
103
104

106
107
108

110
111

113
114

116
117

Define targets

H* 3

ALL_TARGET
LI NT_TARGET
I NSTALL_TARGET

$( Bl NARY)
$(MODULE) . | i nt
$( Bl NARY) $( ROOTMODULE) $( ROOTLI NK)

#

# For now, disable these lint checks; maintainers should endeavor
# to investigate and renpve these for maxi mumlint coverage.

# Please do not carry these forward to new Makefiles.

#

LI NTTAGS += -errof f =E_BAD_PTR_CAST_ALI &N

LI NTTAGS += -errof f =E_SUPPRESSI ON_DI RECTI VE_UNUSED
LI NTTAGS += -errof f=E_PTRDI FF_OVERFLOW

LI NTTAGS += -errof f =E_ASSI GN_NARROW CONV

#

# Default build targets.

#
. KEEP_STATE:

def: $( DEF_DEPS)

all: $( ALL_DEPS)

cl ean: $( CLEAN_DEPS)

cl obber: $( CLOBBER_DEPS)
lint: $( LI NT_DEPS)

modl i ntlib: $( MODLI NTLI B_DEPS)
clean.lint: $( CLEAN_LI NT_DEPS)

install: $( 1 NSTALL_DEPS)

$( ROOTLI NK) : $(ROOT_M SC DIR) $( ROOTMDULE)
-$(RM $@ | n $(ROCTMODULE) $

#

# I ncl ude common targets.

#

i nclude $(UTSBASE)/intel/Mkefile.targ

$(OBIS DIR /% 0: %S

$(COWI LE.s) -0 $@ ${@: . o=. s}
$( POST_PROCESS_O)

$(OBIS DIR/%In: %s
@$(LHEAD) $(LINT.c) ${@:.In=.s} $(LTAIL))

sha512- x86_64.s: $(COMDI R)/ and64/ sha512- x86_64. pl
$(PERL) $? $@

sha256- x86_64.s: $( COMDI R) / and64/ sha512- x86_64. pl
$(PERL) $? $@



